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In the early years of Smart Cards, the introduction of the Health Insurance Card in Germany to 70 million Germans paved the way
for other large volume applications, such as
the German “Geldkarte” project.
In this issue we are highlighting three projects:
Precise Biometrics report on how Sweden is
focusing upon Security and E-Commerce
during their presidency of the European
Union, the Common Access Card for the US
Department of Defense as well as PLUTO, a
joint development of Infineon and the BSI
(the German Information Security Agency).
Other specials in
For more information,
this quarter's Secure
please visit
are a Summary of
www.silicon-trust.com
the CeBIT Silicon
Trust partner booth,
an Asian Market Overview as well as an exclusive review of the UK Biometric Working
Group’s results of the first trial of biometric
product performance by our regular columnist, Calum Bunney.
We are especially delighted to welcome our
new Silicon Trust Partners: Germany based
Omnikey as well as Israel based SC2 and
Aladdin Knowledge Systems. The continuing
growth of the Silicon Trust Program and the
increasing interest in the program’s activities
(see Silicon Trust Portal review, page 20 and
the CeBIT review, page 48) is evidence of
the need for information on silicon-based
security solutions. To keep yourselves updated,
please subscribe to your free copy of SECURE
at www.silicon-trust.com or by faxing back
the Subscription Form in this issue.

Veronica
von Preysing
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The Security Solutions
Forum 2001
Kicking off its 2001 program
this February, the Silicon Trust held
its inaugural event: the Security
Solutions Forum, in Freising,
Germany.The Forum was the first
of its kind, bringing together
members of the Silicon Trust at
this unique two-day meeting.
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The Silicon trust Website’s relaunch in November 2000 as the
Silicon Trust Portal was a huge
success. Users from around the
world are now taking advantage
of the information and articles
on silicon-based security found
on the site.

Security has become a major success factor for a wide range of IT
applications. There are 2 fields of
security applications, which are
subject to the presented solution.
On one hand, there is the wide
area of protecting sensitive information within business processes.
On the other, many new applications are not feasible without an
integrated security function. Examples are Pay-TV, Broker information systems, Software selling
via the Internet, and so on.
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32 China – Becoming a
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Information Age
Secure talks to Marcus Mosen,
who leads the Shanghai sales and
marketing office of Infineon Technologies AG's chip card business
group.
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the European Union. A breakthrough could create new advantages in business as well as in the
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Inside the Fortress
During CeBIT 2001, Infineon
Technologies hosted the Silicon
Trust Partner Booth in Hall 23.
Based on a fortress theme, the
booth allowed partners to demonstrate their product, technology
and solution offerings to visitors
from around the world, at one of
the largest high-tech exhibitions
on the planet.

SC2 Ltd is a leading Smart Card
solution provider based in TelAviv, Israel. The company offers
a wide variety of solutions to meet
the varying needs of customers
including contact, contactless and
dual-interface Smart Cards. The
company has a range of both
Hardware (Smart-Card Readers)
and Security Software products
amongst which are Secure-File
and Secure-Logon.

A stable and credible
snapshot of the Biometric
Class of 2000 emerges

56 Within the Trust
Fingertip Security
from Pollex

As the results of the UK Biometric Working Group’s first trial
of biometric product performance are completed, Calum Bunney
introduces some of the methods
and conclusions that indicate how
biometric evaluation has climbed
onto a more visible and credible
stage and how companies such as
Infineon Technologies can begin
to benefit from this.
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Linda Brown

Dr. David Everett

Infineon Technologies
Linda Brown manages government projects in North America for Infineon Technologies.
Prior to joining Infineon she
managed the smart card business of Mellon Bank’s Network Services Division and
was responsible for the design,
development and project management of government and commercial applications using smart card and biometric technologies.
One of her projects, the Fort Sill Stored Value
with Biometric Authentication project was awarded the 1998 CardTechSecurTech Larry Linden
Award for Innovation. Linda Brown has also held
positions in emerging technologies and electronic
payment systems with Citibank and Gilbarco. She
holds a BA from Ohio Wesleyan University and an
MBA from Wake Forest University.

Datacard Group

Calum Bunney

David was the technical architect of the Mondex
Purse Scheme and as Technical Director for platform seven was also responsible for the design and
development of numerous smart card operating
systems, which led to the well-known MULTOS
product.

Calum Bunney is an independent consultant on biometric and authentication
technology markets. In 1999
he founded International
Biometric & Authentication
Consulting Ltd. with offices
in the UK and in France, to
deliver market and technology development services and information. In
the last four years he has authored a number of
publications on biometric and autoID technologies, and has presented at and chaired seminars
on these topics worldwide. Prior to his involvement with authentication and security technologies he worked for a number of years as a market
analyst in the brewing and leisure industries. He
holds an honors degree in Philosophy from King's
College London.

After completing his Doctorate, David was appointed Head
of Electronics for the Medical Research Council at Mill
Hill, London. He was subsequently made Director of
computing and Electronics.
The scope of work included
coding theory, which eventually led to further study in the field of data
security, in particular the application of cryptography to the protection of electronic funds transfer.
David has been involved in many financial security
projects in Europe and North America and was
key security architect in several public schemes
including CHAPS (Clearing Houses Automated Payment Scheme), Eurocheque ATM Reciprocity
Scheme and EFTPOS UK (National EFTPOS
Scheme).

David has acted as principal consultant to many
International banks regarding their data security
strategy. He also represented APACS (Association
for Payment Clearing Services) in the ECPS (European Council for Payment Systems) study on financial card security and the business case surrounding the use of smart cards.
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mathematics and physics at
Saarbrücken and Regensburg,
following the completion of
school education and military
service. He was awarded a
degree in mathematics in
1972 followed by a doctorate in mathematics in 1976.
Dr.Heuser was a Scientific staff member at the
Bonn-Bad Godesberg Center for Cryptography
from 1977 onwards, and between 1983-1992 was
the head of the department “Development of
Encryption Procedures”. He has been a senior
government official and head of the department
“Encryption Security” with the German Federal
Office for IT security (BSI) since 1992.

Patrick Khor
Infineon
Technologies
Patrick Khor joined Siemens
Semiconductors Asia Pacific
in Singapore as a Senior Engineer in 1998, focusing on
business development within
Security & Chipcard ICs product division, covering Standard Non-volatile
memories products. Previously he had 8 years
experience in the semiconductor industry in
mainly sales & product marketing roles.
Currently, with Infineon Technologies Patrick is
looking into the business development activities
within Asia Pacific for FingerTIP. Much of his time
is spent supporting the Infineon regional sales &
marketing offices, where he identifies projects with
customers and works with biometrics solution providers to secure the FingerTIP business.

Georg Krause is the founder
of CE Infosys GmbH and CEInfosys Pte. Ltd. Singapore
with 32 years of experience
in hardware and software
engineering. After his initial
stay at Telefunken, he worked
at IBM for 11 years, within
various positions.
In 1981 Georg Krause left IBM and started his
own company, which migrated to CE Infosys in
1984. In 1987 he designed the first PC security
products. A major step forward was the design of
the SuperCrypt chip in 1991, which was the
fastest encryption chip in the first half of the 90’s.
Georg also designed the first encryption system
for Notebooks worldwide, called CryptCard.
Today, Georg’s activities are focussed around the
architecture of security systems on a single silicon
chip. As well as his engineering activities Georg
Krause is also managing the Asian operations of
both companies.

Markus Mosen
Infineon Technologies
Before joining Infineon,
Marcus Mosen was employed by Siemens Ltd, China, in
Beijing, from July 1996 until
January 1999. As a member
of the corporate strategy and
business development department, he was responsible for
joint ventures consulting, plus
related tasks such as participating in feasibility
studies for the business groups.
In March 2000, Marcus Mosen moved back to
China, this time to Shanghai, where he is today
responsible for the sales and marketing offices of
the chip card business development unit. From the
Shanghai headquarters, Infineon run offices in
Beijing, Shanghai and Taipeh, and has also implemented a Greater China concept for the division.
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Info-Box
Smart Card and Biometric Industry News Exclusively from Ctt and Btt

Chip sensor prices
to plunge by 2002

Motorola has also announced that it

for card security from the bankers’

proposes to sell down its ERG

association, Groupement Carte Ban-

Btt April 2001

shareholding; this consists of approxi-

caire, to the Banque de France, the

mately 82.6 million shares.

country’s central bank.

Fabless

semiconductor

company

AuthenTec believes that fingerprint

New legislation will widen the definition of fraud to cover the coun-

by early next year. This compares to

Final spec for
BioAPI released

a price today of between US$20-30.

Btt April 2001

those convicted of card counterfeit-

At this price the market for such

The BioAPI Consortium has releas-

ing open to a much wider range of

devices could really take off, the

ed version 1.1 of the BioAPI

penalties than before.

US-based supplier said.

Specification and Version 1.1 of the

The French banks and the mer-

In an exclusive interview, co-foun-

associated Reference Implementa-

chants who accept card payments

der and CEO of AuthenTec, Scott

tion (framework) software. This “final”

have now signed charters of good

Moody, said: “In this sector, quality

version incorporates feedback re-

practice, to reinforce the legal pro-

is expected and cost is king. My

ceived since the publication of

tection given to card holders. The

belief is that the takeoff point for

Version 1.0 of the specification in

liability incurred by a cardholder in

our market will be reached when

March 2000 and the beta version of

the period between loss or theft of

the price of sensors comes in below

the Reference Implementation last

a card and notification to the card

US$10. At that point, the wider

September.

issuer is to be fixed at 400 Euros. At

marketplace, including PCs, wireless

The BioAPI Specification represents

present, the level of this liability

devices, automobiles and so on will

a major milestone in the biometrics

is set at the discretion of each indi-

open up. And even if we only

industry, as it defines an open sys-

vidual bank. (French consumers’

achieve a small portion of this mar-

tem standard API that allows soft-

associations think that this figure

ket, it is still a huge opportunity.”

ware applications to communicate

is still too high and point out that

Economies of scale will clearly play

with a broad range of biometric

the European Commission has pre-

their part in this price reduction.

technologies in a common way.

viously recommended a ceiling of

However, other factors, such as the

According to Cathy Tilton, chair of

150 Euros.)

potential

combination

memory

stick

sensors will cost as little as US$10

Sony’s

the BioAPI Consortium: “This con-

biometrics,

of

stitutes the final release of the spec-

promises to revolutionize the cost

ification. No further updates, other

of sensor technology.

than minor maintenance, are planned.

terfeiting of cards. This will make

However, we are working on the

UK government
trials digital
signature
technology

ERG Group
and Motorola
dissolve their
Alliance

development of a conformance test

Ctt April 2001

suite (for testing BSP conformance

The UK Department of Trade &

to the API requirements) and a

Industry (DTI) is running a trial of

Linux port of the reference imple-

mobile Public Key Infrastructure

Ctt April 2001

mentation.”

(mPKI) technology, to enable em-

with

One of the smart card industry’s

ployees of its Radiocommunications
Agency (RA) to submit their ex-

Group and the US telecommuni-

French
government
steps in to
combat fraud

cations giant Motorola – is to be

Ctt April 2001

personal data will be held on the

dissolved.

Faced with further rises in bank

user’s SIM card.

ERG will acquire Motorola’s inter-

card fraud, the French government

The mobile PKI trial follows earlier

est in the ERG Motorola Alliance

is taking steps to tighten security in

announcements by the UK govern-

for A$46 million in cash and will

this sector of the payment market.

ment of plans for individuals to sub-

assume responsibility for all existing

Against the background of a rise in

mit tax returns electronically from

projects and for those currently

card fraud to 270 million francs, com-

their PCs, using digital signatures.

being pursued by the Alliance. All

pared with 178 millions in 1999,

For the purposes of the trial, fifty

revenue and earnings from these

the Ministry of Economy and Finan-

RA staff will complete and elec-

projects will flow to ERG.

ce is to shift ultimate responsibility

tronically sign their travel or subsis-

most successful partnerships – the
Alliance between Australia’s automated fare collection specialists ERG

8

pense claims by mobile phone - and
to sign their submissions with a digital signature. Encryption keys and

tence forms while away from the

With over 500 million MRTDs in

office, using a Siemens C35 GSM

circulation globally, this represents a

mobile phone.

significant market opportunity for

Asylum seekers
in UK undergo
AFIS test

the biometric industry.

Btt April 2001

Schlumberger
acquires Sema

The first ever asylum seeker to be
tested on a new UK Immigration
and Nationality Directorate AFIS

Schlumberger, the US oilfield serv-

ORGA recycles CDs
into smart cards

ices-to-smart cards conglomerate is

Ctt February 2001

istered on the database. The remark-

set to acquire IT systems house Sema,

German-based ORGA has won an

able coincidence proved the capa-

in an agreed takeover worth some

award from the US-based Inter-

bility of the system for matching

$5.2 billion. For the Schlumberger

national Card Manufacturers Associ-

fingerprints

group as a whole, the acquisition of

ation (ICMA) for its environmentally

against a database that has been

Sema is a major step towards diver-

friendly recycling procedures.

built up over the last eight years

sification. The group believes that it

The company claims to be the first

and now amounts to some 350,000

will be able to sell Sema’s IT

in the world to produce smart cards

records. These records, originally

expertise, particularly in the area of

by recycling old CDs. The resulting

stored on fingerprint cards, have

Internet business, to its existing

products are known as Recycled Poly-

now been converted into electronic

client base of oil companies.

carbonate Cards (RPCO). Dealers

records for use in the Sagem-supplied AFIS system.

Ctt March 2001

However

Sema

could

also

system was found to be already reg-

of

asylum

seekers

add

deliver old and unwanted CDs and

another dimension to the smart card

CD-ROMs to a recycling company.

business of Schlumberger’s Test and

In a first step, metallization, paint

The final phase of the system, now

Transactions division. The produc-

and printing are removed mechani-

being tested, comprises 154 hand-

tion of smart cards is a commodity

cally; after this, the raw CD blank is

held units.

business; the real value lies increas-

crushed. The granulate is then treat-

ingly in the consultancy and systems

ed with additives to adapt it for use

These will be used by immigration

integration work that can be offer-

in smart cards. This material is then

officers, anywhere in the UK that

ed to card issuers and service

used for card production at the com-

has GSM coverage, to establish the

providers. This is an area of business

pany’s production plant in Flintbek,

identity of possible immigration

where Sema is strong and where

in north Germany.

offenders.

there must be synergy with Schlumberger’s existing smart card activities.

Face recognition
seen as travel
industry leader

The UK system will be linked into

School lunch
money replaced
with biometrics

the European asylum seeker database, Eurodac, when it becomes
operational later this year.

Btt February 2001
A fingerprint-based point-of-sale sys-

Btt February 2001

tem installed at three Pennsylvania

The International Civil Aviation Or-

school districts in the USA is allow-

ganization (ICAO) has identified

ing school children to pay for their

face recognition as the single most

school lunches without the need for

likely biometric to be combined

lunch money.

with machine-readable travel docu-

The story has caused a flurry of sto-

ments (MRTD) in order to allow

ries in the US press, full of quotes

machine-assisted ID confirmation.

from civil liberties groups, high-

Many groups, such as governments,

lighting the sensitive nature of

airlines and airports, are devoting

using biometrics, especially when it

considerable effort into improving

comes to children. The supplier of

automated services and processes

the biometric equipment is Sagem

using new technologies. Biometrics

Morpho, better recognized for its

is one of the key technologies under

sales in the law enforcement sector,

review to help achieve these goals.

than the schools market.
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The above news stories are
brief excerpts from articles
published in the leading international newsletters Card
Technology Today (Ctt) and
Biometric Technology Today
(Btt). If you liked what you
read, you can take advantage
of an exclusive subscription
discount – see special offer at
the front of the magazine.

The Silicon Trust

Introducing the
With the New Economy
growing at an exponential rate, the need for
solutions enabling secure E-Commerce, M-Commerce, and
banking as well as data and content protection is becoming
more critical. Silicon based security is paving the way to make
tomorrow’s lifestyles secure.
The Silicon Trust
– what is it and
how do you join?
Partner Mission
The Silicon Trust is a platform created for those
businesses utilizing Infineon's Security IC technology and solutions in their end applications. Its
primary goal is to develop and enhance market
awareness as well as customer acceptance for individual products and solutions developed by the
Silicon Trust partners.
The Silicon Trust Vision
The Silicon Trust is an industry platform for silicon-based security technology embracing a unified approach to the marketplace. It intends to

become the number-one reference for companies
searching for the highest-quality, certified security
solutions available across the entire spectrum of
products and solutions.
Our Silicon Trust Partners provide the critical link
between Infineon and customers with complex
projects or significant time constraints. Because
our security products serve such a wide variety of
applications, opportunities exist for consultants
and system integrators with specific vertical market expertise. Silicon Trust Partners add value by
writing custom software applications, designing
custom hardware, and providing turnkey solutions.
Qualifying for the Silicon Trust
Infineon Technologies aims to work with companies, which provide complementary products or

Sales Benefits
●

The opportunity to work closely with the Infineon Technologies Worldwide Sales and Technical Support network.

Marketing Benefits
●
●
●
●

Listing of your products and services in the Silicon Trust database.
Publicity of your product announcements and project success in SECURE the Silicon Trust Quarterly Report.
Participation with and assistance from, Infineon Technologies during key industry events.
Use of the Silicon Trust Logo for your promotional material.

Technical Benefits
●
●
●

Partner-only communication channels.
Discounts on training courses for your developers.
Access to Infineon Technologies' top application engineers.
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The Silicon Trust

Members of the
Silicon Trust
●

Aladdin Knowledge Systems

●

Bioscrypt

●

CE Infosys

●

Datapol

●

Faktum Software

●

Jin Woo Hi-Tech

●

Loqware Technologies AB

●

Omnikey

●

Pollex

●

Precise Biometrics

●

PSE Austria

●

SC 2 Ltd

●

Siemens

●

Startek Engineering

●

Towitoko

●

Veritouch

services. You may be eligible to join the Silicon
Trust if your company is engaged in :

This quarter we would like to
welcome the following members
to the Silicon Trust. For further information on these companies,
please check out their websites.

Welcome
to the Trust
SC2 Ltd. SC2 Ltd. is a leading smart card solution provider. The company offers a wide variety
of solutions to meet the varying needs of customers, including contact, contactless and dualinterface smart cards.
SC2 has a team of talented and experienced security architects and engineers.
SC2 has experience with real worldwide implementation of smart card technology, designing state-of-the-art cryptographic algorithms tailored to specific
customer requirements, for the following applications:
GSM, Internet secure access, Transportation, Banking, Healthcare, Gambling,
Identification, Loyalty, Parking meter, Electricity meter, Sport, Communication, M-Commerce, Prepayment systems.

1. Hardware or software consulting
2. Systems integration
3.Third-party products and systems
Infineon Technologies seeks partners who use
Infineon's security products and who want to build
a business relationship with Infineon Technologies
and other Silicon Trust partners.
The Silicon Trust provides tangible benefits for
active members. When evaluating applicants, Infineon
Technologies looks for :
●
●

●

●

Competency in the area of security
products or similar areas.
A clear business strategy and explanation
of how Infineon's security products
are a part of your particular solution.
References from customers who
are satisfied with your technical abilities
and business practices.
Sponsorship by the Infineon Technologies
representative in your area.

For further
information visit:
www.silicon-trust.com
or email
contact@silicon-trust.com

www.scsquare.com

Loqware Technologies AB Loqware Technologies supplies security solutions for information storage and communication based on a
self-developed core technology, i-Loq (TM). Its
product line includes a full range of protected
hard disk drives, LoqDrive(TM), as well as logon devices, LoqReader(TM).
Defined as an electronic locking system, i-Loq(TM) can be combined with
almost any prevailing technology, including biometrics, RFID, Bluetooth, smart cards, codes, or software (O/S, BIOS, encryption) to
accomplish reinforced user authentication. i-Loq (TM) can be integrated
into a multitude of hardware and software products such as computers,
peripherals, mobile phones, or in all business applications which require
high-level security.

www.loqware.com

Omnikey AG Established in April 2000,
OMNIKEY AG is the first cross-technology
supplier of smart identification and payment
devices. The main shareholders are ACG AG
and Utimaco Safeware AG.
The company combines leading technologies such as smart card, radio
frequency identification (contactless) and biometrics. These technologies
are used in the development of secure devices with standard interfaces.
The certified products can be integrated into any application and
include smart card readers, smart card terminals and contactless modules. The company is headquartered in Wiesbaden in Germany, with
offices and R&D facilities at five other locations.

www.omnikey.com
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PUBLIC KEY INFRASTRUCTURE (PKI)
Dr. David B. Everett, Datacard Group

Way

The

Forward

Guest Opinion

In the modern world we cannot rely on the security of our communication networks. They are vast and cover many different
transport paths from optical fibers under the ocean to satellites in the upper atmosphere. In such an environment it is
practically impossible to physically protect all the links from
eavesdropping or interference. The use of cryptography to protect communication paths is well established and has undergone significant advances in the last 20 years.

Modern commercial cryptography is based on
the use of cryptographic algorithm where the
algorithm is publicly known but where the secret
key is only known by the participants. The algorithm that processes the input plaintext is designed
to resist any analysis where the attacker does not
know the key. In other words if the participants
carefully protect the key then their communication will be secure (see Figure 1).

In this scenario it is no longer necessary to share
secret keys, it is only necessary for the sender to
know the receiver’s public key.
Diffie and Hellman also recognized the need for
an equivalent to the written signature and came
up with the concept of a digital signature. If we
use the keys in reverse order we can produce a
different business effect (see Figure 3 on page 15).

The process of protecting this key raises a
whole series of practical problems and in particular how do you securely establish the key between
the participants. If you have a large number of
participants in the system you are faced with a
substantial key management problem to handle all
the keys.
From a business point of view this approach also
has a severe shortcoming in that you cannot prove
the sender’s actions after the event. Since both the
sender and the receiver share the same secret key
it is possible for the receiver to modify the message or even fabricate a totally false message.

If the sender of data applies the encipherment
algorithm using his secret key then the receiver
can recover the data using the sender’s associated
public key. By sending the plaintext data with the
completed cryptogram the receiver is able to compare this with the data recovered from the cryptogram. This cryptogram is generally referred to as a
digital signature.
The important difference here is that only the
sender could construct the digital signature since
only he has the necessary secret key. It is not
possible for him to subsequently repudiate the
message.

In 1976 Diffie and Hellman came up with a new
idea, which has become known as public key
cryptography, to solve this
key management problem.
The basis of this method
was to use one key for
encrypting the data (the
public key) and to use an
associated key (the secret
key) for deciphering the data
(see Figure 2 on page 14).
Figure 1.
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The problem with this ‘public key’ approach is
that the user of the public key needs to be assured
of its authenticity. It is this requirement that leads
to the need for a Public Key Infrastructure.

rights of authority or access that the user can
invoke in the system. They could establish the user
role as a doctor, lawyer, or notary or a user’s financial authority as an individual or as a corporate

A public key infrastructure
operates by introducing a
trusted body who vouches
for the authenticity of the
public keys used by the
participants (see Figure 4 on
page 16).

The sender provides his
Figure 2.
public key to the trusted
third party. This body produces a public key certificate by applying this
same digital signature process to the sender’s public key. In this case the trusted third party uses its
own secret key to generate the key certificate. The
receiver holds a copy of the Trusted Third Party’s
public key and is therefore able to verify the
authenticity of the sender’s public key. In a practical environment the sender would normally send
his public key certificate with the message and its
digital signature.
This public key infrastructure involves a number
of component parts (see Figure 5 on page 17).

The trusted
third party actually
has to provide
three services:
●

Registration Authority (RA)

●

Certification Authority (CA)

●

Certificate Revocation Lists (CRL)

The registration authority (RA) is from a business
point of view the most important service. This is
the function that associates a public key with a
user and vouches for the attributes of the user that
will be incorporated in the public key certificate.
These attributes will include the identity of the
user and optionally parameters relating to the status of the user. These parameters may involve the

role holder. The RA is liable for this identity and
its attributes.
The certificate authority (CA) is really a trusted
technical operation that produces the public key
certificate from the data provided by the registration authority. It is responsible for managing the
keys and the process that generates the certificates
and for making them available to the users of the
system.
In a practical system it is necessary to allow for
the revocation of certificates. Perhaps a user’s secret
key has become compromised or a user’s identity
as a role holder is no longer valid. It is also likely
that at various times the user’s attributes contained
in a certificate will be subject to change and the
certificate is therefore no longer valid. For all
these reasons it is necessary to have a certificate
revocation list that enables participants in the system to check the validity of a particular certificate. It is a business judgement as to when such
checks are made.
When we are referring to this digital signature we
are really concerned about the ability to bind a
public key to a person or some characterization of
a person such as their bank account number or
their National Insurance number. In effect what
we are talking about is an identity certificate.
The X509 certificate framework was established in
1988 based on the concept of certifying the public
keys of principals who are uniquely named in the
X500 directory. This directory defines any person
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or entity that can be assigned a ‘distinguished name’.
In 1997 Version 3 of the X509 standard was defined
and this is the general form of a digital certificate
encountered today in services such as S/MIME
(e-mail standard), SSL (Secure Sockets Layer developed by Netscape) and SET (Secure Electronic
Transactions developed by MasterCard and Visa).
SSL lies at the cornerstone of e-commerce today
through its use on the Internet in web browsers
such as Internet explorer.
As we mentioned previously the generation
of a digital certificate involves two steps,
a) The registration process whereby the data
relating to the person is accredited by an
appropriate authority
b) The signing of the correct public key along
with the person’s data by a trusted authority

utilizing identity certificates of which Verisign,
Baltimore Technologies, and Entrust Technologies
have become household names. The matter of trust
is of course the major factor and more recently
two organizations have come to the fore.
Identrus, founded in 1997, by a number of financial institutions ABN AMRO, Bank of America,
Bankers Trust, Barclays, Chase Manhattan,
Citibank, Deutsche Bank (which subsequently
acquired Bankers Trust) and Hypo Vereinsbank.
Once certified by an Identrus certification authority, a trading partner can authenticate any other
Identrus trading partner with the assurance that
their dealings are legally binding. Identrus also
offers recourse in the event that an electronic identity is faulty or that one trading party attempts to
defraud another.

Figure 3.

The first part of the operation requires the appropriate authority to vouch for the correctness of the
data. This is not just the ‘distinguished name’ but
also the attributes that are attached to that name.
It could be just an identifier such as a bank account
number, but could also be a person’s rights or
authority. For instance, the rights of a medical
practitioner to prescribe drugs. For the digital certificate to have any value, the registration authority
has to accept some legal liability for its action in
binding the public key to the identity of the person and their attributes. Interlinked with this
process is the action of the certificate authority
(CA), which effectively produces the digital certificate that vouches for all these characteristics. You
must be assured that the CA will underwrite the
use of digital signatures protected by their certificates. In other words you must expect some legal
recourse in the event that the certificate is at fault.
Numerous companies are involved in products

The Global Trust Authority (GTA) formed in
1998 is a non-profit organization where members
are drawn from the regulated financial sector. The
Membership currently involves a group of Banks
and Banking Associations, representing in excess
of 800 Banks worldwide. GTA represents an infrastructure that creates and manages a global root
key and defines a set of rules by which the trust
authorities operate. In the GTA scheme there are
three kinds of CAs, the GTA root, Master Trust
Authorities (MTAs) and Scheme Trust Authorities
(STAs). The MTAs and STAs are profit-making
organizations.
The key difference between these organizations is
that the Global Trust Authority aims to be the CA
of all CAs by operating a regulated infrastructure.
Being assured that a particular digital signature is
authorized, is currently a weak part of today’s
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Now let’s look
at the problems:
●
●
●

●
●

How do we bind a person
to a public key?
What assurance are we given
about this binding?
How can we be sure that
the creation of a digital
signature was authorized?
How do we know if a
certificate has been revoked?
How do we protect
user’s privacy?

Public Key Infrastructure. If we consider the PC
and its browser, we are subject to attacks of unauthorized use or even key compromise. In 1999
Shamir and van Someren showed how you could

readily detect cryptographic keys stored on a PC
just by looking for data with high entropy, which
is the fundamental characteristic of cryptographic
keys. Both Identrus and GTA have recognized this
problem and are promoting the use of smart cards
as a solution to this problem. The tamper resistant
properties of a modern smart card far outweigh
that of the PC. Not only can the keys be stored
securely in the smart card but the actual generation of the digital signature is also a protected
process.
The use of a smart card also offers a number of
other benefits in that the creation of digital signatures operating under the key certificates can be
controlled. It is possible to restrict the operations
using the secret signature key. For example the use
of the key can be limited to a number of operations – perhaps just one in the case of a digital
voting scheme. Another advantage is that the
attributes relating to a certificate can also be preserved for viewing only by authorized entities. In
an extreme case the smart card would only reveal
its data in response to
an authorized digitally signed request. It is
certainly possible by
using smart cards to
create protocols that
help preserve the privacy of certificate
holders such as that
proposed by Stefan
Brands.

Figure 4.
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The use of a smart card can also help
with the other difficult problem of the
PKI world, the certificate revocation
issue. In a practical situation it is possible for entities to have to revoke their
own or one of their member’s certificates. A key may be compromised or
perhaps a person has left an organization
and their company authority certificate
is no longer valid. Any CA must produce
Certificate Revocation lists (CRLs); these
are signed statements that announce the
premature expiry of a certificate. The
problem for a user is whether to always
check the CRL list before accepting a
digital certificate. This is of course very
unattractive in any off-line environment.
The Internet Engineering Task Force
(IETF) includes a PKIX working group
that has produced a standard for an online validation method called Online
Certificate Status Protocol (OCSP). In
a business critical situation this may
be essential to reduce risk. The advantage here of the smart card is that the
use and life of the certificate can be
controlled. The smart card represents
Figure 5.
a role that can be removed by withdrawing the smart card. This is not possible in
The future of PKI seems to be assured and
most other scenarios. It is also possible in printhe role of smart cards in protecting the use of
ciple to disable the use of signature keys when the
the cryptographic keys, supported by their digicard is involved in an interaction with any part of
tal certificates is clearly the way forward.
the infrastructure.
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Kicking off its 2001 program this February, the Silicon Trust held its
inaugural event: the Security Solutions Forum, in Freising, Germany. The
Forum was the first of its kind, bringing together members of the Silicon
Trust at this unique two-day meeting.

Security
Solutions
Forum
2001
2001
The
The

Discussions during a break. R.Wilhelmer (Omnikey), B. Frey (Faktum), H. Rubinstein (Astro).

The main theme of the Forum was the development of a co-operation model between the partners of the Silicon Trust, to facilitate the
synergistic potential of the Silicon Trust through best practices and
solutions within the hardware and software security environment.
The Forum combined both technical tracks for training purposes as
well as marketing roundtables. The marketing sessions explored the
value chain involved in the delivery of a complete security solution,
using actual business cases supplied by both Infineon and the partners. It is hoped that this will create the impetus needed to support
key applications as well as opening up new markets.

Calum Bunney,
Brigitte Wirtz (Infineon Technologies)

The technical tracks allowed members to enhance their technical
understanding of Infineon Technologies security products and solutions, to meet the Infineon technical teams, as well fostering interaction and open discussion between partners.
Besides good results being achieved during the sessions, an important aspect of the first Security Solutions Forum was the level of networking which took place during the breaks and evening activities
(in this case, go-karting!).

Precise Biometrics and Loqware Technologies
participating in a Technical Track

The overall outcome of the event was the decision by all members to
start to develop the Silicon Trust into a community that would
encourage interaction and joint project development between members, as well as the express desire to move the event onto a bi-annual
footing and into different regions.
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A selection of Marketing Roundtables and Technical Trainings were available for Partners.
The interaction level was high and attendees
came away expressing the opinion that the
topics covered were relevant and worthwhile.

No event that Infineon has a
hand in would be complete
without some kind of racing
– in this case go-karting!
While the level of co-operation was increasing during
the daytime sessions, the level
of competition remained high
while on the racetrack.
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The Silicon trust Website’s re-launch in
November 2000 as the Silicon Trust Portal was a huge success. Users from
around the world are now taking advantage of the information and articles on
silicon-based security found on the site.

The Silicon Trust Portal:

A Growing
Community
The Silicon Trust portal is gradually building up an
impressive library of Tech-Spotlight articles, which
discuss the most current issues in the field of security
today. Articles in this section cover such topics as
‘Biometric security for PKI’, ‘New Encryption
Standard AES’, ‘Security Risks on PC’s’ and ‘Low
End Systems versus High End Systems’. Site content
on security challenges and solutions is also well
worth reviewing, and is divided into four main areas:
• E-Commerce
• PC and Network Security
• Secure Access
• Secure Communications
This area should be especially useful for managers
and others who need to keep on top of current
security issues.
A highly topical issue currently being discussed on
the site is law and silicon-based security. Legislation
differs around the globe, and keeping informed is
not always easy. Make the Silicon Trust portal your
source for information concerning the legal issues
involved with security and cryptography.
The portal also covers Technology Basics
such as Encryption, Smart Cards, Biometrics, Embedded Security and Readers.
This area covers the fundamental arguments for each security technology
and is useful for visitors who are looking
to expand their knowledge of security
solutions.

The Silicon Trust portal
can be found at:
www.silicon-trust.com
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User Statistics
Due to a number of measures including placement
of Silicon Trust banners on a variety of IT and ecommerce sites, a successful print campaign as well
as an online game from January through March
2001, the number of page views (as well as fullfledged visits) has steadily increased. However, more
importantly, while the number of page impressions
during the first quarter of 2001 increased by 26%,
the number of visits (certainly the more pertinent
measurement) increased by almost 150%.
Outlook
The Silicon Trust Portal also publishes insights on
the security world from different columnists,
including Calum Bunney, an independent consultant on biometric and authentication technology
markets, who also writes the ‘Running Commentary’ for the SECURE Magazine. It is intended
that the Silicon Trust Portal continues to keep
you informed on all facets of the silicon-based
security revolution - so please visit the site regularly for the very latest information in this highly
fascinating area.

Technofile

Infineon introduces
Trusted
Platform
Module
Infineon Technologies has introduced the SLF9630C Trusted Platform Module (TPM), an
integrated circuit and software platform that provides
computer manufacturers with
the core components of a
subsystem used to assure
authenticity, integrity and
confidentiality in e-commerce
transactions and Internet communications.
The Trusted Computing Platform Alliance (TCPA),
an industry group founded in 1999 and now
including more than 160 companies, published the
version 1.0 specifications in January 2001. Infineon
developed its TPM solution to extend its leadership to this new standard for trusted computing.
“Infineon’s commitment to the TCPA standard
can be seen by our speed in bringing fully compliant products to market so quickly after completion
of the initial specification. We are very pleased to
make every contribution possible to advance the
TPM subsystem technology,” said Stefan Marquardt,
vice president and general manager of business
unit Security ICs at Infineon Technologies.
Infineon’s SLF9630C TPM is based on the company’s proven 16-bit security controller architecture. The controller includes 16 kBytes of nonvolatile memory, hardware-based, cryptographic
implementations of RSA (2,048 bit keys) and
Hash algorithms, and the true Random Number
Generator required by the Trusted Computing
Platform Alliance specification. Infineon security

controllers based on this architecture have
achieved the industry’s highest rating for digital
security, the ITSEC E4 High Certificate issued by
the German government agency responsible for
security in information technology.
In addition to the secure controller, Infineon provides computer manufacturers with a proven
secure operating system and embedded applications to implement the subsystem. Software developed by Infineon includes the Trusted Platform
System software stack and TPM cryptographic
service provider.
The SLF9630C, which will be available in sample
quantities in the second quarter of 2001, integrates with desktop systems and notebooks via the
standard low pin count (LPC) interface bus. The
package will be a 64-pin TQFP; additional package types are under development. Pricing information will be announced when production ramp
begins later this year.

For more
information visit:
www.infineon.com
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BAYON

Integrated

Security System
Security has become a major suc-

By Georg Krause,
CE-Infosys

cess factor for a wide range of IT
applications. There are 2 fields of
security applications, which are
subject to the presented solution.
On one hand, there is the wide area
of protecting sensitive information
within business processes. On the
other, many new applications are
not feasible without an integrated
security function. Examples are PayTV, Broker information systems,
Software selling via the Internet,
and so on.

Today’s solutions add security layers to existing
systems. This technology is highly dependant upon
the architecture of the target systems. There are a
number of interfaces in these add-on type of implementations which need to be supported. The
integration in the hardware environment determines the level of security achievable and the
speed of the encryption functions. While the integration in the system BIOS and the operating systems, determine the ease of use and the manageability of the solution. A secure solution requires an
add-on board inserted into the target system and
a kind of physical token, preferably a smart card.
The total effort involved to secure a PC is only
affordable for highly confidential applications and
is only invested by companies who are aware of the
security risks.

Many organizations need a
strong security solution, but do
not know how to decide
which solution is really strong
or perhaps fear the effort
involved in implementing it.

To improve this situation, a
security solution is needed,
where all the required functions are already integrated in the
PC system itself. Setting up and managing such a
security system would be much easier and more
cost effective. A traditional approach with multiple
components would take too much space on the
motherboard and would increase the price of the
PC in an unacceptable way. Here is where Bayon
can challenge this traditional approach. The target
market for the Bayon Chip, a joint development
between CE-Infosys and Infineon Technologies, is indeed the motherboard of the PC. The
advantage for the end user is obvious. All required
functions of a secure PC are integrated in a single
chip. With a minimum of OS integration a secure
platform for business and private users is created.
This article describes the Hardware architecture of
the Bayon chip, with a focus on the MasterCrypt
engine.
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Objectives

●

Bayon claims that it will become the standard
security solution for PCs in the business and private sector. To make Bayon a long-term success,
the following objectives had to be met:

Existing standards must be supported while
introducing new advanced technologies at the
same time.

●

Integration in the OS must be easy and
flexible to support multiple standards like
Microsoft, Linux and others.

●

The security functions must be implemented
in a strong way, thus the stored secrets,
mostly keys, are never exposed and all anticipated attack can be resisted. Even if the
average organization will never need
the highest security level, the success of the
solution depends greatly upon the fact
that the security is never broken, independent of whichever attack is made.

●

The implied protection mechanism must
withstand physical as well as logical attacks.

●

The performance of the security functions,
mainly the encryption engine, must be
powerful enough to keep pace with the
motherboard developments and provide
a reasonable selling window.

●

The integration in existing and future motherboard designs must be easy and achievable
with a minimum of external components.

Bayon implements all these criteria and provides
many new ideas, which will encourage system and
application architects to develop new solutions.

System Architecture
The Bayon chip is based on the CE-Infosys MasterCrypt architecture and complimented with an
8051-type on chip processor (OCP) and a PCI bus
interface. The PCI bus interface allows the chip to
be directly connected to motherboards and add-on
card PCI buses. The OCP of the Bayon chip is a
derivative of a smart card CPU that comes with
peripherals developed from smart cards. The OCP
is powerful enough to handle security tasks delegated to the Bayon chip. A data exchange mechanism, based on the CryptCard architecture from
CE-Infosys manages the information transfer

MasterCrypt Engine
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between the internal OCP and the external software layers of the Operating System. This
Exchange-Unit provides the hierarchical separation between the OS processes running on the PC
and the security processes running on the Bayon.
The MasterCrypt engine provides all the high-speed
symmetrical encryption functions and many additional supporting functions. The OCP provides the
asymmetrical functions like RSA, Elliptic Curve
Cryptosystems and some others. Attached to the
OCP are two smart card interfaces which share
one transmit and receive logic.

MasterCrypt Engine
The MasterCrypt engine is responsible for most of
the cryptographic functions provided by the Bayon
chip. The engine itself has two interfaces. The PCI
interface of the MasterCrypt engine is directly
connected to a bi-directional FIFO to handle bus
master burst transfers. This interface is used for
high-speed data transfer between the motherboard
and the Master-Crypt engine. The second interface is connected to an internal bus, which is used
by the PCI bus interface and the OCP. This so
called Register-Interface is used to access
the internal register
bank of the MasterCrypt engine. The Register-Interface is also
used for cipher data
input and output. This
is the only way the
OCP can use the
MasterCrypt engine for
encryption. The register bank of the MasterCrypt engine knows
from the internal bus
who the originator of
the request is. Using
this information the

control logic of the register bank implies an access
model that allows the OCP to control all security
related actions of the MasterCrypt engine.

Arbitration
Many MasterCrypt operations require multiple
accesses to the register bank in order to define the
parameters and to start the operation. After an
operation is finished, some operations require
results to be fetched from the register bank.
During such an operation, the MasterCrypt
engine must be totally dedicated to either the PCI
bus host or the OCP. To prevent interference the
register bank implements an arbitration process.
The arbitration logic has to manage requests provided by unequal partners. The PCI based host
CPU is several 100 times faster than the OCP. If
the Host CPU issues immediately the next arbitration request after the current operation is finished,
the OCP would very seldom get control over the
MasterCrypt engine. Therefore a mechanism is
implemented where a bus requestor can book a
reservation of the bus, but only if the bus is not
already granted to the requestor itself.

Bayon overview
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MasterCrypt
Functions
The functions provided by the MasterCrypt engine can be categorized as follows:
●
●
●

Traditional cipher, random and hash
and one-way functions
Key management functions
Application oriented functions

The traditional cipher functions contain all the
encryption modes known to be useful in the PC
environment. This is a list of the modes provided:

One-way functions are often needed in cryptographic applications. The MasterCrypt engine provides one-way functions based on encryption.
These functions need keys to work properly. The
keys are not secret and can be published. The
function, however, can be parameterized by the
key values chosen. This provides flexibility for private and probably secret implementations of the
one-way function. Two functions are available, one
for using a 64-bit input block to generate a 64-bit
one-way output and another one for 128-bit
block size.

●

ECB, CBC, CBC-3, CFB-1,
CFB-8, CFB-64, OFB-1, OFB-8,
OFB-64, KSG, MAC
(A detailed description of the modes is provided
in the Bayon data book.) All these modes can be
combined with different key length ranging from
56 bit up to 336-bit effective key length. Key
length of 56 bits is provided for compatibility reasons. The preferred key modes are triple key length
in two variants or extended key mode, which uses
112 bit effective key length or a combination of
triple and extended mode. Triple key mode uses 2 or
3 keys of 56-bit length in 3 successive encryption
operations.
Beside the encryption functions, 3 different types
of fast hash algorithms are provided. SHA1, and
MD5 are implemented in hardware to achieve a
high throughput. The BCH1 uses the encryption
engine to calculate a cryptographic hash sum. The
advantage is that the algorithm itself relies on
encryption operations and uses keys. The keys do
not need to be kept secret, but could be if necessary. The option of using private, not published
keys, provides additional creativity to the application designer.
The random generator inside the MasterCrypt
engine is designed to provide physical random data
in 32 bit words at a very high speed. Internally the
random generator fills a stack of 4 times 128 bit of
random and stops its operation if the stack is full.
The generator is stopped to prevent unnecessary
power consumption. After delivering at least 128
bits of the random data via the register-bank or
using them internally for another function, the
generator is restarted and the stack is refilled. The
generator can provide 32 bit of random each
microsecond.

Key Management
The key storage and key management functions
are designed to fulfill both today’s and future
needs. Keys come with attributes, which describe
the possible usage of the keys. In addition to the
attributes a key label can be stored along with
each key. Keys can be loaded into the MasterCrypt
engine in plain text, encrypted with a master key
or provided as a key update package. A key update
package hides any information about the key, the
attributes and the master key used to decrypt the
package. Key update packages can be made public
without unveiling any secret information.
The key management concept of the MasterCrypt
engine provides four types of keys. The definition
of the key type depends on its attributes. Keys are
defined as Permanent-Master keys, TemporaryMaster keys, Permanent keys and Working keys. A
Working-key could be understood as a traditional
session key.
The key storage itself can hold 128 keys with
attributes and labels. A few key storage locations
are used by the OCP itself. As mentioned, a key
label, which is either calculated from the key using
a one-way function, or is provided, accompanies
the keys when the key is stored. The key labels can
be used to address the keys inside the MasterCrypt
engine without knowing the actual location
where the key is located inside the key storage.
An alternative way of addressing the key uses
a key pointer, which points to the absolute key
storage location of the desired key. A number of
very useful functions are based on the key label
architecture.
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Example of key management functions
Address key by label
A key label loaded into the
KDATA1 to KDATA2 registers is
used to search for the key with
the corresponding label in the
key storage. The locations of the
key found, if any, is stored in the
KDATA1 register and in the key
pointer register. If the key is
found
the
“Key
Search
Successful” bit is set active in the
status register. The completion of
this command can be used to
generate an interrupt to the PCI
host. The command has finished
as soon as the cipher engine busy
bit in the status register becomes
inactive. This command can only
be executed from the PCI Bus if
the corresponding enable bit is
set by the OCP.
Generate key-label package
A key label package related to
the key defined by the key
pointer register is generated. The
data of the key label package is
available at the KDATA1 register. This command can only be

executed if the corresponding
enable bit is set by the OCP.
Executing a reset or a stop command can be used to clear the
KDATA registers. The command
has finished as soon as the cipher
engine busy bit in the status register becomes inactive. This command can only be executed from
the PCI Bus if the corresponding
enable bit is set by the OCP.
Address key by
key-label package
A key label package loaded into
the
KDATA1
register
is
processed. The location of the
key found, if any, is stored in the
KDATA1 register and in the key
pointer 1 of the key pointer register after the completion of the
command. If the key package
could not be processed (Master
key not found) a key package
error is set in the interrupt status
register. Executing a reset or a
stop command can be used to
clear the KDATA registers. The
command has finished as soon as

Application
Oriented Functions
Functions directly supporting high-level applications are provided with the MasterCrypt engine.
Two examples, the encryption of the hard disk and
an enhanced IP packet encryption, illustrate the use
of application-oriented functions.
In a typical PC application the hard disk is encrypted. The Cipher-Block-Chaining mode is preferred
for the hard disk encryption, because it hides regular
structures in the encrypted data. The hard disk is
accessed in a sector-oriented mode by the operating
system. A sector is the smallest amount of data to be
read or written at once. Sector based encryption
requires a specific setup of the Initialization Vector
(“IV”). Each sector is encrypted in CBC mode with
a different IV for each sector. This technique avoids
identical cipher text for sectors containing identical

the cipher engine busy bit in the
status register becomes inactive.
This command can only be executed from the PCI Bus, if the
corresponding enable bit is set
by the OCP.
Generate a session key
and the corresponding
key update package
A key update package is generated using the internal random
number generator to generate a
session key. The session key is
encrypted using a valid master
key pointed to by the extra key
pointer. The session key itself is
loaded into the key location
pointed to by the key pointer 1.
The generated session key can be
used as working key only. The
attributes set in the KDATA1
register are forced to define a
working key. The attributes are
stored along with the generated
key. If the session key was
restricted for encryption by its
attributes, the key in the key
update package is reserved for

plain text data. The Initialization Vector is calculated
from the linear sector number of the storage media.
Reading or writing consecutive sectors needs to
reset the IV to the next logical sector number after
each sector is processed. The MasterCrypt engine
advances the IV automatically to the next required
value. This enables the host operating system to read
or write multiple sectors in a stream, without setting
up the encryption engine after each sector. The
result is a much faster overall encryption process and
far less software overhead in the encryption device
driver of the operating system. Sector sizes supported are 512, 1024 and 2048 byte per sector. The linear sector number can be defined as 32-bit or as 64bit positive integer value.
A bit wise calculates the actual IV XOR of the IV
selected register and the linear sector number. This
method of calculating the actual IV is useful for
media clustering. Thus, multiple hard disks in a clus-
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decryption and vice versa. Bit 31
of KDATA1 is used as extended
attribute bit and controls the
processing of this packet at the
receiving station. This bit active
requires an already occupied key
storage location at the receiving
station. This bit inactive allows
any key storage location at the
receiving station to be used. If
the mode bit “Key update
label” is set active, KDATA2 to
KDATA3 must be loaded externally and contain either the key
label of the existing key to be
replaced at the receiving station,
or a given label for the generated
key. If mode bit “Key update
label” is inactive the key label of
the generated key is internally
generated and used instead of the
values from KDATA2 and
KDATA3. The registers KDATA2
and KDATA3 are then not used.
This command can only be executed if the corresponding
enable bit is set by the OCP. The
update package can be read from
the registers KDATA1 to
KDATA16. Executing a reset or a

stop command can be used to
clear the KDATA registers. The
command has finished as soon as
the cipher engine busy bit in the
status register becomes inactive.
This command can only be executed from the PCI Bus if the
corresponding enable bit is set
by the OCP.
Process a key update
package
A key update package loaded via
the KDATA1 to KDATA16 registers is processed. The key register
using the key pointer 1 defines
the location where the new key
will be stored. The received
package contains information,
which controls if the received
key must be used to replace an
already existing key. If a key
already exists in the key storage
location defined by the key
pointer 1, the attributes of this
key are examined. If the “Label
verification” attribute is active,
the key label found in the key
package must match the key label
related to the existing key in the

ter may use the same key for the cipher operation,
but can use different values in the IV register. This
hides identical data on a mirrored hard disk.
These days almost every PC is connected to a network. As the amount of sensitive data transferred
through these networks increases, the demand for a
secure encryption rises. The solution built into the
MasterCrypt engine supports packet oriented protocols like IP and provides a combination of highest
security level with high speed.The speed achieved is
determined by the time required for the key management and the speed required for the actual packet encryption. The security functions of the
MasterCrypt engine provide a packet based key
management, which does not require a session
between sender and receiver to be established. Each
packet can be encrypted by another, new calculated
session key. The key management is implemented
using four commands depending on the role the

key storage. If, and only if, the
labels match, the key from the
update package replaces the
existing key. If the “Label verification” attribute is inactive, the
key from the update package
replaces the existing key and the
label from the update package
replaces the existing label. If the
key storage location defined by
the key pointer 1 is empty, the
key from the update package and
its related label are stored in the
defined location. If the key package could not be processed
(Master key not found, or update
is out of sequence), a key package
error is set in the interrupt status
register. This command can only
be executed if the corresponding
enable bit is set by the OCP.
Executing a reset or a stop command can be used to clear the
KDATA registers. The command
has finished as soon as the cipher
engine busy bit in the status register becomes inactive. This command can only be executed from
the PCI Bus if the corresponding
enable bit is set by the OCP.

host system using the Bayon chip plays. These can
be a single station receiving an encrypted packet, a
single station sending an encrypted packet, a gateway handling tens of thousands of channels sending
a packet or a gateway receiving a packet. The generation of the session key is handled in max. 3
microseconds.
In addition to the key management, the data needs
to be encrypted and sealed in a way that a modification of the encrypted data is easy to detect. A builtin CRC logic of the MasterCrypt engine calculates
a CRC checksum over the plain text data before the
data is actually encrypted (done while the data is
fed through the encryption engine). Encrypting this
checksum and storing it in the header of the
encrypted packet, provides a secure way of detecting
a modification at the receiving side.
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The same CRC algorithm is applied when data is
decrypted. The data is first decrypted and then automatically check summed. By comparing the calculated checksum to the checksum of the header a modification is easy detected. The probability of an undetected modification is 1/264. The overall achieved
speed of the MasterCrypt packet encryption is high
enough to support Local Area Networks running at
100 Mbit per second and above. Bayon provides
minimum overhead and is ideally suited for IP
Gateways running at high-speed. Handling lots of
small packets is often more troublesome than packets
with a large payload. The in-built key management
functions provide Bayon based systems an excellent
encryption profile over all kinds of packet length.

Multiple Algorithms
The in-built algorithm of the MasterCrypt engine
as used in the Bayon chip is DES. DES encrypts the
data in 16 steps, called rounds. The major part,
which defines the DES algorithm, is a set of 8 SBoxes. The S-Boxes combine key bits with data bits
and use the result to address a look-up table, which
provides new data bits used for the next round of
the algorithm. The MasterCrypt engine uses 2 sets
of 8 S-Boxes, which are loadable like RAM cells.
The even rounds and the odd rounds use a different
set of S-Boxes. Both sets of boxes are normally
loaded with the data pattern representing the DES
algorithm. If an application requires a different algorithm, like in many government applications, the SBoxes can be loaded with a different pattern, representing another algorithm. Both sets of S-Boxes, the
even and the odd round set can be loaded with different patterns. An integrated cache stores the alternate algorithm pattern if a private algorithm and
DES is used intermixed. If a cipher operation is
started with the “Use Alternate Algorithm” mode
bit active, the MasterCrypt engine checks if the
alternate algorithm is loaded into the S-Boxes, and
if not, the required S-Boxes are automatically
reloaded from the cache without any further command needed. Two different commands are provided
for loading the algorithm data into the MasterCrypt
engine. One command requires the algorithm data
to be provided in plain format, while the other
requires the algorithm data to be encrypted using
DES. In the second case the algorithm data is
decrypted with the defined key and stored in the
algorithm cache. As a result of the load operation, a

64-bit checksum of the algorithm data is provided
and can be read out of the MasterCrypt engine.This
provides a verification mechanism to check if the
right S-Boxes are correctly loaded, without using
a test encryption. After loading the S-Boxes the
“alternate algorithm loaded” bit will become active
in the status register. The “alternate algorithm contains asymmetric S-Boxes” bit will be set in the status register if the boxes contain different values for
the 1st and the 2nd set of S-Boxes.

Hierarchical Security
Architecture
The MasterCrypt engine supports a hierarchical
architecture where the OCP can control all the
functions and commands provided to the PCI host.
A register, which can only be written from the
OCP is used to enable the commands for the PCI
host. Each command has its own bit in the enable
register.Thus, an alternate algorithm may be used by
the PCI host, but can only be loaded by the OCP.
This is completed by a set of registers controlling
the keys. Each key location can be enabled or disabled for their use by the PCI host. Loading a key
value is also controlled by a bit for each key storage
location. Again, a PCI host may use a key for
encryption, but is not able to load the key storage
location. An identical mechanism is provided for the
“Initialization Vectors”. Last but not least, 2 bits of
the key attributes define if a key is protected from
being used by the OCP or the PCI Host.These separation mechanisms are fundamental to build a
trusted security platform.

Summary
The security functions and features provided by the Bayon chip
are based on the combination of the OCP with the
MasterCrypt engine. This combination in a single chip, implemented with a technology that resists all kind of known attacks,
is the platform for secure PCs. The security functions implemented in the firmware of the OCP provide flexibility and
trust to the computer manufacture and the user of the secure
PC. The overall performance, functionality and highest level of
security achievable today, justify the expectation of setting new
PC security standards with Bayon.

For more
information visit:
www.ce-infosys.com
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Market
Overview
By Patrick Khor,
Infineon Technologies Asia Pacific Pte Ltd.

Infineon’s Asian
Distributors
We would like to introduce Infineon’s regional Asian distributors who are available for support.

General
Overview
of Biometrics
Security
Applications
using
fingerprint
recognition

Hong Kong/China
Schmidt & Co., (H.K.) Ltd. is taking care of Infineon's
FingerTIP sales activities in Hong Kong & China and
supports customers in various design-ins, especially in the
area of Electronic access (electronic banking & shopping)
and Physical access projects (door access, time & attendance system).
Contact Info Phone: +852 2507 0333
Email: peteryan@shk.schmidt-group.com

Taiwan
We have Silicon Application Company (SAC) formerly
Win-win Technologies who are currently working on
projects in Taiwan, particularly for the PC peripherals &
Physical access application market segment involving fingerprint recognition.
Contact Info Phone: +886 2 226 7677
Email – garfield.tan@win-win.com.tw

Korea
Korea Techno Electronics has targeted various projects
that require CMOS fingerprint sensors for door access,
time & attendance systems, PC peripherals (mouse, keyboard) for access to information and services, mobile
phones for m-commerce applications.
Contact Info Phone: +82 2 369 88 81/6
Email: Kte21c@chollian.net

India
Fingerprint recognition is mainly
applied in Physical access control
into buildings and time attendance
systems.

Japan

China
Fingerprint recognition devices are
mostly optical and used for physical
access control and time attendance
systems because of their stable performance.
There are also opportunities involving
embedded systems in handheld devices like fingerprint ID card readers for
the use by local customs authorities
or the police.

The Japanese market for Finger Tip technology is to be found in
such popular applications as Mobile Phones, Personal Digital
Assistant (PDA), Notebook PCs, PC Peripherals and Access Control
Devices. In the PC related market, major demand for Finger Tip
technology comes from stand-alone devices that connect to the
PC via a USB interface. Mobile phone applications could be considered the key application in terms of quantity and market
recognition. At the moment it appears that all major Japanese
mobile phone manufactures are developing/considering mobile
phones with a Finger Tip sensor for additional security.
Each manufacturer has different ideas about when biometric
applications might be fully recognized by the broad market but
there is general consensus of wide scale implementation in large
market dimensions by the late half of 2002.

Hongkong
Fingerprint recognition devices are mostly used in
security systems like door access and employee attendance systems.
New business opportunities are evolving from the
banking sector, with the future introduction of GSM enabled Fingerprint Point-Of-Sales systems for mobile payment using smart cards. The smart card will contain
the card user's unique fingerprint template embedded
into the chip.
The Hong Kong Immigration Department is also looking
into suitable partners/players capable of providing a
secure fingerprint recognition system by 2003 for the
Hong Kong border control.

Korea

Taiwan
Mostly PC peripherals (fingerprint
mouse/keyboards with USB, PS2
interface). There is now also production in Taiwan involving major
PC makers, integrating CMOS type
fingerprint sensors into their Highend notebooks.

Australia
Mainly Physical Access Control into
buildings and time attendance systems.
There are also entertainment companies exploring the use of fingerprint recognition in gaming machines
exclusively for their club members.

Mostly PC peripherals such as fingerprint mouse and keyboards that
come with either USB or PS/2 type
of interface. Lot of interest generated
from major Notebook PC & Mobile
phone makers who wish to learn
how to integrate fingerprint recognition features for information security
and E/M-commerce applications.

Asian Market Overview

China
Becoming
a Major Player
in the
Information
Age
Secure talks to Marcus Mosen, who leads the Shanghai sales and
marketing office of Infineon Technologies AG's chip card business group.

Infineon Technologies AG, Munich, Germany, offers semiconductor and
system solutions for applications in the wired and wireless communications markets, for security systems and smart cards, for the automotive and industrial sectors, as well as memory products. With a global
presence, Infineon operates in the US from San Jose, CA, in the AsiaPacific region from Singapore and in Japan from Tokyo. In the fiscal
year 2000 (ending September), the company achieved sales of Euro
7.28 billion with about 29,000 employees worldwide. Infineon is listed
on the DAX index of the Frankfurt Stock Exchange and on the New York
Stock Exchange (ticker symbol: IFX).
In 1995, Infineon Technologies, (Siemens Components Ltd.), set up
representative offices in Shanghai and Beijing. In the same year,
Infineon founded the WFOE in Wuxi as a Backend Plant. Infineon
Technologies HK Ltd opened Infineon Technologies Wuxi Ltd Shanghai
office in 1999, and the Sales and Marketing Head Office and Training
Center in Shanghai in 2000. Two Joint Labs have been set up with universities and one training center has been formed in Shanghai. Today,
Infineon employs about 600 people in China.
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When did the first

As a market

chip card integrated

leader in the

circuits become

microelectronics

commercially
available, and for
what need were
they created?

industry, what
trends does Infineon
see on the horizon,
particularly in
China and the Asia

Actually, the first chip card began in France,
Europe, in the 1980s, as the prepaid phone card.
Since then, the prepaid phone card has become
the number one success story worldwide with
respect to chip card applications. Infineon,
(Siemens Semiconductor Group then) was among
the first semiconductor suppliers to offer chip card
integrated circuits (ICs) and has been among the
leading players for almost 15 years now. One of
our highlights is the SLE5536S IC, also well
known as the Eurochip. More than 200 million
smart phone cards are in usage, most of them with
our devices. In China alone the market demands
more than 100 million cards each year and the
plans of China Telecom are promising and very
ambitious to increase those numbers within the
next few years.

How popular

Pacific?

In terms of technology, China is adapting very fast
to the state-of-the-art ICs. Some years ago, we
could hardly find controllers in the market apart
from the subscriber identity module (SIM) card
market, which was rather small at this time. But
today, we find controllers of all kinds in the marketplace. Even more importantly, we can also
identify domestic companies who are providing
the operating system. This clearly shows the
importance of this market. Thus, the China market
appears to be as trend-setting and advanced as the
overall Asian Pacific, or even worldwide market
for chip card ICs. This is proven by most of our
global customers who are major players in the
Chinese market too.

are secure memory
ICs today?

What market
segments offer the
greatest potential?

Secure memory ICs have really conquered the
world. Infineon shipped more than two billion
pieces to the markets, contact-based or contactless.
Infineon is also the pioneer in demonstrating the
advantages of electronic cash for pre-paid phone
cards, and other applications such as health insurance, loyalty cards, access control, electronic
purse and automatic fare collection. Infineon is
committed to provide the best level of chip card
IC security in the industry

Worldwide we see a tremendous demand for global system for mobile communications (GSM)
mobile phones - and this is more than true for
China. China will be the biggest single market for
mobiles in terms of subscribers worldwide. It was
announced recently that the total number of subscribers had already reached 85 million by the end
of 2000 and the number of new subscribers will
reach 52 million in 2001. All of the users are using

33

Asian Market Overview

at least one SIM card. This market will grow even
more in the future but the demand for security
will rise also due to diversified applications.
With the introduction of Phase 2 and Phase 2+ of
the GSM specification, the SIM card moved from
being an identification and security device to supporting value-added functions, such as online
information.
The phone of the future will be a kind of a multifunctional tool rather than just a pure communication tool. The enhanced standards of second and
third generation mobile communication will
enable the phones to be, for example, a payment
tool, maybe an identification tool, a play station or
a video-on-demand screen. Multiple functions are
possible. Projections indicate that there will be one
billion mobile phone users worldwide by 2002.
Mobile communication will continue to change
peoples’ lives in ways we cannot foresee yet.
In Asia, as well as in China, operators have been on
the forefront of developments in mobile banking.
For example, in Hong Kong three operators have
already launched mobile banking services, and
China saw projects by several banks starting in 2000.
Today's SIM cards can store application programs,
which enable network operators to offer subscribers a wide range of services that add value

and profits, and help the company differentiate
itself from competitors. Nowadays, phones are
interactive terminals used for shopping, sending
and receiving messages, and accessing information
such as weather forecasts, travel information and
even
directions
to
restaurants.
Infineon
Technologies, working in the areas of general
packet radio service (GPRS) and enhanced data
rates for global evolution, will support these applications and more.
The universal mobile telecommunications systems
(UMTS), which adopted the SIM card concept
independent of the network technology will provide enough local bandwidth to support streaming
video on a mobile phone. Infineon is already
developing solutions to provide the security and
integrity of these systems. Infineon Technologies
also works diligently to provide new and advanced
solutions for mobile communications and deliver
the benefits of security, efficiency and trust to this
expanding technology.
Talking about China means talking about people.
The market application for identification is expected to face a challenging and optimistic future.
Worldwide, more than 250 million people are
using chip cards for secure access to government
services, health care, social security benefits, driver
licenses and personal identification. In this 'information age', more and
more governments on
national, regional and
local level are offering
new services to their
citizens allowing them
to electronically link to
public
services, tax
offices, social service
agencies, health agencies and other departments and offices. For
this type of efficient
service
to
become
acceptable, security and
trust is of paramount
importance.
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In what ways is siliconbased security technology enabling the
development of secure
electronic and mobile
commerce, banking,
and data and content
protection for the 'new
economy'?

Secure networking - this will be a key application
for this century. The chip card market is driven by
the trend towards increased security requirements
in aspects of everyday life such as telecommunications, banking, health services, loyalty and bonus
programs, public transport, pay-TV, electronic commerce and Internet communications, and government applications. Infineon have been the first supplier
of chip card ICs in the world which pass the
strictest security evaluation tests for smart card ICs:
the Information Technology Security Evaluation
Criteria (ITSEC) security requirements of evaluation level E4 with effectiveness level “high”. ITSEC
is a standard for security evaluations according to a worldwide acknowledged evaluation scheme, agreed upon
by eleven European states. ITSEC E4 is the highest
grade for chips and equals the evaluation assurance level
5 of Common Criteria, which is the international
standard for security certification. Since March 1999,
four Infineon chip card controllers have received the
prestigious ITSEC E4 high certificate. Infineon's 66
plus family of 16-bit chip card controllers offers
the most advanced security features, like true random
number generator or redundancy check module.
Infineon expects to roll out a dedicated 32-bit
controller towards the end of the year 2001 incorporating most innovative security concepts.
Security always comes first, especially when talking
about the world of the 'new economy'. Industry
experts believe that before long every personal
computer (PC) will be equipped with a smart card
reader. Smart card technology will allow individuals
to protect their privacy while card issuers will be
able to ensure that only entitled customers will
have access to their services.

This leads me to one of our advanced products,
the biometric sensor FingerTip, a miniaturized fingerprint sensor which enables reliable biometric
authentication both on portable systems, such as
personal digital assistants and portable computers,
and on fixed devices, such as computer keyboards.
We all know that security is vital for all applications in today and tomorrow's information and
communication technology. These biometric security applications could open new mass-market
opportunities.
In the past, using biometric technologies for
secure access was very expensive and therefore
only used within the public sector, such as for
securing military base facilities or government
offices, and to verify documents such as drivers'
licenses. Now, as the technology matures and
becomes more affordable and communications
provides access to markets around the world, new
application areas are opening up every day. In
addition to identification and secure access to
premises, biometrics can be applied to any electronic transaction that requires verification of
users or customers. Soon, biometric technology is
used wherever an additional layer of security and
real-person identification is needed. As chip card
technology advances, Infineon envisions many key
developments. Today’s chip-on-card products will
likely evolve into a complete system-on-card or
even a highly secure chip-card-sized personal
computer. This advanced product will likely
include a powerful chip card IC, biometric sensors, flexible LCD display, keyboard, microphone
and speaker, and solar cell. The biometric features
will transform the chip card into a totally unique,
individual item with applications that only the
rightful user will be able to activate. While the
idea of system-on-card may seem far-fetched
today, the future holds great promise for such
products. In fact, Infineon is already working on
next-generation solutions in this area with prototype cards incorporating a biometric sensor
FingerTIP and an LCD display.
E-commerce or information access, point of sale
or electronic banking, PC or net access can be
handled by the same security mechanisms. An
important way in which electronic access control
must be carefully designed is enrolment, which at
least for home applications, has to be performed in
an unsupervised scenario.
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What role do

What products

chip card ICs play
in the company’s

does Infineon offer
in this area?

security solutions?

Chip cards are the representative of a person in a
network. Within company solutions using several
security levels, chip cards are used for physical
access control or for logical access to data and
accounts. Additionally, for secure authentication
and protection of a company's main Internet protocol (IP) within an internal communication system, chip cards can host the secrets for the company's public key infrastructure (PKI). Using PKI
encryption and signatures of messages, documents
or other important IP is possible.
The different applications can be implemented in
one chip card so that the identification card of the
employee can fulfil the different tasks. Incorporating dual interface ICs into the card, it is possible
to use the smart card in the most optimized way,
for example, contact-based for PC applications
and PKI, contactless for physical access applications.

Infineon’s Security and Chip Card ICs group
develops, manufactures and markets security controllers, security memories and other semiconductors and systems solutions for use in applications
requiring special security features. As the Senior
Vice President and General Manager of Infineon's
Business Group Security and Chip Card IC's,
Ulrich Hamann, points out: “New technologies
call for complete solutions.“
To emphasize our leading role in security technologies, we recently announced Silicon Trust, a
global partnership program focusing on siliconbased security technology to assist companies
planning to introduce security systems based on chip
card, biometrics or high-encryption technology.
This program combines Infineon's proven expertise
in secure semiconductor solutions with the application specific know-how of the program partners
using Infineon's security devices. The program's
business-to-business services are open to partners
using Infineon's chip card ICs, as well as high encryption and biometric devices.

Marcus Mosen
Before joining Infineon, Marcus Mosen was employed by Siemens Ltd, China, in Beijing, from July 1996 until
January 1999. As a member of the corporate strategy and business development department, he was responsible for
joint ventures consulting, plus related tasks such as participating in feasibility studies for the business groups.
In March 2000, Marcus Mosen moved back to China, this time to Shanghai, where he is today responsible for the
sales and marketing offices of the chip card business development unit. From the Shanghai headquarters, Infineon
run offices in Beijing, Shanghai and Taipeh, and has also implemented a Greater China concept for the division.
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The US Department of Defense begins
Issuance of Common Access Cards
based on Infineon Chip Card ICs.

Quarterly Focus

Excitement prevailed last May when the General
Services Administration (GSA) announced its government-wide Smart ID award. This contract
established a structure under which individual
government agencies could purchase smart cards
and associated integration products/services, without each having to conduct their own formal procurement process.
The contract was estimated as having a potential
value of $1.5B over its possible 10-year term,
though it should be noted that the contract award
did not by itself result in the sale of a single smart
card.
Five systems integrators – 3GI, EDS,
KPMG, Litton/PRC, and Logicon - were successful bidders, and each was supported with an array
of sub-contractors and vendors, including Infineon
Technologies. The challenge then began for these
teams to work with agencies that were ready to
design and implement smart card programs.
Waiting in the wings was one of the largest and
most visible of government agencies – the
Department of Defense. The DoD has been
studying card technology since 1993 and a
November 1999 Memorandum from the Deputy
Secretary of Defense directed the DoD to adopt
and implement smart card technology to help

achieve department-wide efficiency and effectiveness goals. Though not required to do so, the
DoD had agreed to use the GSA smart card contract, and they were eager to use qualified COTS
(or commercial-off-the-shelf) products and move
away from the additional time and money required
to develop government specific solutions.
The Deputy Secretary directed that the Common
Access Card would become the standard Department of Defense ID card for certain populations.
And so the CAC was born.

A Multi-function,
Multi-technology card
In addition to the embedded microprocessor chip,
the CAC contains a magnetic stripe, a linear bar
code, a 2D bar code, and a photograph, as well as
several anti-counterfeit security features. To be
compliant with the Geneva Conventions for the
Uniformed Services, some of the data contained
on the chip (such as name, rank and serial number) is also printed on the card for active duty
military personnel.
Functionally, the CAC serves multiple purposes.
Its most obvious function is as the civilian or mili-

Discalimer:
Cards depicted are not
actual Common Access Cards
and are used here for
illustrative purposes only.
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tary ID card; however, it is also the means for
physical access to secure areas and it serves as the
authentication token for the DoD’s computers and
networks. Equally important, the CAC is the
intended platform for a future Class 4 Hardware
PKI token and it is this requirement that raises the
bar for chip security.
Overall coordination and management of the CAC
project fell to the Access Card Office, headed by
Mary Dixon. This office is a new group in the
Defense Manpower Data Center, which, in turn, is
part of the Personnel and Readiness division of the
DoD. Mary’s team was directed to use the existing
infrastructure for issuance: the Defense Enrollment
Eligibility Reporting Systems (DEERS) database
which contains over 23 million records and the
Real-time Automated Identification System
(RAPIDS) application that is used to produce ID
cards. The Access Card Office has plans to issue
four million Common Access Cards by October
2002 to active duty military, Selected Reserve,
Defense Department civilians, and DoD contractors whose work is inside the firewall.

Defining Card Requirements
for Now and the Future
Decisions about the card were made only after
much evaluation and input from the broad audience of interested parties. DoD studied PKI smart
card rollouts from around the world, including
those of the Spanish and Finnish governments
(both of which are based on Infineon ICs). Then,
in early October of last year a senior delegation
from the DoD visited the headquarters of several
card and chip manufacturing organizations and
met with smart card industry experts in the fields
of security. Topics of discussion with Infineon
included FIPS and Common Criteria certifications, Protection Profiles, various types of IC
attacks and Infineon countermeasures, security IC
roadmaps, and plans for integration of biometrics
with smart cards. With knowledge gained from
their international research, they were able to
complete their specifications for the smart card
acquisition and the result was an initial Task
Order, released to the five GSA contract awardees
for bid in November 2000.

The Task Order specified delivery of up to 1.3
million cards based on a 32K EEPROM microcontroller with a cryptographic coprocessor and
running Java 2.1 with Global Platform 2.0. From
a chip security standpoint, the DoD required protection techniques to combat differential power
analysis and simple power analysis attacks as well
as power voltage, input frequency, and temperature
sensors – all of which must work both over and
under normal operating ranges.
They also
required on-card key generation and DES, Triple
DES, SHA-1, and RSA algorithms.

Selection of Infineon Chip
Card ICs – Best of Breed
A desire to test interoperability and a goal of using
multiple vendors to ensure continued competition, led the DoD to select more than one supplier
for the first 700,000 cards (the only ones awarded
so far), but the team of EDS/Schlumberger/
Infineon garnered the lion’s share of the award.
The selected card, Schlumberger’s Palmera Protect,
is based on the Infineon SLE66CX320P IC that
received an ITSEC E4 High security rating in
September 2000. A testing result of “E4” indicates
both the degree of product information to be provided to the evaluation body and the degree to
which evaluation tests have to be performed. E4 is
the highest grade for chips and equals the evaluation assurance level 5 of Common Criteria, the
international standard for security certification.
The formulation “with effectiveness level high”
designates the protection level and thus the security level of the product.

Project Status – From
Beta to Rollout
The DoD has been in beta test with the CAC, first
testing the issuance process and then the card functionality – that is, how it actually worked in gaining
access to buildings, controlled spaces and into military computer systems and networks. To date, the
card has been tested by groups in the Army, Navy,
Air Force, Marines, Reserves, National Guard, at
the Pentagon, and at overseas sites in Europe and
Asia. The DoD is on target to begin widespread
rollout of the CAC beginning in May 2001.
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The DoD plans to spend the rest of this year
upgrading the card issuing infrastructure, adding
workstations as necessary and issuing approximately 1.3 million cards in over 900 sites world-wide.
The remaining 2.7 million cards will be issued by
October 2002.

Migration to PKI Class 4
Hardware Token
A cardholder-selected PIN - used in conjunction
with the chip-based CAC - brings two-factor
security: “something you have and something you
know”. And to further discourage fraud, three
invalid PIN attempts will lock the card.
Initially, the cards will provide a Class 3 level of
assurance (required for mission critical systems
operating on unencrypted networks) using X.509
certificates to enable cardholders to digitally sign
documents such as email, encrypt information, and
establish secure web sessions to access and update
information via the Internet. Paul Brubaker,
deputy chief information officer, Office of the
Assistant Secretary of Defense for Command,
Control, Communications and Intelligence (3CI)
expresses the benefits: “It will allow Defense
employees to digitally sign documents…thereby
resolving the major impediment to achieving our
e-business and paperless contract goals.”

Today’s cards have 32K EEPROM of which 7K is
reserved for individual Services to use. Future
applications such as addition of an electronic
purse, or one which processes food service
charges, or updates manifest and deployment data
may be common across all Services and cardholders; other applications may be command specific –
for example armory and property accountability,
or tracking of training and education.
Additionally, new technologies such as a biometric
sensor may someday be incorporated into the card
to provide even greater security.

The Excitement Continues
The Access Card Office and DoD should be proud
of the Common Access Card. It is based on a
series of best commercial practices, was developed
with DoD community involvement, allows for
data and application independence, and provides a
migration pathway without card obsolescence.
Based on Infineon’s 66+ crypto-controller, it provides the necessary chip security to meet the
DoD’s Class 4 hardware token requirements, and
the open architecture allows for department-wide
benefits with opportunity for local or commandspecific customization. The rollout of smart cards
in the US has begun - expect the excitement to
continue.

Longer-term, the goal is to achieve the Target Class
4 Hardware token as soon as possible and the DoD
would like to meet the requirement (using the
CAC as the platform) in advance of its October
2002 deadline. For this reason, advanced chip security features are of critical importance for the CAC.
The strength of the Infineon 66+ crypto-controller
with Schlumberger’s Java mask enables such PKI
functionality to be added to the CAC.

Platform for growth
The Access Card Office plans do not stop here.
The CAC is designed on an open architecture
card operating system that allows for future applications to be added to already-issued cards, and
the DoD continues to evaluate ways to include
other advanced technologies, as they become
commercially viable.
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PLUTO
The
The

High Performance

Cryptochip
Dr. Ansgar Heuser, BSI1

With the PLUTO system, the BSI in co-operation with Infineon Technologies
AG has developed a Cryptochip, which sets new standards in performance
and security, as well as the scope of applications possible. Not only will it
form the core of most information security systems for which the BSI is
responsible, it will also be available to the German cryptographic industry as the basis for their own products. This article looks at the details
and features of the new PLUTO Cryptochip, as well as the usage in a
variety of security applications within the governmental areas.

Background
After several years of development, the Cryptochip
PLUTO, (developed and manufactured by Infineon
Technologies AG on behalf of the BSI) is now
ready for use. A universal processor system is now
available, which will represent the cryptographic
core of all future cryptosystems where the BSI has
either direct or indirect responsibility and for
which a high performance system of this kind is
required. Before the decision was made to develop
such a chip, there was no crypto processor available that would have fully met all the functional
and security requirements determined by the BSI.
1)

These requirements were:
䡲

䡲

䡲

Design and production within the
scope of the German Industry under
secrecy protection
Implementation of an encryption
algorithm endorsed by BSI for all
classification levels
Integrating all cryptographic core
functions such as key generation,
key agreement, authentication and
encryption on one piece of silicon

Bundesamt für Sicherheit in der Informationstechnik (German Federal Office for Security in Information Technology)
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Once the opportunity arose to implement such a
system as a full custom design in line with the
above mentioned boundary conditions and within
the chip card processor line of Infineon, the
objective was to develop and deliver a Cryptochip
that all foreseeable cryptosystems (to be implemented under the patronage of the BSI) could be
supplied with. This requirement referred not only
to the achievable throughput rate, but also to the
capability of changing keys quickly and the performance of the planned interfaces, among other
things. In any case, using the “mainstream”
Infineon Technologies smart card processor line as
the foundation basis, allows the Cryptochip solution to keep up with any technological advancements, and thus enhances the prospect of long
term availability.

The Smart Card Security system already has
䡲
䡲
䡲

An arithmetic coprocessor
A physical noise generator
An 8-bit control processor

encryption). On the other, they are required to provide the sound security definition of the so-called
“life cycle” of a PLUTO chip, from the first function
test after production, through to actual use in a cryptosystem. In particular the applications include the
authentication and key management functions on
the basis of the cryptotechnologies elliptical curves
and hash functions.

Cryptographic Features
The encryption coprocessor implements the BSI
algorithm - LIBELLE. This is a 64-bit block algorithm with 160-bit key length, which can be operated in the usual modes with block encryption.
Like most block encryption procedures, LIBELLE
passes through a certain number of “rounds” to
encrypt a block. The high throughput rate of
PLUTO could only be achieved through mainly
parallel implementation of this round structure, so
that the mass of the chip area had to actually be
used for the coprocessor implementing LIBELLE.
With the initialization of PLUTO, the LIBELLE
algorithm can be programmed in a large number
of variants, which are cryptographically equivalent
but not compatible.

System Technology
PLUTO is based on a smart card security controller architecture from Infineon and represents an
upgrade to this architecture in the form of a very
fast coprocessor, which implements a symmetrical
encryption process. This coprocessor is highly efficient and works by using pipeline and parallel
structures, such as those offered by the actual
cryptoalgorithm.
It was necessary to subject the noise generator (an
element whose significance is occasionally underestimated) to a far-reaching redesign and to enrich
it with additional control and postprocessing elements. In addition to this, the chip had to be
equipped with 128-bit high-performance interfaces in order to take advantage of the full bandwidth of the symmetrical encryptor.

In terms of protocol support, PLUTO is based on
asymmetric cryptography for the purposes of key
management and mutual authentication. The
applications implemented for BSI employ elliptical
curve arithmetic as cryptographic core functions.
PLUTO also has a physical noise generator and is
therefore in a position to support consistently
decentralized key management. During the course
of its development, special attention was paid to
the quality of this noise generator. It was further

As regards the system software, the control processor’s
operating system was to be extended by modules.
On the one hand the function of these modules is
to securely activate the various cryptographic processes (key generation and exchange, authentication,
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equipped with monitoring mechanisms (to detect
any malfunctions) as well as a “postprocessing process”
(to smooth out fluctuations).

Security Features and
Performance Data
When compared with all other earlier solutions,
one can argue that security has greatly increased as
a result of integrating all the relevant cryptographic
processes onto one chip:
“Red” (i.e. not overencrypted) keys never leave their
place of origin but are instead generated and processed
within the chip.
Moreover PLUTO has an efficient interface for
reading out and inputting “blackened” (i.e. overencrypted) keys.
The life cycle definition is structured in such a
way, that when operating system elements and
applications have been loaded once, they can no
longer be altered. This effectively eliminates the
possibility of manipulative intervention. Each individual step taken in “sharpening” the PLUTO
chip requires authentication in the form of a signature check of which BSI has the necessary data.
The algorithm LIBELLE itself is authorized by the
BSI for all national levels of classified information.
With regard to their dimensioning (i.e. the number of points of the elliptical curves used), the
asymmetrical cryptoprocesses are measured in
keeping with the latest information available (plus a
security margin).
PLUTO is designed for a data throughput, which
is oriented towards the so-called PCI bus with a
clock frequency of 33 MHz and a bandwidth of
64 bits. The achievable encryption speed of
2 Gbit/sec is suitable for all foreseeable realistic
applications. In addition to the actual throughput,
special attention was paid to the capability of
quick key change as well as quick initialization of
the cryptoprocessor, with a view to packet-oriented communication protocols such as ATM, which
in extreme cases require alternating key encryption from packet to packet.

Future Applications
PLUTO is designed for use as a cryptographic
core component for systems used in high-security
government areas. The BSI envisage that PLUTO
will be used in future projects initiated or greatly
influenced by themselves and where such a highperformance chip is necessary from a functional
point of view. For example, SINA (SINA = Sichere
Netzanbindung - Secure Network Connection) is
an ongoing BSI project concerned with the
implementation of an IP-based VPN in an area
with security protection. Furthermore, plans are
already afoot for a mass memory encryption system (working name PEPP 2), which, for the first
time, will require PLUTO to operate at full capacity, and in the field of broadband communication.
However, the BSI by no means sees PLUTO solely
as a cryptographic carrier system in the high-security sector. On the contrary, this chip is also available to every German manufacturer wishing to
develop their IT security systems for both the
official and unofficial market. Such manufacturers
must also be prepared to satisfy certain security
conditions associated with the provision of PLUTO
and the necessary documentation.
As a result of its complexity and the restrictions
brought about by its use in the governmental
high-security sector, the BSI considers that
PLUTO is not really a product for the mass
market. However, PLUTO does represent an interesting alternative to commercial systems where
special performance and security requirements
must be met in the private sector.
In this respect, the BSI sees the development of
the PLUTO Cryptochip not only as their contribution to the high technology security area
within governmental markets, but also as their
contribution to promoting IT security in Germany in general.

For further
information visit:
www.bsi.bund.de
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Sweden
leads the
way to a

Secure
Europe
By Precise Biometrics

When it comes to IT Security, Europe may be way in
front of the rest of the World as IT Security and
E-Commerce have been singled out as a focus area
during the Swedish presidency of the European
Union. A breakthrough could create new advantages
in business as well as in the daily lives of EU citizens.

“A central goal of Swedish
IT policies is to ensure that
everyone may take part in the information society
and have confidence in using new technology,”
Björn Rosengren, Sweden's Trade and Industry
Secretary, told members of the European
Parliament on January 23.
At the European Council meeting in Stockholm
in March this year, governments followed up on
the e-Europe initiative agreed upon in Portugal
last year, aimed at securing Europe's role in the
information economy. “Secure electronic communication and a well-regulated regime in the area of
electronic communication may help us reach that
goal,” Rosengren said.
In conjunction with the European Council’s special
meeting held in Stockholm March 22-24, there was
an exhibition at the Press Center at the Stockholm
International Fair, open to about 1,000 delegates
from EU countries, including heads of state.
Precise Biometrics was one of 31 companies, public authorities and organizations chosen from among
more than 100 applicants to show present and future
Swedish IT trends. “We were very honored to be
selected as one of the companies to take part in
this very special exhibition. It gives us the oppor-

tunity to show that fingerprint identification
products, in this case for IT security, really do
exist. They are not in the realm of science fiction,
but are ready to be used in the everyday world.”
said Susanne Dahlman, marketing and communications manager at Precise Biometrics,
The exhibition, sponsored by the Swedish Ministry
of Foreign Affairs and Ministry of Industry, is part
of the government's efforts to promote Swedish IT
during Sweden's presidency of the EU. It reflects
one of the main topics on the agenda at the
European Council - managing the increasing use
of IT in various sectors of society.
The exhibition had nine themes:
• eCommerce
• eDemocracy and eParticipation
• eEducation
• eGovernment
• eHealth
• eInnovation and eSecurity
• eMobility
• eWork
• and the Stockholm Challenge Awards
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“The Nordic governments have already introduced a lot of regulation in the form of unique ID
numbers and electronic information gathering. In
spite of this, the normal citizen has had little
advantage of this regulation at a European level,”
says Erling Faxø, director and expert on physical
access at Precise Biometrics in Lund, in southern
Sweden. “With existing technologies, a fingerprint
ID on your mobile telephone could replace passports within the European Union and be impossible to forge, unlike existing passports,” he says.
“The same technology could be used to open the
doors of your car, or ensure that only authorized
persons could access your computer or pass through
the door of your house. When you pass a border,
you place the finger on your mobile telephone and
the information is transmitted along with your toll
payment. This technique could replace some of the
paperwork that European citizens have to put up
with today and would be much more secure than
the present collection of PIN codes that people
carry with them,” Faxø says.
IT security is an area where Europe may take the
lead, argues Peter Höjerback, chief executive of
Precise Biometrics AB. “It could make the process
of doing business easier in every field. Your digital
personality may only be used by yourself. It means
that you can log on securely to computer systems,
secure your e-mail and make sure that only you
may access your hotel room. In international negotiations, you may quickly establish your identity
and credentials,“ Höjerback says. “It's a chance for
Europe to be an example to the rest of the world.”

Mission possible:
future technology today
Biometric security is no longer an elite technology. Thomas Norrby,
recently appointed head of the IT Security business area at Precise
Biometrics, says the technology is a realistic option for anyone concerned with security and convenience. Today’s one-touch biometric
technology will make signing on to a computer, Internet shopping,
banking and stock trading simpler and more secure than ever. The
convenience of paperless transactions and the unique biometric ID
that cannot be lost or stolen are huge advantages.
“The technology that puts IT security at your fingertips is a realistic
solution now”, says Thomas Norrby, new head of the IT Security
business area, whose job is to lead the way into an era in which convenience and security are available to all. “If you don’t have a secure
environment, your whole business will go to your competitors,”
Norrby says. “Security means not having your password and User ID
written on a note in the top drawer of your desk.”
One of the greatest challenges Norrby faces in the process to mainstream the technology is to dispel the “Mission Impossible” mystique
of high-tech products. “I get a kick every time I turn on my computer and scan my fingerprint and it works. It’s not a James Bond movie.
It’s now. A lot of people still think it’s science fiction but it works
now and people are using it now,” Norrby says.
Secure Stock Trading
Employees at the Malmö office of Öhman Fondkommission, the oldest stockbroker on the Stockholm Stock Exchange, enjoy all the benefits of convenience and security that biometrics offers. No one needs
to remember passwords, because each computer is equipped with a
biometric fingerprint scanner.
“It works extremely well,” says Christian Krüeger, head of the Malmö
office. “You just put your finger on the biometric reader and then
you are on. It is safer for us and for the customer, and easier and more
convenient to use than a password.”
Security is vital in the financial world. “The customers have to feel
secure. We are handling their money, so they must know that security
is of the highest priority.” Krüeger says. “Personnel who should not
have access to brokers’ computers simply don’t. A password can be
cracked, but your fingerprint is unique.”

For further information visit:
www.precisebiometrics.com
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Inside the
During CeBIT 2001, Infineon Technologies hosted the Silicon
Trust Partner Booth in Hall 23. Based on a fortress theme, the
booth allowed partners to demonstrate their product, technology and solution offerings to visitors from around the world,
at one of the largest high-tech exhibitions on the planet.

There were many exhibitors who expressed the
view that Hall 23 (the Card Technology / ITSecurity hall) had really become a show-within-ashow, with over 180 exhibiting companies in the
hall. The interest level in security applications is
growing annually, with more and more attention
shown by companies in the different security solutions present on the market. No surprise then, that
the Silicon Trust booth attracted so many visitors,
as Biometric technology becomes increasingly
appealing to companies as a secure and affordable
solution. The partners too, were pleased with the
level of attention from visitors to the booth and
the number of people who asked to see demonstrations of the products being presented.
Almost all the products and solutions presented by
the Partners of the Silicon Trust showed the use of

the FingerTIP TM sensor developed by Infineon
Technologies AG.
Precise Biometrics demonstrated how simple it
could be to implement their fingerprint readers
and to do away with passwords and PIN codes
when logging onto a computer, network or different web services. In the booth, Precise also
demonstrated their new product – the Precise
Match-on-Card. This product combines biometrics, smart cards and PKI (Public Key
Infrastructure – a standardized form for more
secure information transfer over open networks
such as the Internet). The Precise Match-on-Card
therefore makes it possible to personalize a digital
signature, VPN and makes the coding of emails
and other documents simpler and significantly
more secure. (www.precisebiometrics.com)
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Fortress
Biometric Identification (Bioscrypt) presented
their range of V-Pass,Veriprox and Veriflex readers
to interested parties. These access control readers
are used for physical access control installations.
The V-Pass is a biometric fingerprint reader that
performs enrollment, identification and template
storage for 200 fingerprints. The Veriprox takes
security a stage further by leveraging fingerprint
verification and proximity card reader technology

to hinder unauthorized access. The reader requires
that the fingerprint of the person seeking entry
matches the identity of the card holder. This twoin-one solution combines a self-contained fingerprint verification package about the size of a business card with a proximity reader. Finally, the
Veriflex is a solution for those organizations requiring heightened security for their existing access
control systems. The Veriflex makes it possible to

Companies present on the partner booth were:
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add the security of fingerprint verification to any
reader that is capable of providing Wiegand communication in an industry standard format.
Organizations with keypads, bar code readers, and
proximity card readers can add fingerprint verifications to their systems, without replacing their
existing reader infrastructure.(www.biometricid.com)
Loqware Technologies were showing interested
parties their LoqDriveTM 250 SP. This unique device
is the world’s first external pocket hard drive with
biometric and electronic access protection which
allows access to the disk data only after the enrollment of the user’s fingerprint. The fingerprint
recognition unit is fully contained within the
drive enclosure and therefore cannot be compromised by external hacker software or insecure
operating systems. Once an enrolled user has been
successfully authenticated, the keys required to
access the disk media are passed directly to the
disk controller using the I-Loq TM protocol so that
they are never exposed or accessible. Working

independently of host software (O/S; applications), the LoqDriveTM 250 SP can be connected to
any computer platform supporting USB.
The LoqDriveTM 250 SP may also be used for highspeed transfer of data between a laptop computer
and a desktop system or as backup media. The
drive is well cased inside a shell of durable lightweight plastic, so even if the drive is lost or stolen,
the sensitive data stored on the disk is still protected, denying any unauthorized attempt to access.
The LoqDriveTM 250 SP is the ultimate solution for
the mobile user who requires a simple, effective
security mechanism for their valuable data.
(www.loqware.com)
The ID Mouse Professional was one of the products being showcased by Siemens at the Silicon
Trust booth. The new ID mouse still has the innovative capacitive fingerprint sensor integrated into
the mouse to allow equally easy operation by left
or right handed people, as well as providing an

Siemens:
ID Mouse Professional

Precise Biometrics:
Fingerprint Reader
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effective security solution for PC protection, networks or web-based E-Business solutions. However, in addition to a sleek new design to the
mouse, the ID Mouse Professional is the first of its
kind with an optical infrared sensor. The advantage of this is that there is no mouse ball that
requires cleaning or that will wear out. The ID
Mouse Professional glides over any smooth surface
and its movement is not restricted by any mouse
pad, while the ergonomic scroll wheel allows easy
navigation through documents and web pages.
The ID Mouse Professional is Microsoft-certified
and is compatible with Windows 98, ME, NT 4.0
from SP3 on, and Windows 2000.
(www.siemens.de/biometrics)
Infineon Technologies were showing their
FingerTIP™ Evaluation Kit 2. Its purpose is to
demonstrate a biometric system using Infineon's
FingerTIP™ Sensor and FingerTIP™ Software
Development Kit (SDK) connected via USB inter-

face to the PC. The FingerTIP™ Evaluation Kit 2
consists of a FingerTIP™ sensor mounted in a
small format PC-SC compliant smart card reader
unit plus extensive development and demonstration software. The hardware platform allows for
storage of the biometric fingerprint template on a
secure smart card (included), on the PC hard drive
or even in a client server environment, and the
FingerTIP™ Evaluation Kit 2 can be connected
directly to the USB port of a PC.
Software libraries included with the FingerTIP™
Evaluation Kit 2 are the Infineon Software
Developer's Kit (SDK) which performs all biometric functions, and a 3rd party SDK for USB and
smart card communication allowing the integration of the Infineon's biometric fingerprint recognition engine into PC based USB and smart card
applications. The comprehensive documentation
includes: data sheets, user guide, programmer’s
guide and design guidelines.
(www.infineon.com/fingertip)

Infineon Technologies:
FingerTIP Evaluation Kit2

Biometric ID
(Bioscypt):
Veriprox

Loqware
Technologies:
LoqDrive 250 SP
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Aladdin Knowledge Systems
has announced the release of
eToken PRO, the next generation portable USB-based PKI
authentication and signing
device. eToken PRO offers
strong authentication and
guaranteed non-repudiation
for sensitive applications,
such as e-banking, stock trading, e-commerce and financial
transactions.

Aladdin
releases
eToken PRO
By Aladdin Knowledge Systems
Utilizing state of the art smart card technology,
eToken PRO offers robust onboard RSA 1024-bit
authentication, digital signing and key generation
in addition to 3xDES, SHA1 and MD5 algorithms.
eToken PRO is the latest edition to the eToken line
of Internet security solutions, following the eToken
R2 USB-key first released last year featuring an
advanced DESX 120-bit encryption engine.
eToken PRO offers an unmatched level of physical
and logical protection with its ITSEC LE4 smart
card chip security accreditation. eToken PRO can
generate and store users’ personal credentials, such
as private keys, passwords and digital certificates,
inside the protected environment of the smart card
chip itself. Users’ private keys never leave the
token. It also features an enhanced one-piece plastic
housing, providing a tamper-evident and waterresistant container. Offering fully portable and
cost effective 2-factor and 2-way authentication,
eToken PRO is among the most powerful devices
for securing PKI based network and e-Business
services. Cost-effective and easy to use, eToken
PRO is a true reader-less smart card, which can be
easily taken from one workstation to another, on a
key ring, or in your pocket.

Support offered via a robust SDK for open, nonproprietary security standards such as Microsoft
CAPI & PKCS11, and Siemens / Infineon APDU
commands, makes integration with security applications quick and smooth. eToken PRO also offers
out of the box connectivity to a variety of standard security clients, like email, VPN’s, Web
browsers and Network logon .
With its onboard 1024-bit RSA processor, eToken
PRO is the ideal solution for PKI enabled applications since all sensitive operations and signing
including PKI key generation, can be done in the
secure environment on the token itself, away from
the hostile environment of the PC. Participation in
the eToken Solution Partner Program offers companies who integrate with eToken or promote its
implementation, with streamlined technical support and joint sales and marketing opportunities.
“Aladdin’s eToken PRO
is the advancement in
secure
authentication
that is necessary for
electronic commerce,“
said Jason Wright, Industry Analyst and Pro-
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Features
䡲 Public key (PKI) technology support,
with on-board 1024-bit PKI key generation.
䡲 On-board RSA 1024-bit authentication
& digital signing.
䡲 Highly secure, logical & physical smart
card level security, ITSEC LE4 Certified.
䡲 Standard Crypto API connectivity.
䡲 Secure storage and robust file system.
䡲 Hardened tamper-evident and water-resistant shell.
䡲 Multiple color options, security coding
and third-party branding.
䡲 Robust Plug-and-Play connectivity to
mainstream PKI and security clients.
䡲 Standard USB interface.

Benefits
䡲 Non-repudiation using advanced PKI
digital signing technology: data is signed on
the smart card chip inside the eToken,
away from the hostile PC environment.
䡲 On-board PKI generation: private keys are
never exposed outside the eToken.
䡲 No need for special development or integration
work: eToken Enterprise supports standard security
interfaces and a wide range of security clients.

gram Leader of Security Technologies at Frost &
Sullivan. “The ability to store digital certificates used
for authentication and encryption on a medium that
can be carried with a user provides a fundamentally
secure model. Also, the USB form factor allows
eToken Pro to be used on any PC, precluding need
for additional investments in additional readers.”
“Enabling smart card based on-board key generation, eToken PRO is unequivocally the most secure

䡲 Portable USB design: no special reader needed.
䡲 Flexible development tools for seamless
integration with third-party applications.
䡲 Two-factor authentication: requires the eToken
itself, together with the eToken password.
䡲 Secure storage of users’ credentials, keys and
sensitive information.
䡲 Private labeling and color options for brand
enhancement.

Enabled Security
Services & Applications
䡲 Online financial services: authentication
and transaction signing for e-banking and stock
trading applications.
䡲 Extranet/Intranet access.
䡲 Online government services: citizens’ information,
vehicle registration, tax returns and healthcare.
䡲 E-commerce B2B & B2C services: authentication
and transaction signing for eCommerce applications.
䡲 VPN solutions: two-factor authentication.
䡲 Remote Access Server (RAS) authentication.
䡲 Secured network logon.
䡲 Secured email communications;
encryption & signing.
䡲 PC Security: boot protection & file encryption.

and customizable token on the market,” said Leedor
Agam, Vice President of eBusiness and eToken
Solutions at Aladdin Knowledge Systems. “eToken’s
completely portable but yet secure token provides
PKI with digital signatures powerful enough to
provide total assurance for any type of important
online transactions. eToken PRO now stands as the
optimal choice for those in need of the strongest
possible user authentication methods.”

How credible
is your digital
signature?

eToken PRO
Pricing and Availability
eToken PRO is available immediately, shipping at
a price beginning at $47 per token, with additional discounts for higher quantity orders.
For sales information, contact Aladdin’s Chicago
office at 847.818.3800, or email
etoken@eAladdin.com.

Authentication - particularly
digital signatures created with
a software-based private key - can potentially be
compromised. Relying on a digital signature created
in a software environment does not guarantee that the
legitimate owner created the signature.
eToken PRO is designed to prevent any unauthorized
access or copying of users' private keys even if the
password is compromised in the PC environment.
More importantly, the actual signature is created
inside the eToken - a fully secure environment.
eToken PRO is the ideal device for signing valued
transactions requiring absolute proof and guaranteed
non-repudiation.

www.eAladdin.com
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Mobile
Solutions
from

FAKTUM
By FAKTUM
Softwareentwicklung
GmbH

After undergoing a successful reorientation in the last few months, FAKTUM
Softwareentwicklung GmbH’s emphasis
is now on security solutions within a
mobile context.

In addition to its well-established competence for
high-security solutions within the banking sector,
FAKTUM has also been able to position itself successfully in the more general security sphere, by
offering ASP-technologies and security solutions,
including those within a mobile context.
FAKTUM can now demonstrate a new dimension in
the application of mobile electronic signatures with
the Windows CE version of the “SecuSeal” product.
With the deployment of smart cards for creating
digital signatures, SecuSeal offers confidentiality
and validity, not just for mobile e-mails, but also for
the mobile exchange of documents. In this case, the
user can utilize the same smart card in the same way
as it is used for
FAKTUM’s secure
m-finance.
“mSecuSeal” also
supports softwarebased codes and
certificates.

The highest possible levels of security and mobility are also achieved for financial transactions; like
money transfer and securities trading. Today’s bank
customers require these services both on stationary as well as mobile devices – asking for maximum security at the same time. The solution for
mobile money transfers and securities trading via a
module of FAKTUM’s Multi-Channel Finance
Solution which runs on Windows CE, also
includes smart card supported security, which
means that bank customers have more security,
viability and user comfort, both in the Internet
and on mobile terminal devices. Using also the
HBCI standard on the basis of specially designed
smart cards, ensures confidentiality and security,
which is particularly important in bank transactions.
The bank customer's private key is permanently
safeguarded on the smart card or the USB token,
which carries out the sensitive calculations. This
procedure guarantees the highest possible degree
of security.
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Mobility is ensured by the use of a “PDA“ – a
small terminal device designed for use on the
move. When connected to a suitable mobile
phone, the recorded transactions can be transferred to the bank safely and confidentially,
regardless of the time of day or location. The use
of the Windows CE operating system opens up a
wide range of applications with high added value
for the customer. For FAKTUM, this module of
its MultiChannel Finance solution represents a
further systematic step towards flexible and secure
m-finance.

The Law
and your
Digital Signature
Today’s variety of communication channels and the ever growing technical
opportunities, offer a broad basis of
transferring information and data.
A crucial question in this context is not
only the confidentiality of data, but also
the legally binding force of a transaction. It has become evident that especially the latter is a decisive moment for
the further expansion of e-commerce
and e-business. In order to ensure this
validity, common guidelines on a
European basis have been developed for
the acceptance of a digital signature.
This electronic signature will from now
on be equal to a handwritten signature
and thus gain a legally binding force.
Germany for example just has passed
the Digital Signature Law, thus opening
the way for a lot of digital transactions,
not only limited to the financial sector.

FAKTUM also offer the module “Internet Stored
Value” within the scope of the Secure Application
Server “SecuCert”. This facility provides complete
functionality for Internet gift token transactions.
With this WAP add-on, the mobile consumer can
order and pay directly for Internet gift tokens as
presents, not just via the PC, but also via WAP mobile
phones or WAP-PDAs. The beneficiary is likewise
informed of this gift via a mobile connection.

Also transactions and documents within
the e-health or e-government arena, can
from now on be secured and made nonrepudiable by use of the digital signature. Besides others, there is one very
important aspect within this law: it
states that the private key of a user has
to be stored in a safe and unaccessable
way on a hardware-based security token.
Thus, only hardware based security
solutions will be able to depict transactions and exchange of documents in a
legally binding way.

With the SecuCert module “SpoD,” FAKTUM provides technology for Internet supported acquisition and direct printing of vouchers on the user’s
PC at home and for the unequivocal identification
of these vouchers at the point of sale. Meaning
that the printing of a valid entrance ticket or a
bank statement on a PC without additional hardware or software is now within easy reach.

www.faktum.com
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Fingertip
Security
Fingerprint Identification will
soon become standard in system

security

applications.

Imagine not having to remember pass-words, PIN numbers
and the place where you left
your keys. Go one step further and imagine personal
equipment (computers, cars,
cellular

phones,

credit/debit

cards, smart cards, drivers
licenses,

electronic

medical

orders) that is automatically
Fingerprint sensors
are as good as
optical sensors
With the recent advancements in sensor technology, the new solid-state fingerprint sensors can now
be miniaturized which opens new frontiers for
POLLEX using fingerprint-based identification
technology in commercial applications. Due to
their reduced size, these sensors can only capture a
small surface area of a fingerprint, which may lead
to a loss in recognition accuracy. Additionally, these
sensors are very sensitive to dryness, which can
result in a large fraction of poor quality images,
even though the resolution offered by solid-state
sensors is as good as optical sensors. With the
POLLEX extraction and matching method, the
performance of the verification algorithm on
images obtained by the solid-state sensors is
increased. Our results show that when used in
combination with the POLLEX technology
method, there is a significant improvement in the
performance of the fingerprint verification system.

configured to allow access
only for you. Science Fiction is
quickly becoming Science Fact!

The increasing growth
of the Internet
Authentication and encryption are crucial to network security. Public key cryptography provides a
secure way of exchanging information, but
designing a high security authentication system
still remains a problem. Complex passwords are
easy to forget, while unauthorized people can easily guess simple passwords. Several of the biometric characteristics of an individual are unique and
do not change over time. These properties make
biometrics well suited for authentication.
Authentication systems based on fingerprints,
voice, iris, and hand geometry exist for applica-
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tions such as passport control, drivers license, and
border control. With the increasing growth of the
Internet, there is a need to restrict access to sensitive data on the Web to authorized users.
POLLEX Technology Ltd. is a worldwide leader in
the research and development of new fingerprint
identification solutions and has developed a new
system based method, named POLLog ®. This
method
extracts
the crucial fingerprint characteristics
(minutiae) on computers in less than a
second and compares them to the
existing data within a few milliseconds. The safety of
a technology based
on minutiae is statistically proven and POLLEX
Technology Ltd. has developed its software strictly
on this basis. POLLog ® provides both a high level
of security and uncomplicated use. Just one touch
on the sensor with your finger will grant you easy,
but safe access to computers, cars, cellular phones
and so on.

Top security
with POLGina®
POLGina® is a user-friendly software that runs
under Windows™ 95, 98, NT and 2000, based on
biometric identification of the user. POLGina®
allows you to logon to your computer with the

convenience of a touch of a
finger and the security of
your fingerprint. Being an
add-on module, POLGina®
is very easy in its application, as it uses the core
functions of the Windows™
standard. Both the security
and convenience of your
workstations, computers and
laptops are greatly enhanced,
while at the same time, offering better protection
for your files, computers and networks against
unauthorized users. POLGina® is easy to install: all
you have to do is connect your POLLog® to the
parallel or USB port of your computer, install
POLGina® into your environment and you are
ready to go. After the initial registration of your
fingerprint you can still logon with your user name
and password, or you can experience for the first
time the unique convenience of logging on by
using just your finger. Your personal fingerprint
guarantees the privacy of your confidential files and
prevents unauthorized users access to your data.
Hard times are ahead for hackers, since POLLog ®
(in combination with POLGina ®) have become
available in the marketplace. Formerly reserved for
large security and intelligence organizations, biometric fingerprint identification is now available
at reasonable prices, for everyone, to protect and
limit access to your computers. As of today, it
might actually be safe to forget your password!

Company Profile
“POLLEX Technology Ltd. is a young, dynamic and innovative enterprise with a strong commitment
to the work place and development environment in Switzerland".
Incorporation: Swiss, privately held limited company since 1995, with Venture Capital participation.
Activities: Research and Development of biometric identification systems based on human fingerprint identification.
International trade and distribution of biometric security systems and system solutions.
Company Philosophy: POLLEX Technology Ltd. strives to establish and maintain intense, durable and fair
relations with customers, suppliers and partners.
In cooperation with research institutes and universities, POLLEX’s scientists, engineers and programmers develop
system solutions of outstanding reliability, safety and quality. As all success is built on details, POLLEX Technology Ltd.
continues to conduct basic research in its core area.
POLLEX Technology Ltd. employs and strategically promotes an international team of
highly qualified and motivated specialists. The company’s strength is based on the principle
of mutually agreed goals. POLLEX Technology Ltd. sells innovative biometric identification
systems at home and abroad. Its highly competent distributors and business associates
worldwide, guarantee and maintain a reliable partnership with our customer base.
“Only fully mature solutions are good enough to fulfill the
demand for the integrated safety concept of tomorrow.”

www.pollex.ch
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Security

from
SC 2 Ltd, a subsidiary of Nisko Industries Ltd, is a
leading smart card solution provider based in TelAviv, Israel. The company offers a wide variety of
solutions to meet the varying needs of customers
including contact, contactless and dual-interface
smart cards. SC 2 has a team of talented and experienced security architects and engineers with
experience in world-wide implementation of
smart card technology and in the designing of
state-of-the-art cryptographic algorithms tailored
to specific customer requirements for the following applications:

• GSM Applications,
• Internet Secure Access,
• Transportation,
• Banking,
• Healthcare,
• Gambling,
• Identification,
• Loyalty,
• Parking Meters,

2
SC

By SC2 Ltd.

Advanced
Cryptographic
Digital Content Security
– Secure-File
Unauthorized access to digital content resident on
personal and network computers is a global problem, seriously affecting personal and enterprise
security. Secure-File addresses illegal digital content access and infiltration, by providing a totally
integrated, user-friendly software solution, which
offers complete digital asset security that protects
sensitive data residing on PCs or any other electronic storage media. Secure-File provides file digital signature security. Digital signature signing
and verification guarantees that the content of
files has not been modified.
Utilizing either smart card-based token or traditional password access control – Secure-File users can
protect all of their digital content by means of a
variety of file encryption/decryption, signing/
verification options, which implement the latest in
cryptographic algorithm standards and technologies.

• Electricity Meters,
• Sport,
• Communication,
• M-Commerce,
• Prepayment Systems.

SC 2 has a range of both Hardware (smart-card
Readers) and Security Software products amongst
which are Secure-File and Secure-Logon.

Secure-File features advanced file encryption/decryption as well as the signing and verification of file digital signatures and an on-the-fly,
algorithm-driven file encryption [Triple DES –
128 Bit Data Encryption Standard, RC4 stream
algorithms (based on symmetric stream ciphers)
and RSA algorithms]. Secure-File also features a
Secure-Data cryptographic function library for
developers and supports Windows 2000, Windows
NT, 95, 98 & Millennium.
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Secure-Logon –
Advanced Smart
Card-based Logon Security

and infiltration, offering total digital asset security
for files and other sensitive data residing on desktop PCs and notebooks.

Even the most inexperienced hackers have no
trouble gaining unauthorized access to digital
content resident on personal and network computers, by breaking standard Windows or Windows
NT user name password authentication protocols.
With Secure-Logon’s proprietary, smart card
authentication solution, hackers are stopped dead
in their tracks. By utilizing a state-of-the art,
smart card-based combination of personal token
and pin code protection – Secure-Logon effectively prevents unauthorized digital content access

Secure-logon operations include Windows NT
and Windows 2000 lock-up, user logoff and logon,
the shutdown and reboot of the computer as well
as computer shutdown and power off. SecureLogon also features Secure-Application‘ - a custom link library module designed for developers
and allowing the creation of custom, applicationspecific logons.
Secure-Logon supports Windows 2000, Windows
NT, 95, 98 & Millennium.

As a Solutions Provider, SC2 can help with
•

The development of your entire smart card System
(Contact, Contactless and Dual-Interface cards)

•

The development of a customized smart card Operating System

•

Apollo smart card Operating System

•

Defining personalization process and supply the equipment

•

OEM software and hardware to integrate smart card technology

•

Creating security schemes to fulfill customer requirements

•

Selecting the appropriate ICC that will best fit customer requirements

•

Building software and hardware to integrate security technology

•

Cryptographic architectures and applications design
(both hardware and software, using state-of-the-art
public key and/or symmetric key cryptography)

•

Making security risk analysis for customer's projects

•

Secure electronic commerce applications and protocols
(i.e. SET, SSL, S/MIME)

•

Making feasibility tests and loyalty schemes

•

Distribution schemes

•

Authentication process

•

Personalization process

•

Secure production process

•

Data base protection, Programming Center, Keys management

•

Security Embedded systems, Secure Data communication

www.scsquare.com
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A stable and credible
snapshot of the biometric
class of 2000 emerges
Biometric Product Testing
As

the

results

Biometric

of

Working

the

UK
Group’s

first trial of biometric product performance are completed, Calum Bunney introduces
some of the methods and
conclusions that indicate how
biometric

evaluation

has

climbed onto a more visible
and credible stage and how
companies such as Infineon
Technologies

can

begin

to

benefit from this.

Ask any biometric vendor which question they are
most often asked just before concluding a smooth
presentation of their technology. Nine out of ten
will tell you this is “And do you have any objective test results for your product?” A question usually delivered just as they are exiting the door:
a question often saved for just that moment. The
same vendors will probably tell you that this is
where the presentation really begins: the final act,
where most of the points are scored in injury time
or in a World Cup penalty shoot out. One foreseen role for biometric testing has been to deliver
players and spectators from the unreasonable
uncertainty of such an ending: to make the
adoption of biometric technology less of a lottery.
How do we explain the complex issue of biometric testing in a way that does not seem designed

By Calum Bunney

to confuse the customer, or to suggest that biometric testing is a process that only the initiated
can ever hope to understand? Enough has probably been said in the last two years to convince
the industry community that the word testing is
itself in need of a thorough medical examination:
a fitness test for this emerging industry. On occasion
despair has given way to a forceful ‘spend and see’
attitude, suggesting that the burden of doubt rests
with the customer not the supplier. It has also, to
an extent, supported the broader, and sometimes
confused drive towards the adoption of multiple
biometrics. If the performance of one biometric
technology is uncertain then surely two or more
technologies will do better?
During 2000 leading international practitioners on
testing matters made a range of solicited contributions to the UK Biometric Working Group (UK
BWG), a part of the government Communications
and Electronics Security Group (CESG). Beginning with the publication of a guideline document outlining Best Practices in Testing of Biometric Devices (“Best Practices”), the efforts of
the UK BWG have led directly to a carefully
structured trial. Looking at seven biometric systems this trial project was conducted over a period
of six months by the Centre for Mathematics and
Scientific Computing at the National Physical
Laboratory (NPL) in the UK.
In bridging the gap between the conceptual definition of performance for biometric technologies
and the real-life needs of biometric customers, this
project is an important as well as a vendor-neutral
contribution to the basic credibility of the industry. The UK BWG itself hopes that the test will
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encourage further sponsored testing of the technologies through the adoption of the methodology
outlined in “Best Practices” and realised by NPL.
The representative inclusion of most of the common biometric types offers an early perspective
for evaluators looking across the full range of
technologies, whereas much previous testing has
focused on individual technology types or single
systems. For facial systems the Feret Tests have
been highly significant, and more recently for fingerprint verification algorithms the FVC2000 competition has provided some useful performance comparisons. Organisations such as the Sandia Labs in
the USA have also devoted resources to evaluating
hand geometry and latterly iris recognition systems. Large commercial interests such as British
Telecom have also conducted extensive access
control trials using the IriScan 2100 system. Until
this recent test the different biometric types have
seldom been grouped together with the same test
subject group in like circumstances. Only recently,
and with the testing climate fostered by “Best
Practices” is it becoming understood how testing
might begin to inform the ‘real life applications’
issues faced by a customer evaluation of biometric
products.
Indications of complexity in real life testing and
evaluation have been there for some time. Four
years ago, with the foundation of the US National
Biometric Test Center, its Director Dr. Jim
Wayman introduced several variables relevant to any
performance evaluation process: user habituation,
user co-operation, user supervision, overt or covert
use (whether the subject knows that biometric
capture is happening), standard or non-standard
environment (such as an office), closed or open
system (it is not always the same capture device in
use, or the same storage). The list grows longer
with ethnic population spread, work habits, level
of technical literacy, and one response to this is to
suggest larger subject populations and larger, more
expensive trials. It is a good question as to whether
these variables can be easily measured in a controlled test. While there may be degrees of habituation, co-operation, and supervision, just as
there are degrees of humidity and light intensity,
they are not so easily measured.
Removing the user from the testing equation has
not in the past solved the problem either. What
remains to be tested? Is this a product, an algo-

rithm, a core technology, an integrated system, an
OEM unit? Even within the NPL Biometric
Product Testing Report it is acknowledged, “even
relatively minor modifications to the systems tested can give considerably different performance.”
Looking at the market demand for biometrics, and
at the needs of the UK government sponsor – the
“Modernising Government” initiative – the UK
BWG set out to deliver a clearly defined examination of biometric performance in a standard office
environment, working with co-operative but unhabituated users in an overt way, and using closed
systems. For many commercially deployed systems,
looking at a verification approach, this will be the
scenario. For a large-scale corporate network
logon this is clearly quite typical, although variations in performance could begin to occur with
for example the introduction of remote logon
services.
Important for the testing debate as a whole is the
choice of two hundred volunteer subjects used
over a three-month testing period. Consistent
with “Best Practices” the use of 200 subjects also
means that the uncertainty of some measured
error rates will be greater than 1%. For the sponsored purpose of this trial – demonstration of a
reasonable level of performance by currently available commercial systems – then two hundred was
expected to be adequately descriptive of the unhabituated use of biometric technology. In terms
of the test objective this might be contrasted with
a program undertaken at the Fraunhofer Institute
of Graphical Data Processing in the one-year period
to April 2000. This BIOIS study (“A Comparative
Study of Biometric Identification Systems” sponsored by the BSI and BKA, Germany) used forty
subjects (employees at the Fraunhofer) who used
the biometric devices on a daily basis over a
longer period than the UK trial. The principal
objectives of the BIOIS study were different,
namely to “examine the biometric systems available on the German market with respect to their
suitability for everyday operation and to the possibility of their being used in security-critical operations.” Clearly the habituation levels of the users
would change during the daily and habituated
testing of everyday operation. This study also
looked extensively at pragmatic value issues such
as everyday administration of the user databases
within the commercial biometric systems.

61

SECURE Exclusive
UK Test Scenario
The selection of systems for performance evaluation is representative of the choice of technology
type available commercially. With one system of
each type it is not possible to generalise about the
performance of all the commercial technologies
available for that type. For example, based on
broad previous experience it was generally considered that some optical fingerprint systems perform
both better and worse than the system included in
the trial. Of greater importance was to establish
whether under typical circumstances foreseen by
the sponsoring government modernisation pro-

women, together with those over 45 years of age
were under-represented. Ethnic information was
not recorded and there is a probable under representation for the UK population. Another factor
likely to influence the outcome of the trial was
the generally positive outlook of the subjects to
technology: probably more accepting of this than
the population at large.

The location for the test was an ordinary office
room where the devices were located according to
the suppliers’ recommendations, with those most
sensitive to illumination placed away from the
window. To stabilise the lighting conditions
throughout the test period
the blinds were closed and
Short name Brief description
the room’s fluorescent lightFace
Visionics - FaceIt Verification Demo
Face (2)
Alternative enrolment and matching algorithms for this system
ing kept on. The voice bioFP-chip
VeriTouch vr-3(U)
metric device was also locatFP-chip (2) Alternative enrolment and matching algorithms provided by Infineon
ed in a quieter area off the
FP-optical
A fingerprint recognition system
main test laboratory so that
Hand
Recognition Systems - HandKey II
subjects could hear the
Iris
Iridian Technologies - IriScan system 2200
instructions given over the
Vein
A vein pattern recognition system under development
phone. Following
“Best
Voice
OTG SecurPBX Demonstration System
Practices”
there
was
a
considTable 1. Brief details of systems tested
erable care given to avoidance of undetected data collection errors.
gramme the class of biometric technologies would
Additional procedures were put in place to avoid
be worthy of consideration to implement.
or discount occasions where subjects try to verify
Following the trial NPL’s Tony Mansfield comusing the wrong finger, or hand; or where they
mented that “in general the performance of comclaim a wrong user identity.
mercial biometric technologies has improved
noticeably in the last twelve months.”
The test use of the systems was conducted over a
three-month period with two hundred volunteers
from the UK National Physical Laboratory. A
small payment was offered to ensure reliability of
the subjects’ throughout the duration, and subjects
had no previous experience of using the devices
tested. During month-one each subject made an
initial enrolment visit, which included test verifications. This was followed by a first and second
verification visit at one-month intervals. The onemonth intervals allowed for template aging effects
or typical real-life changes to occur to the original
features; they also delivered more data for calculation. During each verification visit the subjects
made at least three attempts with each device.
While the age and gender profile did reflect that
of the employees on site at NPL, it was not fully
representative of the UK population as a whole:

Failure to Enrol or Acquire
All subjects attempted enrolment with all the
devices in the laboratory and the device enrolment
order was randomised across the subject group. The
‘Failure to Enrol’ rate measures the proportion of
individuals for whom the system cannot generate
repeatable templates. This includes those without the
required feature, or unable to produce an image of

System

Failure to enrol rate

Face
Fingerprint – Chip
Fingerprint – Optical
Hand
Iris
Vein
Voice

0.0%
1.0%
2.0%
0.0%
0.5%
0.0%
0.0%

Table 2. Failure to enrol rates
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System

Failure to acquire rate

Face
Fingerprint – Chip
FP-chip (2)
Fingerprint – Optical
Hand
Iris
Vein
Voice

0.0%
2.8%
0.4%
0.8%
0.0%
0.0%
0.0%
2.5%

Table 3. Failure to acquire rates
sufficient quality at time of enrolment, or unable
to deliver a consistent quality of the biometric
feature. The level of supervision during enrolment
was greater and subjects were allowed several
attempts, sometimes completed on the second visit.
(Table 2. Failure to enrol rates)
‘Failure to Acquire’ rates measure the proportion
of attempts for which the system is unable to capture or locate an image of sufficient quality. This
can include contingent changes such as a medical
plaster obscuring a fingerprint, or where an image
is acquired but rejected by the system’s quality
checking process. (Table 3. Failure to acquire rates)

Matching error rates,
False Acceptance,
and False Rejection
All the captured images for each device were stored
and used off-line for cross-comparisons against the
stored template to generate a False Match Rate.
The iris system for example had no false matches in
more than two million cross comparisons. Together
with a False Non-Match Rate these calculations
provided an initial measure of the matching algorithm errors, but not the image quality errors.
Examination of the images corresponding to the
False Non-Match Rates showed that some errors
were due to poor quality images. While some systems might reject these through a ‘failure to
acquire’ process, others cope with the poorer
image quality. Any matching error rates should
really therefore be considered together with failure
to acquire and failure to enrol rates. By combining
Failure to Acquire with the False Match and False
Non_Match rates an illustration of the trade-off
between each system’s False Acceptance (FAR) and
False Rejection (FRR) detection error rates can
be made. What this showed was no change for the

performance curve for face, hand geometry, iris,
and vein systems because none of these had
failures to acquire. The curves for fingerprint and
voice systems did change however. The lower and
further left on the graph for each curve then the
better the performance. (Figure 1. Detection error
trade-off: FAR vs FRR – Page 64)
As most systems offer in practise a multiple attempt
sequence in their usual operation (“three strikes
and you are out”) then the effects on error rates of
a “best-of-3” decision policy was also examined.
The three attempt genuine and impostor scores are
the best matching score from the three attempts
made at each verification visit. The most noticeable
improvements in performance are for the voice
verification system curve, reducing false user rejection within the scope of a more acceptable false
acceptance error; a reduction in false rejection for
the iris system; and a significant reduction in false
rejection for the Infineon FingerTipTM system
using algorithms taken from a newer SDK. (Figure
2. Detection error trade-off: Best of 3 attempts – Page 64)

System

Transaction Time (Seconds)

Face
Fingerprint-Optical
Fingerprint-Chip
Hand
Iris
Vein
Voice

Mean
15
9
19
10
12
18
12

Median
14
8
15
8
10
16
11

Minimum
10
2
9
4
4
11
10

Table 4. User transaction times

User Throughput
Error rate is unlikely to be the sole determinant in
the choice of a biometric system. One important
factor in this is the average transaction time. The
test results show this largely comes down to system and product design, as the time required for
the matching algorithms is a fraction of the total
interaction time with the technologies. The facial
demonstration system collects images continuously
over a ten second period, but this could be shorter
if the system were to stop after the first acceptable
image. The iris system, working in identification
mode would not require the slow entry of a PIN.
The time spent for PIN entry, and prompting the
user, and feedback of results can also considerably
affect throughput. (Table 4. User transaction times)
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entry of PIN?
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Figure 1.
Detection
error
trade-off:
FAR vs FRR

Figure 2.
Detection
error
trade-off:
Best of 3
attempts

Performance differences
by user & attempt type
Analysis of the data included differences in systems performance attributable to different categories of user and the type of the attempt: and

these were categorised as statistically less or more
significant. Looking at all seven systems, it appeared that men and younger users were more likely
to be successfully verified than women or older
age groups. Also, as anticipated, verifications conducted at enrolment were more likely to succeed
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Figure 3.
FP-Chip –
User and
attempt FRR
variations

Figure 4.
FP-Chip (2) –
Significance
of user and
attempt FRR
variations

than those on later visits. In the case of the fingerprint systems, age seems more significant than gender. Moreover, with the newer Infineon algorithms,
and stricter enrolment quality criteria, the observed
differences can be attributed to chance.

Other observations on
fingerprint technologies
While the FingerTip TM sensor used was a part of
VeriTouch’s vr-3(U) system, Infineon did provide
off-line enrolment and verification algorithms
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from a more recent SDK, and these are shown as
FP-Chip (2) in Figures 1 and 2.

Algorithm improvements
and image quality checking

The FingerTipTM sensor area is comparatively small
but it was observed that users were fairly consistent in how they placed the finger: the volunteers
were therefore allowed to place the finger as they
found most natural. For those with damp fingers
owing to warm and humid weather (temperature
and relative humidity were recorded during the
trials) the displayed image would disappear from
the screen.

Improvements in algorithms are beginning to address
the problems leading to false rejection. For fingerprint and voice biometrics the image quality control
process appear to be more dependent upon user behaviour and familiarity, and this was noticed during the
enrolment process. Comparing the User & Attempt
FRR variations graphs for the FP chip (Figure 3,
Page 65) and the FP2 chip (Figure 4, Page 65) suggests
that improvements in the software can deliver a
more stable false rejection rate over time, user age
and gender ranges.While this may bring with it an up
front payment by the user for more careful enrolment,
if this investment can be preserved then the progress
in the technology will be justified and worthwhile.

This improved if the sensor was cleaned before
use. The sensor was therefore cleaned at the beginning of each session, whenever there were image
quality problems, or when it looked dirty.
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