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I think it has been a 
good year all round for 
the industry. We have 
seen some very encour-
aging rollouts and the 
beginning of the conver-
gence between public 
sector and private sector 
applications. Hardware-
based security solutions 
are at the core of this 
development and even 
though there is a lot of 
talk about Apps, at the 
heart of the systems you 
still cannot beat a secu-

rity controller. That there are applications beyond the smart card 
arena, is illustrated in the issue’s article on security in smart grids: 
It makes economic sense and it’s secure. And with the alternative 
energy market booming, it’s also a great new space to focus on. 
2010 also marks the ten year anniversary of citizen cards – a fact we 
have highlighted with a little overview of what has been happening 
in a decade. And, even though there have been months and years 
in the last decade where it felt as if nothing was moving, looking at 
this overview, what has been achieved is impressive . Naturally, the 
challenges ahead are also to be respected but we have every reason 
to be positive. We are looking forward to seeing many of our readers 
and viewers at this year’s Cartes and Identification exhibition in 

Contents
Smart grid security 6
By Martin Klimke and Chris Shire, Infineon Technologies

iEnigma® – The re-invention of the smart card 10
By Sven Gossel, charismathics 

The next generation of identity cards 12
By Emmanuel Ventadour, Gemalto

A decade of citizen ID is past, what comes next? 16
By Detlef Houdeau, Infineon Technologies 

Paris, which is celebrating its 25th anniversary. Security-News.tv is 
once again Official Broadcast Partner and we will be there to film 
the innovations, the applications – and the parties.  

Until next time 
 

Veronica Atkins
Security-News.tv
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Editorial

The industry’s bechmark silicon-based security partner platform

Since the year 2000, when Silicon Trust was founded by Infineon Technologies as a non-profit membership 
organization, the program has developed to be a key partner platform for companies aiming at stimulating the 
understanding, adoption, use and widespread acceptance of silicon-based security solutions in a broad variety 
of applications including Identification, Telecom and Payment. 
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The company has more than 400 distribution partners and customers in more than 50 countries worldwide, including 
major PC OEM and smart card manufacturers, system integrators, banks, security application providers, government 
agencies, distributors, and value added resellers.
SCM Microsystems is part of Identive Group (NASDAQ: INVE; Frankfurt Stock Exchange: INV), a leading provider of 
products, services and solutions for the security, identification and RFID industries.
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Identive Group to Acquire Smartag

The Identive Group, Inc. a provider of products, services and 
solutions for the security, identification and RFID industries, has 
announced that it has entered into an agreement with the France-
based Group FCI SA to acquire FCI’s Smartag subsidiary, a Singa-
pore-based manufacturer of RFID inlays and inlay applications, 
as well as an associated portfolio of RFID and related patents and 
other intellectual property. The transaction is expected to close 
during November 2010, subject to customary closing terms and 
conditions.

Smartag specializes in high performance design and produc-
tion of high frequency (HF) and ultra high frequency (UHF) 
RFID transponders and inlay-based solutions including labels 
and tags used for asset tracking, cards and stickers used for 
e-payment and ticketing transactions, and NFC labels used to 
enable secure payments with mobile devices. Smartag’s ability 
to utilize multiple antenna technologies and designs allows them 
significant versatility in customizing solutions for different appli-
cations.
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Gemalto Delivers Enrolment Solution for 
Benin’s Upcoming Presidential Elections

The Coesys enrolment solution from Gemalto has been selected 
to manage the secure biometric registration of voters in the 
Republic of Benin. The program, which targets all voting citizens, 
expects over six million people to be enrolled for the March 2011 
presidential elections.

The Gemalto solution comprises over 3,200 Coesys mobile 
enrolment stations, which were delivered in two months, and the 
related software to capture citizens’ demographic data, finger-
prints and digital photograph, directly in the field. Gemalto also 
provides the software for national data consolidation, training 
services, technical assistance and fulfillment.

Coesys mobile enrolment station is an all-in-one solution 
which features all biometric data capture devices contained in 
a robust and easy-to-transport field-case. This mobile solution 
makes it convenient for officers to go to the applicant and reach 
out to large numbers of citizens very quickly, sparing them the 
need to travel long distances to enroll.

European Specialists Team Up to Define Security Standards for Next-Generation Mobile Devices

Five partners from industry and academia have joined forces in a European research project, SEPIA (Secure Embedded Platform with 
advanced Process Isolation and Anonymity capabilities), to define security standards for next-generation mobile devices including high-
end cell phones and tablet devices.

As financial services, such as banking and payment, become increasingly accessed from mobile devices, it becomes increasingly critical 
to provide secure, certified cell-phone platforms to ensure such sensitive applications are efficiently protected from security threats. The 
SEPIA research project brings together ARM, Brightsight, Giesecke & Devrient (G&D) and Infineon Technologies, and is coordinated by 
Graz University of Technology (Austria). The project is co-financed by the European Union’s Seventh Framework Programme (FP7).

Mobile devices play an ever more critical role in our personal and professional lives today. They are increasingly used to access banking, 
location-based services, and social networking sites. Protecting people’s security, privacy, and identity on these devices is therefore a 
mounting concern. At present, however, there is no common security level across cell phone platforms and the technology varies widely. 
Set up to run for three years, the SEPIA research project aims to address this by developing new security enhancements and certification 
methodologies for mobile device platforms.
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 smart GriD security

 Motivation for the smart grid

The demand for energy worldwide is growing at an ever increasing 
rate. The old model of installing more and more large centrally 
located power generation is not able to address these needs without 
a severe negative impact on the environment. Already today effects 
on the global warming caused by increased carbon dioxide emis-
sions can be noticed. It is clear that fossil energy resources are 
limited and the exploration costs and risks are rising, thus the unit 
price will increase significantly during this century. That is why 
there is a need to substantially increase the use of energy from 
renewable energy sources (green energy). 

The European Union has stated the 20-20-20 goals which are: a 
20 % cut in emissions of greenhouse gases by 2020, compared with 
1990 levels; a 20 % increase in the share of renewables in the energy 
mix; and a 20 % cut in energy consumption.

To maximize energy efficiency, utilities and governments must, 
besides investing into the disparate energy sources, ensure the 
distribution network can handle this transition. Intelligent load 
balancing and grid management is necessary (Figure 1). The smart 
grid demand planning enabled by smart meter networks is one of 
the key technology drivers supporting this transition.

The European Union has acknowledged the need for smart 
grid and smart meter networks. Standards are needed to foster 
interoperability, to improve data management and ultimately 

lower the cost for smart meter networks. In 2009 the EU therefore 
has kicked off the M441 mandate asking the European Standard  
Organization to create a common European standard for smart 
metering. There are now several CEN working groups and many 
standards in development to support this mandate. Similar activi-
ties have been launched world-wide, most noticeably in the US 
under the umbrella of NIST.

Security threats and security certifications

The smart grid will become an integrated network, with network 
nodes using unified protocols and communication stacks.  
Once a critical mass of devices is installed, the smart grid will  

be an attractive target for attackers, criminals, and cyber terror-
ists. The main motivations are large scale privacy breaches of  
the personal data within the network, payment fraud, vandalism 
or even cyber attacks on the delivery of energy across part or all of 
a smart grid.

A fully operating smart grid is vital to the overall economy of 
a country and is thus regarded as a critical national infrastructure 
requiring assurance of continuity and integrity as much as the 
phone network, or food distribution. Therefore discussions on 
statutory security certification have started. Regulators around 
the world have recognized that it may not be the right approach, 
as happened in the internet, to implement security in a reactive, 
disjointed, and proprietary approach. The development of security 
profiles will take time but are an essential step in the rollout of 
smart grids.

Security for smart meters

Security-critical elements of the smart grid are the smart meters 
and the respective communication hubs. These devices will  
be deployed in large numbers; a recall of these devices due to  
security weakness would be a very expensive undertaking. Addi-
tionally, physical access to those devices cannot be 100 % controlled 
because they are installed within private homes or even outside 
buildings. Therefore information assurance regulators and privacy 
watchdogs will assume that physical attacks on such meters  
will indeed be performed and will demand security measures 
against this. 

Security controllers in the smart grid

Security controllers have proven in other security-critical IT 
infrastructures like e-passports or credit cards that the required 
security level can be met here. In the domestic environment secu-
rity controllers in Pay-TV systems and mobile phone GSM SIMs 
ensure the consumers rights whilst protecting the service providers’ 
delivery process.

Smart grid security
By Martin Klimke and Chris Shire, Infineon Technologies

To fight global warming and lower the dependency of fossil energy resource, smart grids will be deployed. 
Smart grids will transform the power grids into intelligent networks that need a solid security foundation. 
The article gives an overview on the role of security controllers in smart grids.

Figure 1: Smart grid and objectives

The European Union has acknowledged the need for smart 

grid and smart meter networks.

Once a critical mass of devices is installed, the  

smart grid will be an attractive target for attackers,  

criminals, and cyber terrorists.
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In a smart meter system a security controller, sometimes called 
a Hardware Security Module (HSM), can be embedded into various 
units of the system. HSM can be used to implement security func-
tions like mutual authentication between the smart meter and 
the central system or between one smart meter unit and another 
in the same household network. It is conceivable that each unit 
of a domestic smart energy network would have its own security 
controller, so that whether the unit is a local communications 
con centrator, the in-house display, a gas, or electric meter together –  

they can provide a meshed mutually protective security network. 
In case of software upgrades, security controllers are the secure 
anchor that assures the integrity of the upgrade software before 
allowing its installation. Likewise, integrity of commands and data 
received from the central system or across the local concentrator 
hub can be verified and responses and data from the smart meter 
units authenticated before transmission back to the central system 
(see Figure 2). Finally, the integrity of the smart meter units can be 
provided to the central system upon initial installation of the meter 
in the household.

Benefits of security controller

Security controllers contain dedicated hardware measures to detect 
attacks and to protect against reverse engineering. Additionally 
the development, product and delivery process is security audited 

and in compliance to security certifications. Finally the security 
controller firmware is created by dedicated, skilled security special-
ists who regard security as their core competence.

This approach provides the following advantages.

•  Substantially better security than a tamperproof 
enclosure
 As pointed out before it must be assumed that an attacker  
will open a smart meter system unit or its enclosure. Although 
there are technologies existing to protect the box against 
opening, they must be regarded as inferior with respect to the 
security which can be provided by a security controller and 
they are likely to be overcome. So the attack scenario must 
include also attacks on PCB and even on component level. It 
has been repeatedly shown that off the shelf microcontrollers 
can be attacked and basically provide no protection against 
attacks. Therefore, there is a need to use a tamperproof security 
controller in this application.

• less risk of security flaws in development
 By separating the security-critical development from the 
metrology-orientated development, the risk for security flaws 
is greatly reduced. Also the cost of building up the respective 
security-related skills across the whole the smart meter devel-
opment team is avoided. Last but not least the security related 
quality assurance processes can be shortened and costs can 
be saved here as well. It is considered that to accredit a smart 
meter to a high level of security certification would be at best 
uneconomic and possibly technologically impossible.

• Fast development time for derivates
 The smart meter application developers can concentrate  
on implementing the functionality of the device while not 
having to worry about the security. The same security profile 
and therefore the same security hardware solution could be 
applied to various smart meters, units such as electric, gas, 
heat and different use cases such as credit, pre-pay, or token 
payment meters.

• reduced certification time and cost
 Certification cost and time is reduced because the security  
function is encapsulated in a security controller which is already 
a certified component. When creating smart meter deriva-
tives certification cost is lower because it must only be shown  
that the security functions within the meter system component 
are unchanged in the derivative.

• less security investment costs during manufacturing
  Personalization is the process in which secrets (keys, algo-
rithms) are incorporated in the system. In the case where 
security controllers are used, this process is done in a security 
certified manufacturing location. Keys and secrets can then 
be bound securely into the security controller. Security can 
then be ensured throughout the meter production or installa-
tion processes. As a result meter supply chains can be easier 
to manage with respect to security. If security controllers are 

not used the smart meter vendor needs to perform the person-
alization within his normal production. This process might 
be subject to internal attacks e. g. stealing a large number of 
keys from the personalization system. Consequently, the smart 
meter vendor has to invest in security measures that protect 
this process and may need to pass a factory-wide audit to 
become security certified. If personalization is done even later 
the risk now passes on to each stage and each person in the 
supply chain, with the consequence of multiplying the risk.

• Security concept for long life time
 Smart meter life time may easily exceed 8 years. In such a time-
frame, a vast variety of new attack threats against the integrated 
security controller will emerge. Uncertainties concerning these 
upcoming attacks can be greatly reduced by a comprehensive 
digital security architecture, like the one first introduced and 
implemented by Infineon with the Integrity Guard Concept.

Summary

The smart grid turns the energy grid into a security-dependant, 
critical infrastructure. As standardization programs are kicked 
off worldwide to reduce cost and foster interoperability, the smart 
grid will become an integrated network, with network nodes using 
unified protocols and communication stacks. Once a critical mass 
of devices is installed, the smart grid will be an attractive target for 
individual attackers, criminal gangs, and even cyber terrorists. 

Access to smart meters and concentrators cannot be effectively 
controlled, leaving the devices subject to physical attacks. Secu-
rity Controllers can substantially increase the security of smart  
meter units and smart grid components. By providing a security 
certified “root of trust” for smart meters, security controllers 
provide benefits in both time-to-market and cost to the manufac-
turers and peace of mind to the service providers, the regulators 
and consumers. 

Figure 2: security controller functions in smart meter system

It is conceivable that each unit of a domestic smart  

energy network would have its own security controller,  

so that they can provide a meshed mutually protective  

security network.
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reverse engineering.
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iEnigma® – The re-invention 
of the smart card
By Sven Gossel, charismathics

As technologies evolve, product cycles have a  
well known pattern: from being a star to becoming 
a commodity. Well – here is the next star of the 
industry: iEnigma ®, a software application for smart 
phones, just turn your smart phone into your digital 
identity and serve all needs for the enterprise, the 
banking institution or the individual. No change 
in security levels, no change to processes and no 
change to user habits. No evangelizing for a new 
technology, be compliant to all existing schemes. 
And upgrade them with a feature that nobody wants 
to miss after a short while. This product is not only 
making a digital identity ubiquitous – it is likely  
to change the way we think about the digital part  
of our lives.

as such, it has to be simple to use, must not require an excessive 
investment and must address a whole new set of users. In other 
words, your new product has to become a leapfrog technology, 
that should not compromise on security, but significantly gain on 
savings in hardware and manpower. And create a user experience, 
that sets a milestone by itself.

That is what iEnigma ® intends to do: It stores the individual 
user credentials inside the smart phone, bridges them into the 
computer via Bluetooth or WIFI and allows the user to maintain 
the product over the air interface, often just by the user himself. It 
also makes another user habit a real benefit: Smart phones are very 
personal devices. Which is why smart phones aren’t lost as often 
as your company ID card, or your ATM card. These are good news 
specifically for service providers!

Talking security, the communication in-between the phone and 
the computer is fully encrypted, the interfaces fully standardized 
and the application obviously supports smart card chips inside the 
phone. But it also supports credentials stored either in the SIM card 
of the phone, inside dedicated security storage areas or on sepa-
rate devices, such as SD cards. The decision on where to store it is 
with the provider or with the individual – the application is fully 
configurable.

There are a few other benefits that are quite important: By 
definition, the product provides secure channel messaging and 
secure PIN entry – features that when using smart cards usually 
either lock the buyer to a single vendor or are quite expensive to 
implement. The other benefit is the combination with applications 
running on the smart phone itself. iEnigma ® also supports VPN and 
email clients, browsers as well as document management software 
on the phone itself. So when you are away from your desk, there is 
no limitation in security or a hole in the process flow.

Lastly, it uses the giant smart phone screen to simplify what 
otherwise a lot of people are paid for – as most of the support 
calls are for unlocking PINs, and people not reading the manuals. 
Charismathics even has redesigned the Bluetooth stacks of major 
chipset vendors to increase the usability of the interfaces. These by 
themselves provide a big saving for all scheme owners. However, 
the product allows enrolling for individual credentials also by 
itself, and it simplifies the process for Mom and Dad. And this is 
where the product gets visionary. Sven Gossel, Managing Director 
of charismathics, smiles and says: “We are just at the beginning of  
all the ideas around this product. Our aim is to make life easier 
for the organizations and users. But our vision is way beyond this  
step.” It seems quite clear that consumers are targeted by the 
company as well.

The product will first support Windows Mobile, RIM and 
Android, and will be ported to Apple and Symbian afterwards. 
iEnigma ® is also available as authentication engine for third 
parties so that banks and other service providers are able to use it 
in combination with their services. 

 The idea is as revolutionary as the concept of the product: Just 
keep your smart phone with you. Getting close to your computer it 
will authenticate the phone and let you work without pressing even 
a single button. Insecure? Already there in the market? You may 
want to take a deeper look. This product claims to be different, and 
the makers seem to have good reason for such claims. 

On the enterprise side, it works with all existing identity 
management tools and embeds into running schemes. On the 
banking side, it fully supports NFC payment standards. And on 

the individual side, instead of a mystery happening in the back-
ground, you are in full and visual control of all your credentials.  
The product from charismathics ® claims to not only create a new 

level of privacy for all individuals; the user will enjoy an experience 
that current products are unable to provide.

So how does it work? Imagine, you have a smart card in your 
hands today. Well – this is only part of the story: the organization 
probably runs a directory service, a token management system 
and most likely a certificate life cycle product to support the card 
and its credentials. That all means a lot of work and organization, 
processes and manpower. And buying hardware. And providing 
support. Usage is ugly, people don’t like it too much. Those are 
just a few reasons, why such schemes are usually run only by larger 
companies. And why individuals usually prefer the username  
and password approach. So if you want to combine those worlds  
to make PKI security the standard approach for logical access 

The communication in-between the phone and the  

computer is fully encrypted, the interfaces fully  

standardized and the application obviously supports  

smart card chips inside the phone.

Turn your smart phone into your digital identity  

and serve all needs for the enterprise, the banking  

institution or the individual.

It has to be simple to use, must not require an excessive  

investment and must address a whole new set of users.
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the next Generation of iDentity carDs

The next generation  
of identity cards
By Emmanuel Ventadour, Gemalto

resources to an ill-intentioned individual feigning another person’s 
identity, thus depriving the genuine citizen of that to which he or 
she is legally entitled. 

The most important requirement is therefore the inviolability 
of issued documents. It is quite clearly the reason why states are 
now modernizing their national identity documents to move over 
to highly-secure documents incorporating all the very latest secure 
printing innovations.

A means of guaranteeing the security and  
protection of citizens’ data in a digital world

The number of digital exchanges has increased exponentially over 
the last 10 years, from 100 million to 30 billion private or profes-
sional emails. Ease of use goes hand-in-hand with the general 
public’s perception of the relative fragility of electronic media.

The absence of “written proof” and eye witnesses, which is 
characteristic of electronic modes of exchange, very quickly led to 
the identification of a requirement to guarantee the identity of the 
issuer or the receiver.

Since 1997, the design, production and deployment of Secure 
Electronic National Identity Cards, more generally known as “eID 
Cards”, have been seeking to meet just that requirement.

The idea of an electronic identity card which is 
both physically valid and valid for digital use is 
fast becoming a reality

Furthermore, the electronic format of such ID cards means that, in 
addition to being used for electronic signature applications, they 
are also ideally suited to be employed for other uses such as access 
cards to grant the holder access to company infrastructures or 
secure locations, as well as social security cards and in some coun-
tries, drivers licenses, healthcare cards, “Pass cards” for transport 
services, payment cards or even bank cards.

How does it work and what does it do?

The smart card (microprocessor) is considered to be the most 
secure means of authentication, making it possible both to prevent 
identity fraud and protect citizen’s personal data in an effective 
way. It is the media of choice for granting access to e-Government 
applications. It can also be used as a means of hosting a range of 
other applications (e-payment, e-purse, digital signature, authen-
tication, identification, travel card, etc.). This potential to provide 
a range of different services on a single format means a number of 
uses can be brought together in the most ergonomic way possible, 
thereby transforming a simple state identity card into a card which 
is of genuine use to the citizen, granting them access to the widest 
possible range of state services.

Thanks to the chip incorporated into it, the eID card is now able 
to serve three distinct functions. Identification, authentication and 
signature.

The first function of the identity card is identification of the 
holder. The eID provides exactly the same information as the  

traditional identity card but this information is also stored on 
the chip. The eID can therefore be used for two different forms of  
identification:

•  Visual, face-to-face identification: using the information visible 
on the card,

•  Automatic identification: by acquisition of the data stored on 
the chip. This sort of identification can be performed remotely 
over the internet. 
Identification alone (whether visual or automatic) does not allow 

us to be certain that the applicant is the person he/she is claiming 
to be. To be sure of this, we need authentication. This is where 
the second function of the chip on the eID card comes into play:  

card holder authentication. This is a new function that was not 
physically present on old identity cards. The electronic chip contains 
a digital certificate of authentication which can “electronically”  
prove the identity of the cardholder. Authentication offers a better 
level of security than identification as it requires the user to be in 
possession of the eID and to know the corresponding PIN code.

The third function is also an addition to what was offered by the 
conventional identity card. A second certificate, located on the chip 
of the electronic card, allows for an authentic electronic signature 
to be applied to electronic documents.

After entering his/her eID card, the citizen can then confirm 
his/her approval in a window which will then generate a unique 
document signature. Every year, each citizen fills out a large number 
of administrative forms that all have to go through a more or less 
time-consuming identification process. This process, currently a 
reality at many different counters throughout the country, usually 
involves the following steps:

•  The identity of the applicant has to be checked by the civil servant, 
• Data has to be transcribed or encoded,
• The applicant has to sign his/her application.

 Smart cards – in the form of credit cards and SIM cards – 
are the most common form of IT processing power on the 
planet. The available technology offers now the potential for 
a virtuous circle of increasing take-up supporting increasing 
functionality and increasing attractiveness of eID to the citizen. 
The challenge to all governments will be to achieve this virtuous 
circle and avoid the risk of issuing eID with limited functionality 
and appeal.

A hallmark of citizenship and cohesion

The right to identify citizens, but also the duty to protect their  
identity, are perfect examples of the responsibilities that come  
with a state’s right of sovereignty.

The secure documents issued by government authorities  
for just this purpose not only allow states to identify their  
citizens but also to distinguish them from foreign nationals, who 
may, for whatever political or economic reasons, seek to fraudu-
lently benefit from rights reserved to citizens of that particular 
state.

These documents enable the citizen to exercise their rights 
and responsibilities. Clearly, document theft and fraud are sources 
of social injustice as the community may inadvertently allocate 

The main objectives of states today as expressed  
to our industry 
 
• Build a modern, secure civil register on which public services  
 and administrations can confidently and sustainably rely 
• Modernize identity documents in order to help actively combat  
 document fraud and increase levels of trust at both national  
 and international levels 
• Ensure compliance with international identity and travel  
 document standards 
• Help to bring about decentralization and strengthen the bond  
 between public services and citizens 
• Provide a shared and future-proof platform for the creation  
 of identity documents and the delivery of public services for all  
 government authorities 
• Lay the foundations for a modern, digital economy 
• Provide citizens with a guarantee that their data is protected  
 and can be exchanged in confidence (e-Identity or identity on/ 
 for the net)

 
 
 
 
 
 
 
 
 
 
 
 
The quality, the reliability and the perceived value of an identity 
card (in this instance the polycarbonate Portuguese ID card) all 
help to build confidence and facilitate adoption.  
The Portuguese ID card also replaces a set of five former identity 
documents. It provides access to many new online services. It is 
the symbol of the radical modernization of public services in the 
country.

Providing security, confidentiality and opening the door to innovative eServices
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Using eID cards, these operations can all be performed in seconds.

Applications:
• Local administrations 
• Police stations
• Post offices
• Banks
• Social sector
• Vehicle or equipment rental services 
• Transport (in Estonia) 
• Healthcare and hospitals (Malta, Belgium, Italy, etc.)

benefits:
•  Saving time: identification processes are carried out much 

more quickly and efficiently, even in an over-the-counter 
setting

•  In terms of physical identity checks, the visual inspections are 
carried out in the same way as with a traditional card. Border 
control personnel can check the photo saved to the smart card

•  Quality and consistency of information gathered: a strong 
decrease in the number of errors/inaccuracies in coding 

• Reduction in the number of errors in data entry
•  Economy and ecology: a reduction in the amount of paper used 

means less archiving is necessary

Identification and authentication on the internet

The authentication element of eID is probably the component that 
offers the most potential, by offering the capacity for digital signa-
ture. Electronic authentication is something that is to set to revolu-
tionize our lives as citizens. All official documents that previously 
had to be approved with a manual signature will now all be able to 
be authenticated with an electronic signature.

Applications:
• Online declarations (tax declarations, VAT declarations, police) 
• Remote signature of contracts 
• eVoting
•  Remote justice (remote submission of testimony, submission 

of decrees, remote access to verdicts rendered)
•  eCommerce (purchase of tickets for sporting events, remote 

public auctions) 
• Professional certification cards (lawyers, solicitors) 

benefits:
•  Significant time savings: the user doesn’t have to travel to the 

point of delivery
• Cost savings: travel costs, postal costs
•  Widespread availability: service available 24/7, regardless of 

the user’s location
• Ecology: reduction in the amount of paper used

new iDentity carDs

The deployment of these digital documents provides real 
services and benefits to citizens and companies in terms of their 
day-to-day interaction with local or national administration.

Our observations clearly show that eID has become a real 
catalyst for the success of e-Government, particularly in countries 
where communication goes hand in hand with the modernization 
of relations with citizens and businesses, demonstrating that eID is 
an efficient tool for the exercising and protection of citizens’ rights.

examples of these applications are:
•  Monitoring, treatment history and prevention in healthcare, 

(Belgium, France, Germany, Algeria, Portugal…)
• Children’s aid (Belgian Kids-ID)
•  Computer ticketing or e-Ticketing, “Swipe Cards” as a way of 

regular billing for local transport subscriptions (Estonia, Spain, 
Belgium)

•  Secure purchasing for the extended enterprise (France, 
Belgium, Italy, etc.)

•  Access cards for access to private or public secure locations or 
public car parks 

•  Application links with digital verification of roles and powers 
of authorization for use in the international exchange of 
confidential government data (Austria, Belgium, Europol, 
EuroJust, etc.)

•  Electronic vote, e-participation and free internet access for 
citizens attending debates and deliberation sessions of local 
authorities (Estonia, Belgium, France, Spain (Barcelona), etc.) 

belgium – “Police on web” 

 
 
 
 
 
 
 
 
 
 
 
 
“Police on web” is one of the 600 eServices with strong authen-
tication available in Belgium. Your bike got stolen? Graffiti on 
your wall? Don’t move, use the web. 
100 % of the population has an eID card in the country early 
2010. Belgian citizens can now identify themselves and report 
crimes to the federal polic via the Internet. The process saves 
significant time compared to the traditional lengthy process of 
reporting crimes at police stations, which takes an average of two 
hours. The scheme is part of the Belgian government’s plan to 
simplify the country’s administrative processes.

Creating Confi dence.  G&D is a leading company in smart chip-based solutions for secure 
ID documents and passports, and boasts in-depth experience in the fi eld of high-security documents. 
We supply entire nations with passport and border control systems, ID card solutions and have  become 
a trusted adviser and supplier to governments. We also provide customized document features, card 
operating systems and technology for integrating state-of-the-art security features into ID documents. 
G&D will fi nd the best solution for your individual needs. We defi ne requirements together with 
you and offer tailor-made, effectively protected products that meet international standards. ID system 
 implementation by G&D – individual, international and secure. www.gi-de.com

 
Secure identifi cation systems 
from Giesecke & Devrient
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a DecaDe on citizen iD is past, what comes next?

A decade of  
citizen ID  
is past,  
what comes  
next?

By Detlef Houdeau, Infineon Technologies 

A short chronologic view of the last decade (2000 – 2010) showing the big steps in Europe of migration from 
paper-based ID documents to smartcard-based digital identities:

ELECTRONIC IDENTITIES PROGRAM

2000 • Slovenia starts issuing 1st generation eHealth Patient Cards (HIC)
• Poland, Katowice starts rollout of eHealth Patient Cards (KUZ)

2001 • Spain starts rollout of Health Professional Cards (HPC)
• uK starts rollout of Health Professional Cards (HPC)

2002 • Finland starts issuing the 2nd generation eID/eGov-card (FINID)
• Norway starts issuing eSig-card for G2C and B2C processes (BUYPASS)

2003 • ICAO starts new standardization work on travel documents (Doc 9303)
• european Council decides “THESSALONIKI Declaration” for biometric documents
• belgium starts rollout of 1st generation national eID card (BELPIC)
• estonia starts issuing 1st generation national eID card
• Italy starts 1st pilot of eHealth Patient Cards (CRS)
• eu publishes recommendation/specification 127/2003, for e-Vehicle-Registration (eVR)

ELECTRONIC IDENTITIES PROGRAM

2004 • eu publishes regulation 2252/2004 for electronic Passports (ePass)
• 1st Rollout of electronic Passport, 1st generation, in Europe (belgium)
• eu starts cross border cost reimbursement program for health service (NetC@rd)
• Austria starts rollout of eCard, with eGov, eSign and eHealth services

2005 • germany’s Toll Collect for buses and truck, based on four smart cards, goes live
• Sweden starts rollout of eID/eGov-Services card, with ICAO-data (ICAO-BAC)
• eu publishes recommendation 14351/2005, for national electronic ID-Cards

2006 • August: deadline for migration to 1st generation electronic Passports (ICAO-BAC)
• eu BIG publish specification on 2nd generation electronic passport (BIG-EAC)
• Italy starts issuing national eID card (CIE) and eGov/eHealth Service card (CNS)
• The Netherlands start rollout of national eID card w/ ICAO-data (1st Generation, BAC)
• Spain starts rollout of national eID cards (DNIe)

2007 • May: rollout of Tachograph driver ID cards (all eu member States)
• 1st Rollout of electronic Passport, 2nd generation, in Europe (germany)
• lithuania starts issuing 1st generation national eID card, with ICAO-data (BAC)
• Serbia starts rollout of 1st generation national eID card, with eGov-Services
• Portugal starts issuing 1st generation national eID cards, with 5 services (PEGASUS)
• France changes to the 2nd generation eHealth (Sesame Vitale 2)

2008 • eu publishes regulation 13502/2/07, for electronic Residence Permit (eRP)
• eu DG INFSO and 17 Member States start eID interoperability project (STORK)
• eu DG HEALTH and 12 Member States start eHealth interop. project (epSOS)
• eu DG INFSO and 12 Member States start eProcurement interop. project (PEPPOL)
• eu starts feasibility program on federal network on HPC registration (HPRO)
• 1st Rollout of electronic Residence Permit in Europe (uK: BRP)

2009 • July: deadline for migration to 2nd generation electronic passports (BIG-EAC)
• Application standard ISO 18013 for electronic driving licenses move in a stable status
• 1st pilot phase on electronic Driving License, along ISO 18013 (The Netherlands)
• eu publishes the new standard on e-European-Health-Insurance-Card (eEHIC)
• Italy, Lombardia starts with roll out of the 2nd generation eID/eGov/eTicketing card (CNS)
• The Netherlands start roll out national eID card w/ ICAO-data (2nd Generation, EAC)
• eu starts initiative on Port Security (EPAIC)
• Slovenia starts replacing eHealth Patient Card with the 2nd generation (HIC)

2010 • 1st Rollout of vehicle registration card inEurope (Slovakia)
• Swiss starts roll out of 1st generation eHealth Patient Card (KVG)
• Swiss Post starts eSign-card program for G2C and B2B processes (SuisseID)
• germany starts roll out of 1st generation national eID cards (nPA)
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 smart GriD security

 With the view on the next decade 
(2010 – 2020) many tasks would be expected

electronic Passport
Last replacement of the last paper documents would be done in 
2016 (ten years after the deadline for the start); last replacement of 
the last 1st Generation electronic Passport would be done in 2019.

National eID
Many new national programs are expected in the next three 
years, like in France, Poland, Romania, Czech Republic, Hungary, 
Bulgaria, Greece and many other states. Some running programs 
would migrate to the 2nd or 3rd generation, like in Belgium, Austria, 
and Italy.

National ehealth
Many new programs are expected in the next three years, like 
Romania, Hungary, Greece and Bosnia. Some running programs 
would migrate to the 2nd or 3rd generation, like Germany, Italy, 
Swiss and Poland.

electronic visa
UK is the first state in Europe that would expand the eResidence 
Permit program to electronic Visa (ID1 card). It is expected, that 
other states in Europe would follow this concept.

Seafarer eID
It is expected that ILO would follow the ICAO framework for a 
harmonized electronic document for the seafarer workers.

Port Security
Increasing security of critical infrastructure is a key aspect of the 
EU Commission. Second topic should be to harmonize the security 
level in Europe.

electronic residence Permit (non-eu nationals)
Deadline for implementation of the 1st generation (ICAO-BAC) is 
May 2011, for the 2nd generation (BIG-EAC) is May 2012. 
It is expected to extend this program for EU-nationals who stay a 
long time in another EU state, e. g. to offer e-Government services. 
For example, 2 million citizens of Romania are living permanently 
outside Romania. 

elSA
EU would deploy the next step after STORK. The new working 
name is European Large Scale Action (ELSA). The start would be in 
CY 2013 and the finish in CY 2015.

epSOS
According to some delays in the project, it is expected that the 
project would be expand to CY 2013.

exit/entry Schengen
Complete identification, counting and registration of all non-EU 
nationals at all Schengen borders is the main target. In view of the 
other huge programs VIS and SIS it would need a long way.

electronic vehicle registration
After Slovakia many other States, like Austria, Hungary and Turkey 
would follow the EU recommendation and specification in the time 
window 2011 – 2013.

Tachograph Driver eID
In CY 2009/10 32 states have joined this program. It is expected 
that this program would expand to Eastern Europe, like Russia, 
soon. A public debate was opened in 2009 to deploy the framework 
for the 2nd Generation Tachograph Driver ID cards. The 2nd genera-
tion is expected in the time window 2014 – 2015.

Toll Collect
Recently the EU directive 2004/52/EU on the interoperability of 
electronic toll collection systems was published. With the decision 
2009/750/EC from 9th of October 2012 the implementation for all 
heavy vehicles must be achieved. For all other vehicles an extension 
time of 2 years (2014) is granted. 

Glossary

BAC Basic Access Control; Security framework for electronic travel documents;  
  its published under ICAO

BIG Brussels Interoperability Group; working group under the article-6-committee;  
  was installed in 2004 and was dissolved in May 2010

DG Directorate General; part of the organisation of the EU Commission

EAC Extended Access Control; Security framework for electronic travel documents in  
  Europe; is published under article-6-committee

ICAO International Civil Aviation Organization, responsible for security aspects and  
  harmonization of travel documents; 189 states are member of ICAO

The new German eID card, issued from November 1st, 2010.
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