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The tenth issue of The Vault is dedicated to the topic of multi-application. Seemingly simple, 
multi-application smart card schemes are a complex challenge for all stakeholders involved,  
as the Silicon Trust illustrates on page 12. The rewards, however, are simplified processes and a 
real benefit for citizens and in this issue we cover a range of examples, such as the United Arab 
Emirates (UAE) on page 21. Needless to say, the evolution of single application smart cards 
to those that will carry one or more future applications needs to be backed by innovative and 
powerful chip development. Read Josef Haid’s article on Very High Bitrates (VHBR) to find out 
what is in the market pipeline concerning semiconductors. 

Until next time 
 

Veronica Atkins
Security-News.tv
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Editorial

THE SILICON TRUST 
THE INDUSTRY’S PREMIER SILICON BASED SECURITY PARTNER PROGRAM

The Silicon Trust is a well established marketing program for smart card solutions with  
high visibility in the worldwide government and identification (ID) markets. It was set up  
in the year 2000 as a key partner platform for international companies aiming at  
promoting the use of silicon-based security in a broad variety of applications.

Follow our blog: silicon-trust.com 
Follow us on Twitter: @silicontrust
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Identive bundles ID management,  
NFC and cloud solutions; Manfred Müller  
becomes COO, Identification Products 

Identive Group announced that effective April 1, 
2012, Dr. Manfred Mueller will assume the position 
of Executive Vice President and COO, Identification 
Products, with operational responsibility for Iden-

tive’s global product business, which comprises approximately 45% of 
the Company’s revenue. Identive’s Identification Products are used in 
the government, enterprise, and consumer markets for a number of 
identity-based and related applications, including cyber and physical 
access, eHealth, eGovernment, citizen ID, mobile payments, loyalty 
schemes, transportation and event ticketing.

Mueller currently serves as Executive Vice President and Managing Director of Identive’s ID Infrastructure division (formerly SCM 
Microsystems), which develops and sells contact, contactless and mobile smart card readers and terminals and development products. In 
his new role, Mueller will have responsibility both for ID Infrastructure and the Company’s Transponder product lines consisting of radio 
frequency identification (RFID) inlays and smart tags, as well as NFC tags, labels and cards.

As COO for Identification Products, Mueller will work to drive the sales growth of the company’s NFC tags and readers, which enable 
the market’s increasing array of NFC-enabled phones to perform transactions, download information or launch applications. He will also 
oversee the company’s recently announced initiatives to build on its strong base of network access and Software as a Service (SaaS) tech-
nologies to address the rapidly growing market for converged access products. 

“RFID and reader technologies are at the very heart of electronic ID applications and Identive’s market-leading products provide our 
partners and OEMs with important building blocks for the identity ecosystem. I am excited to take on this next challenge in my career and 
look forward to further expanding Identive’s role in the identity markets,” said Mueller.

Over the past eleven years, Dr. Manfred Mueller has served in a variety of management roles at Identive, with a primary focus on sales, 
marketing and operations for the Company’s ID Infrastructure division. He holds a Master’s degree and a PhD in Chemistry from Regensburg 
University in Germany and an MBA from the Heriot Watt University in Edinburgh, Scotland. Also effective April 1, Jason Hart has been 
appointed Executive Vice President for Identity Management and Cloud Solutions. “By unifying our activities and expertise in IT and physical 
access control along with our new NFC solutions and cloud technologies, we take advantage of our established structures and market position. 
This is particularly important as we expand into emerging opportunities with SaaS-based access solutions as well as NFC applications,” said 
Ayman S. Ashour, chairman and CEO of Identive. “Jason’s experience and track record as a true pioneer in secure ID has enabled us to launch 
the world’s first secure cloud-based Identity as a Service solution combining cyber and physical access control requirements.”

Hart is a recognized entrepreneur with strong credentials as a successful innovator and sales leader with 22 years experience in the 
security and IT industry. He co-founded idOnDemand, which was acquired by Identive in 2011. Previously, he was CEO and a director of 
ActivIdentity, a provider of identity assurance and strong authentication solutions, where earlier he served as senior vice president Sales, 
Marketing, Professional Services and Product Management. Prior to this, Hart was the founder and CEO of Protocom Development Systems 
Inc., an identity management software security business acquired in 2005 by ActivCard, later ActivIdentity. In 2003 Hart was recognized 
by Deloitte & Touche for his software export achievements.In 2002, Hart was recognized by Ernst & Young as the Australian Young Entre-
preneur of the Year and was a member of the judging panel in 2005, 2006 and 2007.

“Modern enterprises globally are looking to enhance the security of their physical and cyber access systems while simplifying the 
management of user identities and privileges. Aligning our strong IP base and go-to-market strategies for identity management will help us 
address these trends in complementary ways, at different touch points in the market. It will also enable us to streamline costs and optimize 
our development and sales resources,” said Hart. “I am excited to take on this expanded role within the company and look forward to 
extending Identive’s footprint in access, mobile and cloud solutions.”

Management change at REINER SCT 

From 1 January 2012, Andreas Staiger is the new Managing Director at REINER SCT, taking over from former 
Managing Director and founder of the company, Carsten Sommer. Staiger has over ten years experience in Sales 

at REINER SCT. Since 2009 he has been a member of the leadership team. Klaus Bechtold, Managing Director since 2001, remains in his 
position and continues to be responsible for development, purchasing and production. REINER SCT was founded by Carsten Sommer in 
1997 and he served – with great success – as Managing Director responsible for products and strategy. In 1999, he also founded the Recovax 
Bioscience GmbH, for which he served as managing partner. Recovax, located in Freiburg, is a small, highly specialized biotechnology 
company that researches antibodies against infectious agents. In other words, both of Sommer’s companies are concerned with the fight 
against the consequences of infection, either by computer or human. “The strong growth of REINER SCT in recent years and, parallel to 
that, newly emerging market opportunities for Recovax unfortunately made it impossible to run two, independently operating, companies at 
the same time. From now, I only have time to concentrate on one of them.” said Carsten Sommer. REINER SCT has secured a strong market 
position in recent years and is established and stable, and with Bechtold and Staiger making an excellent management team, his decision 
was made in favor of the smaller Recovax. The new managing team stands for continuity despite the change in position. Andreas Staiger 
stated: “I’m looking forward to future challenges together with Klaus Bechtold and to run REINER SCT from the front row.” 

Martina Rauch appointed head of Corporate 
Communications at Giesecke & Devrient 

Martina Rauch (48) will take over as 
Head of Corporate Communications 
at Munich-based security specialist 

Giesecke & Devrient (G&D) effective June 1, 2012. Alongside external 
and internal communication, she will also be responsible for brand 
management, corporate social responsibility, and the online presence 
of the international technology group. In her new position, Rauch will 
report directly to the Chairman of the Management Board and CEO, 
Dr. Karsten Ottenberg. Rauch previously worked at Heraeus Holding 
GmbH, a globally active precious metals and technology group based 
in Hanau, Germany. In 2010, Heraeus had some 13,000 employees 
and generated product revenues of 4.1 billion euros and precious 
metals trading revenues of 17.9 billion euros. Rauch has been Execu-
tive Vice President – Corporate Communications there since 2004. 
Prior to that, she worked at Andreas Stihl AG & Co. KG, based in 
Waiblingen, Germany, where she was responsible for public relations 
and corporate communications.

Dr. Manfred Müller, Identive Group

Martina Rauch, Giesecke & Devrient



HID Global, Iris ID and RIM partner up to bring biometric ID recognition to  
Blackberry smartphones 

Iris ID Systems Inc., formerly lG Electronics, Iris Technology Division, a leading provider of iris biometric technology, 
and HID Global, trusted leader in solutions for the delivery of secure identity, announced that the IrisAccess® platform 
iCAM7000 can be used with select NFC (Near Field Communications)-enabled BlackBerry® 7 smartphones. The Black-

Berry® Bold™ 9900/9930 smartphones activated with HID Global’s iClASS® digital credentials will be compatible with the installed 
base of iClASS readers that are embedded in the iCAM 7000 series for applications ranging from physical access systems in buildings 
to applications that track time and attendance, and other identity dependent applications.

Using an NFC-enabled BlackBerry smartphone, the iris templates of a user are securely stored to an iClASS digital credential on the 
phone. That credential can then be presented for authentication by simply holding the NFC-enabled BlackBerry smartphone in front of 
an iCAM7000 series iris camera, just like users do today with a physical iClASS smart card.

Charles Koo, President and CEO of Iris ID Systems Inc. said, “As a long time HID Connect® Premier Partner, we are excited to be 
part of this new implementation which allows iris technology to be coupled with an NFC-enabled smartphone. This is a key milestone 
for our identification technology; iris recognition is a perfect solution for providing strong authentication for enterprise security. As we 
did with iCLASS credentials some years ago, we are pleased to be first in bringing iris recognition biometrics to a host of secure identity 
dependent access control applications with NFC-enabled smartphones.”

“This is an important milestone in the deployment of mobile access and identity solutions using NFC technology on smartphones,” said 
Dr. Tam Hulusi, Senior Vice President of Strategic Innovation with HID Global. “NFC-enabled smartphones represent a complementary 
new platform that we believe will expand the access control market and our card services business while improving user security and 
convenience.”

Andrew Bocking, VP Handheld Software Product Management, at RIM, said, “Having added NFC capabilities to a range of our 
BlackBerry 7 smartphones, we’re excited to be able to support the secure storage of an Iris ID biometric template to an iClASS credential. 
NFC enables smartphones to become even smarter mobile computing platforms, and this is another great example that demonstrates 
the potential that NFC on mobile devices brings to the physical access control space.” Pilot programs using BlackBerry smartphones 
activated with iCLASS digital credentials and iris identification are planned for later this year. HID Global expects that its embedded 
iClASS technology will be generally available for the BlackBerry Bold 9900/9930 and BlackBerry® Curve™ 9350/9360 smartphones 
later this year.

Oman: Gemalto inks contract for supply of new civil identity cards 

Muscat: lt Gen Hassan bin Mohsen Al Shuraiqi, Inspector General of Police and Customs, signed a contract to 
supply the new civil identity card for citizens and residents with Gemalto.

The contract was signed at the General Command of Police in Al Qurum on the 3rd of January. According to the 
contract the company will provide the civil identity card and the accessories necessary for issuing them, and provide also the card reader 
software. The contract comes as part of the plans of Royal Oman Police (ROP) to move to new generation of civil identity cards, which 
will be easier and safer for both citizens and residents living in the Sultanate. It will also guarantee the security and safety of data.

The new cards are also characterized by a number of technical features, for example they have a double memory size in comparison with 
the currently used ones. This allows the download of more service applications on the integrated chip, in addition to the already existing 
applications like electronic encryption program to attest government and private online applications. It would also facilitate health file 
programs which ROP plans to put on the cards in coordination with the Health Ministry and Information Technology Authority (ITA). 
Among the new security features of these cards are an electronic signature, in addition to fingerprint biometrics for higher data security.

Bloonn and charismathics® team up with a joint market proposition 

Bloonn, a startup awarded for its prestigious innovation named Keepod, the new device that unifies user 
digital identities, and charismathics, leader in agnostic PKI computer clients bridging the gap between 
proprietary solutions and user convenience, have joined forces.

Keepod provides users with a unique pass entry to their multiple digital identities which are usually spread over various systems and 
locations – each requiring management, backup and synchronization. With this reliable device, designed to fit the wallet, the user can 
work on any laptop, desktop or kiosk PC he comes across; regardless of the operating system installed, he can launch his own environ-
ment and his custom applications without leaving any footprint and in total security thanks to the Keepod embedded smart card chip 
and hardware encryption features. 

With the same unit, he can also gain physical authentication (to systems such as access gates, payment, kiosks, ticketing and more) 
thanks to the built-in NFC technology. All the user’s actions can be backed-up so that even in the worst circumstances, the user can 
just take a new device to be immediately operative again. With several gigabytes fully secured in his pocket, the computer as we know it 
becomes redundant.

On the other hand charismathics has revolutionized the identity management arena with a living middleware that keeps integrating 
over the years with more and more smart card operating systems, card profiles, computer platforms and third party applications. Such 
unique piece of software can thus represent a wide minded investment for enterprises whether it comes to a green field, as much as for 
those having to merge different schemes still preserving the expenses borne that far. 

In a world that is moving at a faster pace in technology and is thus subject to constant software and hardware changes, the intro-
duction of a flexible element in the PKI equation is essential to have the chance to shape the infrastructure in total freedom for now 
and later.

“Keepod and charismathics smart security interface are the answer to a proliferation of hardware devices and software solutions 
out there in the market; together they offer both legacy support and an independent concept to cover the most diversified scenarios. 
charismathics is excited to cooperate with Bloonn and is absolutely convinced that this common strategy to market will help companies 
reducing their IT security costs, without having to sacrifice their assets in a time of crisis.”, states Daniela Previtali, Director Product 
Marketing of charismathics.

“We are delighted that charismathics CSSI will now support the Keepod device. This new partnership strengthens our commitment 
to the enterprise market, offering customers with a business solution to increase security and manage their digital identity in a smart and 
transparent way. Together we enable customers to choose a solution that best meets their application needs and allows them to remain 
focused on their infrastructure operation”, said Nissan Bahar, CEO of Bloonn.

ARM, Gemalto and Giesecke & Devrient form mobile security joint venture 

ARM, Gemalto and Giesecke & Devrient today announced the creation of a joint venture dedicated 
to delivering a secure, accessible environment for advanced services running on the growing range of 
connected devices. This includes tablets, smart-TVs, games consoles and smartphones. All three compa-
nies are investing to accelerate adoption of a common security standard and create a vibrant ecosystem 
that will enable a new generation of innovative services. Security is critical for companies that wish to do 
business over these types of connected devices and provide the rich, seamless services that consumers 

expect. With improved security, delivered in a way that is easy to use, consumers will engage with a greater level of trust in the devices 
and services available.

The joint venture, which is subject to regulatory approval, will provide a secure environment for a new wave of advanced services 
to flourish, based on easy to use, accessible and consistent device security. Technology developed by the joint venture will be based on 
established solutions from the founding companies. It will provide a practical solution for manufacturers to deliver devices that enable 
services with a new level of trust. This trust will mean that consumers are able to simplify, improve and extend their digital lives. Faster, 
more secure and richer access to the services they want will then be possible, wherever and whenever they want it.

Gemalto and Giesecke & Devrient have agreed to contribute their respective software expertise to the joint venture. This will accel-
erate standardization and interoperability, based on industry standards, to ensure that existing customer investments are future-proofed. 
All three companies will contribute assets to the new venture, including patents, software, people, cash and capital equipment. ARM will 
own 40% of the joint venture, with Gemalto and Giesecke & Devrient each owning 30%.

The new venture will focus on improving security for smart connected devices by developing a Trusted Execution Environment 
(TEE) based on the established ARM® TrustZone® security technology. This common, secure environment for software execution will 
utilize advanced hardware security coupled with industry standard software interfaces, such as those from the GlobalPlatform industry 
association. By providing this secure environment for multiple silicon, software and device manufacturing partners, the joint venture 
will enable greater operational efficiency across the ecosystem and the industry as a whole.
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Precise Biometrics – next generation  
of mobile security for smart devices:  
smart casings with smart card &  
fingerprint reader 

Precise Biometrics has developed a smart 
casing with a built-in smart card reader and 
fingerprint sensor. The smart casing is the 

first of its kind on the market. With a built-in smart card reader 
and fingerprint sensor, the product enables the highest level of 
security for network access, messaging, data protection and strong 
authentication to the most popular mobile platforms. The product 
meets the increasing requirements on network security and strong 
authentication raised by today’s government, healthcare, enter-
prise and banking sectors.

The smart casing will be available for the most popular smart 
phone and tablet computer brands in 2012 and 2013. “Gartner 
Group expects the mobile market to exceed one billion smart 
devices in 2015. We are now in a market-leading position where 
we are able to fulfill an important security need in the government 
and enterprise segments of this market. This is a milestone for 
Precise Biometrics and will play a crucial role in the realization of 
our financial targets in Plan 2015,” says Precise Biometrics CEO, 
Thomas Marschall.

The smart card and fingerprint features of the smart case 
can be integrated with any app on the market–existing or new. 
Partners and customers can acquire demos and toolkits for tests, 
integration and trials. Precise Biometrics has already developed 
several new apps for smart casings.

The smart casing fulfills a need for users who want to access 
sensitive information or cloud-based applications from their 
smart devices, but are restricted from doing so due to security or 
convenience issues. By replacing cumbersome and insecure pass-
words with an ID card or the swipe of a finger, the hassle and risk 
of mobile authentication is eliminated:

•  U.S. government employees with smart cards for network 
access and identification can use the smart casing to access 
secure systems and messaging securely and conveniently 
right from their smart device.

•  A banking app may now include the ability to swipe a finger 
instead of typing in a PIN code or long password.

•  In healthcare, a hospital worker could use their smart card 
or swipe a finger to access a patient’s chart from a smart 
device.

•  National ID cards with Precise Match-on-Card(TM) may also 
be enhanced by the smart casing. It enables extended use of 
the national ID for law enforcement, voter identification and 
tax filing through hand held units such as smart phones.

Several partner solution will be released during the coming 
months such as Thursby Software’s PKard. “In our first meetings 
we have seen a very positive reaction to our smart casings from 
users and developers alike,” says Thomas Marschall. “Developers 
are pleased with the toolkit and the ability to offer a broader 
range of apps and solutions using convenient authentication 
methods.”

Giesecke & Devrient first manufacturer to gain 
ITI certification for new eID cards in Brazil

GD Burti, the Brazilian subsidiary of 
Giesecke & Devrient (G&D), is the 
first and thus far only manufacturer 

of national security documents to meet the security requirements 
for the new Brazilian eID cards. 
The high-security RIC (Registry of Civil Identity) cards have 
been granted certification by Instituto Nacional de Tecnologia 
da Informação, Brazil’s foremost IT authority. GD Burti has 
already delivered more than one million RIC cards as part of an 
initial pilot project. RIC cards store biometric data and will make 
it easier for Brazilian nationals to visit other Mercosur treaty 
states.

The new RIC card meets the Brazilian government’s standards 
for its national ID cards – which must contain an eID applica-
tion as well as a match-on-card solution for fingerprints – thus 
enabling unambiguous identification of individuals: state authori-
ties such as the police will be able to scan a person’s fingerprints 
using a portable device and compare them with those stored on 
the person’s ID card. 

Additional security is ensured by Public Key Infrastructure 
(PKI), which guarantees the authenticity of the data stored on the 
chip. The RIC card enables each Brazilian citizen to be registered 
under a single number valid nationwide. That eliminates one of 
the biggest security risks of the country’s current ID documents, 
which require multiple registrations in the various federal states 
under different registration numbers.

The RIC card is a hybrid card containing both a contact-based 
and a contactless module. The latter comprises a travel applica-
tion that complies with the standards of the International Civil 
Aviation Organization (ICAO) and will facilitate travel between 
the Mercosur treaty states. Both a photographic image of the ID 
holder and the holder’s fingerprints are stored on the RIC card.

What is more, a variety of optical and electrical security 
features protect the RIC card against forgery and enable citizens 
to verify a card’s authenticity quickly. These include integrated 
kinegrams, guilloches and other optical elements such as micro-
text or rainbow print.

GD Burti is currently the first and only card manufacturer 
to be granted the ITI certification, which it received in February 
of this year. The standards of Brazil’s top IT authority, Instituto 
Nacional de Tecnologia da Informação, are comparable with FIPS, 
the Federal Information Processing Standard formulated by the 
U.S. National Institute of Standards and Technology. 

As from June 2012, the ITI certification will be mandatory 
in Brazil for all new national eID documents with PKI signature 
functionality.

GD Burti thus already meets the prerequisites for taking 
part in the upcoming tender for the manufacture and delivery 
of Brazil’s national ID cards. The company has already delivered 
more than one million RIC cards to Brazilian authority Casa da 
Moeda do Brasil as part of a pilot project. G&D’s subsidiary in 
Brazil invested heavily in the upgrade of its production facility last 
year, putting it in a position to mass-produce ID documents.

Identive provides secure remote network  
access for dutch ministry of defense 

Identive Group, a provider of products and services 
for the identification, security and RFID industries 
announced that it has provided the Dutch Ministry 
of Defense (MoD) with 59,500 SmartFold smart 

card readers that enable secure access to the ministry’s computer 
network for MoD employees working remotely.

The Dutch MoD selected the Identive readers based on their 
security and flexibility. Much of the information being accessed 
from the ministry’s network is restricted or sensitive, which creates 
specific policy requirements for how the data must be managed. 
The SmartFold readers fit easily into the MoD’s existing network 
security infrastructure and allow remote PCs to unlock applica-
tions and data with the same level of security as internal worksta-
tions. Technology solutions provider SCC, Identive’s distribution 
partner in the Netherlands, assisted the Dutch MoD in selecting 
the SmartFold readers.

Dr. Manfred Mueller, Executive Vice President of Identive 
Group and Managing Director of the company’s ID Infrastructure 
division said, “We are pleased that the Dutch Ministry of Defense 
has standardized on an Identive smart card reader for remote 
network access. We are also pleased to add The Netherlands to 
the growing list of more than 30 government customers for which 
we provide solutions to help protect their IT assets.”

The SmartFold SCR3500 mini USB reader is a fully ISO7816 
compliant contact smart card reader suitable for a wide range of 
application areas for government, enterprise and home use. Due 
to its small design, the SmartFold reader is ideal for remote access 
applications.

Gemalto to issue an additional 15 million eHealth cards in 2012 for AOK insurees 

Gemalto will issue an additional 15 million second-generation eHealth cards (‘eGK’, elektronische Gesundheitskarte) 
to AOK in 2012. AOK (‘Allgemeine Ortskrankenkasse’), the Health Insurance Fund, looks after around 25 million 
people, approximately one third of the population in Germany. last year alone Gemalto issued two and a half million 

health cards for the German National Health Insurance Scheme. In the joint, large-scale project, Gemalto is responsible for the entire 
card production process for Germany’s largest health insurance company. From production and personalization through to fulfillment 
services, Gemalto is demonstrating its excellence in operation.

The new Sealys eHealth card features a portrait photo of the insured person on the front. Together with the secure authentication 
function of the operating system, this enhances the legitimacy of the rightful cardholder and   further reduces fraud. In addition, the 
card shall in future enable secure access to an online patient file and store electronic prescriptions. With the holder’s consent, additional 
personal information can be stored on the card, including emergency data such as allergies or drug intolerance. When using the services 
and added-value applications offered, insurees benefit from the card certified by the BSI(1) and Gematik(2).

“Our goal is to continue increasing efficiency, quality and transparency for the medical service provided to our insurees,” said Mirko 
Weißbach, Project Manager Telematics at AOK Bundesverband. “The eGK and the creation of the telematics infrastructure is another 
important step in this direction. In 2011, Gemalto managed to issue the cards as required by law in a very short period of time. We do 
appreciate this fruitful collaboration.” 

“Germany is leading the world in the development of eHealth cards,” added Andreas lösch, Vice-President, Gemalto. “With the new 
eGK card we are fulfilling a requirement for a secure online connection between users and their health insurance company. This is a key 
move towards e-services.”

The provision of the AOK card and associated services further strengthens Gemalto’s position in the healthcare sector, with eHealth-
care projects in eleven nationwide programs including Algeria, Azerbaijan, Belgium, Bulgaria, Finland, France, Gabon, Mexico and 
Slovenia.

Gemalto wins 2012 Cloud Award for  
security innovation

Gemalto won the Security Innovation award 
in the inaugural 2012 Cloud Awards program. 
Gemalto was recognized for its Protiva Strong 

Authentication Service, a robust strong authentication platform 
that enables secure access to cloud resources and applications. This 
service delivers a full suite of security features including access 
control, data encryption and versatile authentication making the 
transition to cloud computing simple and cost effective.

The annual cloud computing awards program, judged by a 
panel of industry experts and open internationally, celebrates 
industry leaders and pioneers in the field of cloud computing.

“We were swamped by almost 200 entries and the standard 
was remarkably high,” said larry Johnson, Cloud Awards orga-
nizer. “Judging the submissions was a challenging task, and we are 
endorsing Gemalto as among the best of the best in its field. We’re 
seeing an increasing number of organizations leveraging cloud 
technologies to make their operations work harder and smarter, 
and we want to help ensure companies like Gemalto receive the 
recognition they deserve.”

“Gemalto is honored to have won this award, which acknowl-
edges our dedication to provide secure access to cloud computing 
resources for enterprise applications,” answered Francois lasnier, 
Senior Vice President of Online Authentication at Gemalto. “With 
Protiva, users are protected by two forms of identity verification to 
gain authorized access to the cloud. Protiva creates a mutual trust 
between the cloud provider and the customer, and clearly differ-
entiates the cloud provider from competitors that do not offer this 
level of security and convenience.”



Identive to acquire majority stake in Payment Solution AG 

Identive Group, Inc. has agreed to acquire a majority stake in Payment Solution AG, a German-based provider of 
integrated cashless payment solutions for sports stadiums, arenas, theme parks and other venues for leisure and enter-
tainment throughout Europe.

Payment Solution’s systems enable consumers at sporting and similar events to make quick, cashless payments for 
food, beverages and merchandise using contactless smart card technology. The systems consist of comprehensive payment management 
software, smart cards, and reader and communication infrastructure, all supplied and implemented by payment solution. The company 
offers its customers the option of purchasing of a turnkey solution or entering into a multi-year contract under which payment solution 
continues to operate and maintain responsibility for the cashless payment system over a set period, in return for sharing in the revenue 
generated at various events held in the stadium or other venue.

“The acquisition of payment solution enhances our direct connection to consumers and extends our ability to deliver payment 
systems in Europe,” said Ayman S. Ashour, Chairman and Chief Executive Officer of Identive Group. “Payment Solution has proven 
that they can help stadium operators and merchants increase their revenues through faster transactions in the limited time available for 
retail at sporting events and concerts. We are also impressed with the company’s success in penetrating the Eastern European cashless 
payment markets and highly value their long-term operations and revenue share agreements.”

Hemjö Klein, Chairman of Payment Solution, stated, “Joining forces with Identive is the right next step for both companies and the 
market. We have built a strong installed base particularly in the German Soccer leagues and are convinced the combination with Iden-
tive will allow us to expand further into other markets and internationally.”

Achim Hirz, CEO of Payment Solution, commented, “We have worked with Identive as our supplier of cashless payment readers and 
contactless cards for many years and this partnership has expanded as we have collaborated to develop integrated solutions for various 
smart city projects. We look forward to deepening our relationship with Identive, which provides us the opportunity to leverage the 
company’s worldwide presence and to further expand our offerings beyond our current base in Germany.”

HID Global receives additional order for U.S. permanent resident ‘Green Cards’

HID Global has received a follow-on order for the manufacture and supply of U.S. government Permanent Resident 
Cards, also known as ‘Green Cards’, issued to all legal foreign residents of the United States under the U.S. Citizenship 
and Immigration Services (USCIS) border security program.  More than three million multi-technology HID Global eID 

cards have been issued as Green Cards, in addition to more than 30 million of the company’s first-generation Green Cards that have been 
issued since 1997. During its 15 years of use, the card’s digital security has never been compromised.

“The proven security of our multi-technology eID cards contributes directly to the overall security of U.S. immigration and border 
control,” said Kevin McKenna, vice president of sales for Government ID Solutions, Americas, with HID Global. “We are proud of 
our contribution to homeland security through both generations of Green Cards, which are among the most physically secure and 
counterfeit-resistant, machine-readable IDs ever issued.”

Governments worldwide are rapidly moving from traditional national IDs to more secure eIDs.   launched in mid-2010, the re-de-
signed, new-generation U.S. Green Card was the world’s first ID card to combine HID’s LaserCard® optical security media (OSM) 
technology and an embedded RFID tag with other advanced security features. Customized specifically for USCIS, the optical security 
media provides extraordinary visual security in an era when 90% of eIDs are still authenticated by the human eye. The RFID tag was 
incorporated to accelerate legitimate passage at U.S. land borders.

ABI recently said in its “Smart Cards in Government and Healthcare Citizen ID” report for the first quarter of 2012 that the govern-
ment, healthcare, and citizen ID market celebrated another successful year in 2011, with shipments of drivers licenses, healthcare, 
national ID, and voters’ cards achieving year-over-year double digit growth of 18%. The firm said that governments are continuing to 
seek new, effective, and efficient ways to combat fraud, merge multiple services into one document, see a return on their investments, 
and make services and applications more convenient for their citizens. These goals are being achieved with the deployment of migration 
to new, more secure documentation with an increased emphasis on integrating ID and healthcare solutions with contact and contactless 
smart technology.

With over 100 million product shipments worldwide, HID Global offers the broadest portfolio of e-documents, e-passport and 
e-national ID solutions in the market.  The company’s inlays, readers, printers, cards and optical security media technology are used by 
ministries of interior and foreign affairs in over 27 e-passport programs and 49 ID/e-ID programs worldwide, making life easier for more 
than 120 million e-document holders. 

Additionally, HID Global’s Government ID Solutions portfolio includes contactless chips as well as a variety of services, including 
card production and management, system integration, project management and personalization, local system support and other profes-
sional services related to enrollment/issuance, training and knowledge transfer.

Giesecke & Devrient Implements Secure Access to Cloud Services for Vodafone

Giesecke & Devrient (G&D) has been chosen by Vodafone Germany to develop innovative security solu-
tions based on standard SIM cards. This innovative approach makes life easier for users of smartphones 
and laptops because it eliminates the need for additional hardware such as smartcards, tokens, or card 

readers to secure access to cloud services.
Vodafone’s business and public sector customers – who require sophisticated IT security – are one of the groups that stand to benefit 

most from this new solution. The platform created by G&D will be used for a variety of applications, including additional security for 
mobile access to intranet and cloud services, full encryption of e-mail and voice communication, and protection of the data stored on 
mobile devices.

G&D’s role in the joint project includes delivery of an authentication application present on the SIM cards, as well as the cloud-based 
authentication service that is run from the Vodafone computer center. The solution works by installing the authentication application 
in a specially protected part of the SIM card which interacts with cloud-based functions. This eliminates the need for any additional 
security hardware. To gain access to their company network, users are simply required to enter their password when requested by the 
authentication service. Another option is to use one-time passwords sent by SMS. Remote access functions are available to the IT depart-
ments of the companies and local authorities concerned, making it easy for them to manage access by specific users to the applications 
and devices available.

In addition to controlling access to company networks, the platform enables additional encryption of voice, e-mail, and SMS commu-
nication between users. Other features include the use of digital signatures and the encryption of data stored on the mobile device – a 
feature that is critical if a device is lost or stolen.

Michael Kuemmerle, Group Executive – Mobile Security at G&D summarizes the key benefits: “Security has an increasingly impor-
tant role to play in the digital world. The new SIM-based solution which Vodafone is implementing is one way we are securing the mobile 
future. Our focus is on creating user-friendly, cost-effective applications which meet our customers’ needs, in this case without having 
to introduce additional security hardware.”

Jan Geldmacher, CCO of Vodafone Germany’s Enterprise Business Unit for corporate customers, is equally pleased with the partner-
ship: “Security is founded on trust. Successfully launching innovative technologies to open up the digital world means keeping people 
firmly in focus – after all, you will only accept a new technology if you trust it. Giesecke & Devrient is the ideal partner for us here. The 
government trusts them to print banknotes and passports, so they couldn’t be more reliable.”

Gemalto’s healthcare project with Seattle Children’s Hospital receives recognition

Gemalto announced that IDG’s Computerworld has recognized Gemalto’s healthcare project with Seattle Children’s 
Hospital as a 2012 Honors Laureate in Safety & Security. The annual award program honors organizations that use 
visionary applications of IT to promote and advance the public welfare, benefit society and change the world for the 

better. 
Gemalto’s Protiva .NET solutions provide strong security that keeps medical information safe and protected, enabling best IT practices 

in a sensitive and changing healthcare environment. With Gemalto’s technology the 8,700-plus Seattle Children’s Hospital staff replaced 
weak and static passwords with strong authentication and convenient contactless technology. Gemalto deployed at the Seattle Children’s 
Hospital a complete solution with technical support to allow authorized users access to the hospital servers, networks and VPNs.

“As the U.S. healthcare system becomes more and more digitalized, providers need to access electronic medical records in a way that 
is both secure and non-disruptive to their daily activities”, said Tom Flynn, Vice President of Online Authentication at Gemalto North 
America. “Gemalto’s solutions for strong authentication and access security allow the move to an electronic environment to be convenient, 
secure and conducive of better healthcare.”

“There’s no question technology plays a vital role in driving business forward. It ensures an organization’s ability to compete, innovate, 
communicate and to thrive,” said John Amato, Vice President/Publisher of Computerworld. “What the Computerworld Honors laureates 
so clearly demonstrate is technology’s role in moving society forward. Computerworld acknowledges and applauds the outstanding work 
being done by individuals and organizations who have successfully used technology to improve the quality of our lives and that of future 
generations. Computerworld is proud to name the 2012 class of Laureates and celebrate their initiatives benefiting society through the 
innovative use of IT.”



the deployment of multi-application cards in open-loop environ-
ments. They provide the security needed to identify an individual 
with tax authorities and social security departments, while also 
enabling people to use them to make payments, access ATMs and 
travel across borders.

With the public and private sectors both looking to reduce 
costs while maintaining – or even improving – security, multi-
application cards give issuers the chance to reuse existing infra-
structure and slash the total cost of ownership. Further savings 
are guaranteed because there’s no need to go through the costly 
process of rebadging every time an upgrade is required. Instead 
it’s simply a case of using software to add new features, applica-
tions and privileges. Card provisioning can be simplified, further 
reducing costs. Additionally, help desk costs can be drastically 
reduced as there will no longer be the need to issue and remind 
people of passwords. Finally, there may even be procurement 
opportunities based on using a single supplier for the whole card 
infrastructure.

lifecycle management can also be considerably simplified. 
A single infrastructure for the smart card enables the supplier to 
offer a single point of issuance and control, and the ability to easily 
revoke a credential if it is lost or a person loses the right to use it.

Mastering the art of 
multi-application
By Silicon Trust

Smart card technology is simple, isn’t it? Well, yes and no. We all know the technology offers considerable 
processing power, security and convenience. It also has the potential to transform market sectors as varied 
as government, payments, transportation and access control. But we don’t operate in silos anymore, so we’re 
matching smart technology with smart thinking, enabling different applications to work together in a single 
multi-application card.

Public and private on a single card

There are many ways in which multi-application cards can be 
applied in the digital world. One area of increasing interest is public 
and private sector cooperation, where a smart card is issued that 
combines access to government services with access to commercial 
applications such as payment and transport. This is an approach 
taken by a number of nations, including Italy, which started issuing 
its CNS dual interface cards in 2010. Around 10 million citizens now 
have one of these cards, which combine eGovernment and eHealth 
with eTicketing. Russia is also going down this route with dual 
interface cards that are set for rollout this year. These will enable its 
citizens to access eGovernment, ATM and eTicketing applications 
using a single card.

The multi-application minefield

These projects highlight how different stakeholders can work 
together to provide citizens with simple and convenient cards that 

can be easily used for so many of their day-to-day activities. What 
was once the stuff of dreams has now become a reality. But it does 
take time to get a scheme of this nature up and running and working 
successfully; although the technology behind multi-application 
cards is proven, rollouts involving numerous stakeholders can be 
highly complex.

Unlike traditional multi-application campus or corporate 
cards which are owned by a single entity, public/private cards 
often have several people or departments jostling for ownership 
of the card and the project – and all ready to pass the buck should 
anything go wrong! Stakeholders need to put plenty of thought 
into building the relationships required to apply multiple applica-
tions to a single card. 

 But what’s so great about multi-application cards? As we progress 
into a digital age characterized by convergence, multi-application 
cards offer advantages for all stakeholders – a factor that is key for 
successful deployment. 

Something for everyone? 

Their advantage for consumers is their convenience: they cut the 
number of cards people need to carry; mean they have to remember 
only one password or pass code; reduce the need to carry loose 
change for low-value payments; and even enable citizens to interact 
with local and national authorities 24/7.

Both card holders and card suppliers benefit from improved 
security and compliance. For example, in a closed-loop environ-
ment a multi-application smart card can be used to provide logical 
as well as physical access, giving everyone the confidence that the 
person accessing facilities in a university campus or corporate 
headquarters are who they claim to be. Furthermore, that same 
card could also be used to make secure payments in a canteen or at 
a vending machine. This concept is being taken a step further with 

There are many ways in which multi-application cards can 

be applied in the digital world. One area is public and private 

sector cooperation, where a smart card is issued that combines 

access to government services and commercial applications.



For example, how do you ensure the alignment of different 
stakeholders, such as banks and various government ministries in 
all areas of the project? Who ‘owns’ it? Who is paying for – and 
controlling – the financial budget? Who is in charge of every phase, 
from the tendering process (parts, time, criteria), through pilot (lab 
tests and field trials) to certification (protection profile and certi-
fication targets)? Who has access to the data stored on the card? 
Who is in charge of issuance? How do you communicate how the 
card works to end users? How do you ensure everyone trusts the 
system? Who has the power to revoke the card? Are both contact 
and contactless cards required? What about printing and branding 
of the card? How do you future-proof the credential? If every orga-
nization and department involved wants to treat it as their ‘baby’, 
the whole process becomes a whole lot tougher.

While the projects mentioned so far highlight the real benefits 
of multi-application technology, deployment isn’t without its chal-
lenges, particularly in areas such as lifecycle management and 
post-issuance processes. This is because different applications 
have distinct lifecycle requirements and require specific treatment 
such as certificate deployment/revocation. Different post-issuance 
mechanisms may also be needed to enable new services and secu-
rity aspects to be loaded, uploaded or upgraded. These make every 
project unique

In the case of Hong Kong’s eID card, the eID function was rolled 
out in 2004, followed by an eGate application, which was activated 
in 2006. Finally, an eDrivers license function was activated in 
2007. In 2007, Portugal chose to roll out five functions: eHealth, 
eTax, ePension, eGovernment and eSocial security. This involved 
input from the country’s Ministry of Health, Ministry of Finance 
and Ministry of National Pensions. 

Certification

When it comes to certification, there are often different security 
requirements for different applications on the same card as each 
stakeholder has their own specific needs. For example, the level of 
security required by an ATM provider may be different from that of 
an eHealth provider. likewise, an eBanking provider may require 
different levels compared with the Ministry of Information. Three 
kinds of certification/qualification are currently used: 

• Type approval (functional test according to specification);
• Interoperability testing (in the case of more than one supplier);
• Security certification (a protection profile is needed).

For banking sector applications, type approval is required. 
Public sector applications require security certification, while large-
scale programs require interoperability testing. 

Consideration also has to be given to certified and non-certified 
applications on a single card. Having defined the applications, 
stakeholders must define the target for type approval, interoper-
ability and security certification. These requests also require the 
definition of the minimum time they should take. Ordinarily, type 
approval takes two to three months; security certification can take 
as much as six months; the pilot phase may need three months; and 
lab testing may require one month.

Stakeholders need to ensure that reloaded or non-certified 
applications cannot threaten other secure ones. The best way to 
achieve this is to define the container in the card. Each container is 
independent from the other, and each should have its own commu-
nication protocol card reader; its own access conditions for the 
data in the container; and defined and different rights for reading, 
writing and overwriting data. This approach may well sound 
familiar, as it’s similar to that of a firewall in the ICT world.

Another approach is to use a UID number on the card as a 
master key for different services. This could be used for transport 
(eTicketing) as well as for online services, such as eGovernment, 
eTax, ePayment, eSocial information and ePensions. However, it 
could not be used for ATM machines. It’s a method favored by 
Poland, which is using it in the eID card it’s planning to role out in 
2015. Germany, on the other hand, has not taken this route with 
its nPA card because it is forbidden by its national laws. 

There are many ways to achieve success, but real groundwork 
has to be put in to avoid the minefield that is multi-application 
technology. With a growing number of reference cases high-
lighting how the technology can be deployed, there’s everything 
to play for. But as the schemes in Poland and Germany, and 
Hong Kong and Portugal highlight, there is no right or wrong 
way to approach deployment. Essentially, it’s all about consid-
ering the needs of every stakeholder, at the same time taking 
into account existing legislation and privacy/security cultures. 
Simple, really! 

If every organization and department involved wants  

to treat it as their baby, the whole process becomes a  

whole lot tougher.

Despite the benefits of multi-application technology,  

deployment isn’t without its challenges, particularly  

in the areas such as lifecycle management and  

post-issuance processes.

multi-application cards in action

Portugal
The Portuguese Citizen Card is an interesting example of how 
numerous applications can be housed inside a single document. 
It was established back in 2007 to replace five different physical 
ID documents in just one smart card, and is mandatory for all 
citizens aged over six. It also includes an electronic signature for 
those aged 16 and over. Since its launch, more than 10 million 
cards have been issued.

The card broadly covers three main functions – physical, 
digital and travel document – and guarantees citizen’s rights 
on personal data. Furthermore, it is seen as an important driver 
for eGovernment. It acts as a physical document that allows the 
visual identification of the citizen; it is also a digital document 
that enables citizens to identify themselves and provide their 
electronic signature for any public act.

At the concept stage, the ministries involved in its deployment 
had to consider how they would deploy a card lifecycle system 
that would enable card enrolment, renewal, delivery and 
cancellation, as well as the activation and revocation of digital 
certificates plus citizen support. The government also had to 
implement a card personalization system responsible for the 
physical personalization, data writing and the digital certificates. 
Additionally, it needed to implement a PKI responsible for the 
digital certificates of each card and an EMV-CAP validation 
system to centrally validate the citizen’s authentication with 
authentication tokens created in the chip’s EMV-CAP applica-
tion. Furthermore, it had to transport the cards to the enrolment 
and delivery offices so they could be distributed to citizens along 
with their PINs/PUKs.

The government opted for a card lifecycle system that supports 
a wide range of biometric equipment from different suppliers, 
including all-in-one solutions, non-integrated and portable 
devices, which integrated with the ePassport system. It also 
supports web-based intranet approaches and enables both 
online and offline tasks.

india
While Portugal’s scheme centers on replacing documents, India’s 
ambitious national eID program represents a big leap for the 
nation to the latest smart card and biometric technologies.

The project will eventually see all 1.2 billion Indian residents 
issued with a 12-digit UID number, known as Aadhaar, by the 
Unique Identification Authority of India (UIDAI). Each ID 
record will include their individual personal and demographic 
details and will be associated with their biometric information. 
The program’s aim is to ensure the efficient delivery of public 
services, allow each citizen to identify themselves so they can 
use other services such as bank accounts, and enable the govern-
ment to detect illegal immigrants more easily.

Successful deployment could reduce corruption and improve 
social security distribution systems for the poor. It could also 
allow portability of health insurance and pension accounts 
between employers. Another key benefit is that it will enable 
the government to bring the country’s poor into the formal 
economy, providing them with valuable access to financial and 
social services. MasterCard Worldwide is among the private 
organizations to have become involved in the project. It has 
developed a solution that will enable citizens to make payment 
transactions using their UID numbers plus biometric authen-
tication. 

The scheme is based on the UIDAI platform and MasterCard’s 
payment network and family of brands. It will promote financial 
inclusion by enabling account holders with an Aadhaar number 
to move away from cash and towards electronic transactions. 
The technology supports prepaid, debit and credit payment 
products. It will enable participating banks to issue a 16-digit 
Primary Account Number (PAN) to individuals enrolled into 
Aadhaar.



 Very High Bitrate market aspirations  
and new business opportunities

The ISO/IEC 14443, the communication standard used in the 
majority of contactless government ID and payment applications, 
defines bitrates up to 848kBit/s. These bitrates provide sufficient 
performance for today’s contactless products storing facial images 
and fingerprints resulting in data volumes of 30–150kByte (as 
shown in Figure 1).

looking some years ahead it can be expected that contactless 
applications will be more demanding regarding data volumes 
stored on the card. The trend from single application eID products 
towards multi-application cards is a further driver of memory (and 
performance) demands. From today’s point of view one can expect 
that up to 500kByte of user data are stored on future ID products 
(see Figure 1).

The key question is: how long does it take to transfer 
0.5mbyte of data over the contactless interface?
Figure 2 illustrates the time required to transmit different 
amounts of data from the card to the reader. looking at the case of 
future ID applications, the data transmission time at 848kBit/s –  
the maximum speed currently defined in ISO/IEC 14443 – is in the 

The future of the  
contactless interface:  
Very High Bitrates 
By Dr. Josef Haid, Infineon Technologies

ePassports with 3D facial recognition, multi-
application eID cards, transport cards with facial 
pictures encoded on the card, payment cards  
with biometric data – there is every reason to  
expect that a high communication contactless 
interface will be an inevitable consequence of  
market forces which tend to push technology by 
demanding faster, more data hungry, systems.

range of 6 seconds. Without doubt this makes an convenient use of 
the document impossible. Supporting future applications will thus 
require bitrates beyond the border of 1MBit/s. Figure 2 illustrates 
that an increase of bitrates by a factor of 8, i.e. 6.8MBit/s, would 
reduce the data transmission time again to a reasonable amount 
of less than 1 second.

The need for standardization

The vast majority of applications relating to cards and personal iden-
tification (government ID, travel and finance) are multi-national or 
global in reach. History has shown us that all of these applications 
would not exist without being based on an international standard. 
This applies not only to the global applications mentioned but extends  
to any application involving government initiatives or support.

The establishment of an international standard is a necessary 
precursor to most of the largest applications and the addition of 
VHBR will be no exception to this. In essence, the establishment of 
new technical options within a card standard can be considered as 
enabling new applications.

The VHBR technology

Contactless cards have come of age in the market place, with 
many billions having been produced. Most of the contactless cards 
operate based on the ISO/IEC 14443 which was released in 2000 
for the first time. 

Infrastructures, cards and readers, based on this standard have 
proven to be highly robust and reliable. The technology selected 
for Very High Bitrates must be as suitable as its predecessors, thus 
meeting the following criteria: 
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Figure 1: Data volumes stored on ID cards

Figure 2: VHBR reduces transaction times

0 1 2 3 4 5 6

communication time [sec]

future applications

national IDs

 Bit rate 848kBit/s
 Bit rate 6.8MBit/s

BAC passport

simple ID

EAC passport
(incl. fingerprints)



government id. Smart card controllers used in governmental 
documents and applications tend to store relatively large amount 
of data already today. Today, up to 150kBytes of data can be found 
on a large amount of electronic identification documents storing 
biometric data, i.e. facial images and fingerprints. This implies that 
using Very High Bitrates can gain as much as 25% percent of the 
overall transaction time.

 This factor even increases if government documents are issued 
for data packets of 0.5–1MByte for storing e.g. 3D facial images 
or complex biometric data. Furthermore multi-application cards, 
representing the convergence between multiple governmental 
or commercial functionalities will tend to be demanding in CPU 
power, but also data volumes to be stored on the card. 

Thus, for government applications, VHBR will not only speed-up 
existing applications, but also enable new applications.

Personalization pushes Very High Bitrates

Whilst not being driven by the smart card industry, Moore’s law is 
responsible for changes in the availability of smart card fabrication 
technology that leads to smaller line widths. At the same time larger 
wafers are becoming commoditized. The size of a contactless die falls 
to a point where we can expect around 70,000+ dies on a single wafer 
and more than 1.5 million dies per wafer cassette in future.

Memory technology used in contactless is changing from 
EEPROM to its FlASH derivative which is an alternative to the use of 
ROM for holding program code. This offers potential manufacturing 
benefits, allowing all dies on a wafer to use a single mask and then be 

• robustness of communication
• reasonable implementation costs
• part of an international standard

robustness. Each card holder uses the contactless card/pass-
port in a different way. Each contactless terminal emits a specific 
electromagnetic field. A robust implementation of the contactless 
interface is therefore mandatory to meet the demanding operating 
conditions of contactless cards. Thus, the current drafts of the 
ISO/IEC 144443 propose the implementation of the VHBR up to 
6.8MBit/s based on the technology already used for realizing the 

current bitrates. Technically speaking, the subcarrier frequency – 
currently defined at 848kBit/s – is increased proportional to the 
bitrates to be achieved, i.e. 1.7MBit/s, 3.4MBit/s and 6.8MBit/s.

reasonable implementation costs. National and international 
projects based on the ISO/IEC 14443 standard are costs sensitive 
by nature. Feasibility studies demonstrated that bitrates up to 
6.8MBit/s can be implemented based on a high degree of re-use of 
existing RF interfaces – on card and reader side.

Standardization. As stated above, there is a strong desire for 
a standard describing the VHBR technology. Based on this stan-
dard the individual applications have the flexibility to dictate the 
maximum communication speed.

Benefits for VHBR on existing applications

Today, most contactless smart card ICs are used in the following 
applications: government ID, payment and transport. The applica-
tions have different usage profiles meaning that they will benefit 
from VHBR in different ways.

Payment. Most current payment card transactions are not very 
dependent on high speed communications apart from when used 
for public transport. Even then the percentage decrease in overall 
transaction time due to VHBR would only be marginal.

looking ahead in the future it is certain that the security of 
payment systems will have to keep one step ahead of the attackers 
and perhaps adding enhanced biometrics is an area where a VHBR-
enabled card may come into its own. Enhanced biometric images 
and templates can be stored on a payment card and will require 
more data storage and higher speed access to meet challenging 
transaction time requirements.

Transport. It is perceived that transport applications would 
benefit from VHBR if applied to global payment cards and they 
become popular amongst transport operators. However as for 
payment applications the percentage decrease in overall transac-
tion time due to VHBR would only be marginal due to the low data 
volume transmitted.

A future trend in the transport segment could be the replace-
ment of the cardholder’s printed photographic image by storing the 
information on the smart card. At VHBR of 6.8MBit/s transferring 
a digital image would typically add a probably acceptable 40–50ms 
to the transaction time.

Standardization of very high bitrates

•  First step up to 6.8mbit/s. It was decided by the SC17 
WG8 (responsible for the ISO/IEC 14443 standard) that in 
a first step the bitrates 1.7MBit/s, 3.4MBit/s, and 6.8MBit/s 
will be standardized. In a second step bitrates beyond 
6.8MBit/s will be addressed. The decision was made upon 
the observation that 6.8MBit/s can be achieved by using the 
already used technology (amplitude-shift keying) instead of 
requiring a completely new base technology.  

•  FdiS status for vhbr up to 6.8mbit/s. All relevant 
extensions of ISO/IEC 14443 have reached FDIS status (Final 
Draft International Standard). After a positive voting by the 
member countries the standard will be issued. Traditionally, 
the test specification is one stage behind, which is DIS level.

•  documents. Standardization of VHBR requires extensions 
and changes in parts of the ISO/IEC 14443 standard.  

 –  RF power and signal interface: ISO/IEC 14443-2 FDIS 
Amd 3: Bits rates of fc/8, fc/4 and fc/2

 –  Framing, frame size Type B: ISO/IEC FDIS 14443-3 Amd 
2: Bit rates of fc/8, fc/4 and fc/2, frame size from 512 bytes 
to 4 096 bytes and minimum TR0 

 –  Activation, frame size Type A: ISO/IEC FDIS 14443-4 Amd 
2: Bit rates of fc/8, fc/4 and fc/2, protocol activation of 
PICC Type A and frame size from 512 bytes to 4096 bytes 

•  The test specifications related to the ISO/IEC 144443 have 
also reached a mature status (DIS ballot): 

 –  Test methods for VHBR: ISO/IEC 103736 DIS Amd 4: Bits 
rates of fc/8, fc/4 and fc/2 and frame size from 512 to 4096 
bytes

latest news, May 2012: Ballot approved on ISO/IEC 14443-2 FDIS  
Amd 3: The document was accepted and is released as a standard.

Figure 3: ePassport Transactions time
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programmed later into groups of differing functionality. As a conse-
quence of the move to FlASH memory techniques not only the data, 
but also the program code must be loaded prior to customer delivery. 

Already today the program code plus the user data sum up to 
about 300–500kByte – it is obvious that VHBR can play off its full 
strength against lower speed interfaces. It can help to save costs by 
reducing the personalization time as well as reducing the number of 
parallel contactless readers in the production line. Thus, the combi-
nation of VHBR and FlASH memory creates a win-win scenario 
within the existing supply chain. 

VHBR products and demonstrators

In parallel to the standardization activities, several vendors have 
shown feasibility studies in the last years. Infineon has already 
demonstrated a single-chip solution offering bitrates up to 
6.8MBit/s at CARTES 2010. It can be expected that VHBR-enabled 
smart card controllers are also offered on the market.

Additionally, reader vendors have demonstrated the ability 
to support VHBR up to 6.8MBit/s. It was proven that existing 
ISO/IEC 144443 readers can be extended with reasonable effort 
to implement Very High Bitrates. The first industrialized VHBR 
readers are available today. Dedicated readers for personalization 
and testing are offered as well on the market.

Conclusion

For smart card controllers and readers, the introduction of Very 
High Bitrates will not be a game changing revolution but an evolu-
tion – one that is fully compatible with existing systems.

Depending on each application profile, the potential gain 
from VHBR is different. Payment and transport applications 
tend to benefit from VHBR in case the data volume increases, e.g. 
if biometric data or photographic images are stored on the card. 
Government ID and multi-application cards already store data up 
to 150Kbyte benefitting already from VHBR. With an increase of 
complexity of biometric data, e.g. 3D facial images, the availability 
of a VHBR technology will be vital.

Beside the end-application, also the supply chain will poten-
tially gain by the introduction of VHBR technology. The trend is to 
provide smart card controllers based on FlASH memory instead of 
ROM. This requires downloading user data and program code in 
the most sufficient way using VHBR. 

It is certain that the security of payment systems will have  

to stay one step ahead of the attackers and this is where 

VHBR-enabled cards may come into their own. 

VHBR will not only speed up existing applications,  

it will also enable new applications.

Very High Bitrates will not be a game changing revolution but  

an evolution – one that is fully compatible with existing systems. 



UAE: Opening the door  
to progress
By Silicon Trust

 So what’s driving this? Much of it is down to the substantial 
increase in GDP being enjoyed by the emerging markets as they 
make major political, economic and industrial changes that are 
opening up markets, encouraging businesses to invest and attracting 
greater numbers of foreign workers to their shores. Already a power 
to be reckoned with, the largest bloc of emerging countries will 
eventually yield even more economic power giving it considerable 
clout. Communications in these countries are improving exponen-
tially, thanks to greater connectivity and the growth of the knowl-
edge-based economy which are driving demand for even higher 
spec solutions. And, of course, without legacy systems to hold them 
back, many have the advantage of being able to take a leap straight 
to the latest technologies. 

Multi-application cards are making a big impact 
around the world with some of the hottest action 
taking place in the emerging markets. These nations 
have a real hunger for technologies that provide 
them with greater security, make life easier for their 
citizens and enable them to continue their onward 
march to economic development.

»



Security is paramount

But this drive to always-on connectivity doesn’t come without risks. 
like their counterparts in the developed world, the emerging coun-
tries have to address information security challenges, protect their 
intellectual property rights, secure information, provide robust 
network security and ensure that only those who are authorized 
have access to data and networks.

While intrusion detection and prevention tools play an 
important role in monitoring and preventing attacks, ID security 
is paramount. Everyone needs to be confident that information 
can be accessed only by those who are trusted and authorized to 

opening the door to progress

A research trip to the northern emirate of Ras Al Khaimah 
(RAK) highlights why the eID card is so popular. As the taxi 
speeds away from the bright lights of Dubai, along the Emirates 
Highway, through the emirates of Sharjah, Ajman and Umm 
Al Quwain, the Sri lankan driver tells me why having one is so 
important to him. 

“It means I can work here. I can earn money and send it back to 
my family,” he explains. Later in the day, my Indian fixer agrees. 
“We’re chatting about economic development across the region 
when a courier drops in with a parcel.” As he talks to me, he 
reaches into his wallet, gets our his ID card and shows it to the 
courier while he signs for the parcel. 

This seems so much more secure than the procedures which 
we’re used to in Western Europe, where anyone and everyone 
signs for parcels and you’ve got to hope that the person who 
signed for it actually hands it over to you. 

The card also brings benefits for entrepreneurs. An English busi-
ness woman who opened a factory in the desert in 2010 tells me 
that as soon as she had her ID card it was much easier to get her 
new business up and running and turning over a profit.

Q&a with abdalla m askar, Population register & id 
card consultant, emirates identity authority – Popula-
tion register dept. 

What do cardholders need to do if their id card is lost 
or stolen?

Applicants need to go to an Emirates Identity Service center 
to declare they’ve lost their ID card. They will be issued with a 
stamped certificate confirming their ID number once they have 
shown their original ID document, as listed below.
UAE nationals will need to show their passport and family book 
documents. GCC Nationals will need to show a valid passport 
and a document that proves their right to residence in the UAE, 
such as a valid employment certificate, real estate lease or 
ownership title, commercial license, school registration certifi-
cate, certificate of dependency, valid marriage contract or an 
employment card. Residents will have to show an original valid 
passport, residence or entry visa.

They will then have to fill in a damaged or lost card form at one 
of the ID centers mentioned above. They have to pay a fee of 
AED300 for the replacement card. The new card is then printed 
and sent to the applicant by post.

can new apps be uploaded at a later date? 
Yes. Due to the high level of security required by the UAE ID 
card the applet must be designed according to industry standard 
applet security design rules and be certified by CC EAL +5.

can a foreign citizen use eServices in the uae? 
Yes, eServices are available to anyone holding a valid UAE eID 
card.

is there an analysis tool for the use of the id card? 
Yes, the Emirates Identity Authority has developed an eID card 
SDK tool kit which it provides to all organizations wanting to 
integrate with the UAE’s ID card services.

how many PiNs do citizens need to remember? 
They need only one PIN to access the stored PKI digital certifi-
cates for authentication and the digital signature.

have there been any cases of eidentity fraud? 
So far no eIdentity fraud has been reported to the UAE Identity 
Authority. 

do you plan to add eid functionality to mobile devices? 
Yes, perhaps in the near future using NFC mobile services.

view it. It makes sense for emerging nations to turn to technolo-
gies that allow them to verify and validate credentials and enable 
transactions. It’s no surprise that so many are adopting multi-
application eID technology as the basis for real-time ID identity 
verification, while also providing access to other services such as 
making payments, casting votes, filing tax returns and claiming 
social security benefits.

Thumbs up from the UAE

One country that has taken this approach is the Gulf state of the 
United Arab Emirates (UAE), which first piloted eID cards in 2005. 
Like its neighbors, the UAE recognizes the importance of a single 
secure document that can be used for multiple applications such 
as government ID, driver’s license, border control pass, an emer-
gency medical data record and secure eServices pass. The UAE’s 
eID card provides identity information, prevents fraud and identity 
theft and essentially acts as a portable personal database. It was 
used successfully for eVoting in 2011, during the Federal National 
Council elections, when voters’ identities were verified using the 
smart chip’s digital certificates and encryption keys. 

The digital identity comprises a digital certificate issued from 
a Public Key Infrastructure (PKI) and a set of electronic biometric 
data, providing irrefutable and verifiable data for personal iden-
tification whenever it is needed. But this type of implementation 
only happens when a country has the political will and makes the 
necessary investment in infrastructure – something that the UAE 
did when it committed to adopting an eID card combining physical 
ID, biometrics, PKI, federated identity management, digital signa-
ture and PIN. 

The card is mandatory for all citizens and legal residents aged 
15 and above, and is a key credential in a nation that has a high 
number of migrant workers and less than 20% Emirati nationals. 
But it’s a card that everyone seems happy to carry. It is a funda-
mental piece of documentation for anyone living in the UAE, 
representing an important unifier that all authorities and residents 
understand and respect. 

Many are adopting multi-application eID technology as the  

basis for real-time ID identity verification, while also providing 

access to other services such as making payments, casting 

votes, filing tax returns and claiming social security benefits.

As soon as she had her ID card it was much easier to get her 

new business up and running and turning over profit.



Moving from 
applets 
to trustlets
An interview with the CEO of Giesecke & Devrient, Dr. Karsten Ottenberg

Security-News TV met up with Karsten Ottenberg 
to question him on some of the challenges that lay 
ahead for Giesecke & Devrient: Smart Grid, Cloud 
Computing and the chicken-and-egg scenario behind 
the lack of applications for the German ID card. 
Ottenberg, who has been CEO of the family-owned 
company since 2005, has been one of the founding 
fathers of NFC technology during his time at Philips 
Semiconductors (now NXP) and now faces the 
massive task of developing solutions that help  
secure an increasingly mobile world.

 Security threats are evolving fast and governments 
through out the world are realising how vulnerable public 
infrastructures are to large-scale attacks. For the security 
industry, this translated into a whole new range of appli-
cations, often summarised as “Smart Grid”. How do you 
advise your customers regarding this area? 

Karsten ottenberg: I think, this is not a specific G&D advice. 
It is a public and industrial charter to make sure that specifically 
applications in critical infrastructures, such as power distribution, 
communication infrastructures and public transportation have to 
be secured. But there is a need of awareness first: Awareness of the 
increasing professionalism of attacks and the mounting threat that 
is coming with it. It is a joint, public-industrial charter to generate 
awareness first and then make clear that solutions are available and 
they need to be implemented for the sake of the society, the people 
in it and the industry.

At the end of 2011, the Indian UID bill was rejected. Throughout 
the industry, a lot of hopes were pinned on this project, especially 
in terms of public and private sector applications. What lessons 
can the industry take away from this setback?

enterprises to make efficient use of the increasing complexity 
of IT systems. So, I think it can drive IT demand and IT applica-
tions. With that, naturally there are a number of critical questions 
concerning data protection and data security. 

For us in the security industry, coming from smart cards, we 
have a lot of technologies and answers on how to protect and secure 
applications and data access in networks. With the current discus-
sions on topics such as identity management, data integrity and 
data protection, it is a business development opportunity, not a 
threat.

What are the upcoming challenges for the ID security 
industry once all major countries have rolled out their 
passport and ID card schemes?

Karsten ottenberg: I would say that it’s a question of interop-
erability. If we find security schemes based on an electronic ID in 
virtual networks it will be a question of interoperability and appli-
cation space. The question is, what can you do with it and how can 
your card-based identity be managed in a way that you can trust it 
and on applications that you want. It is the question that everyone 
will face. The roll-out of the ID function is first, and then it is very 

important to link this to the general identity management. We’ve 
mentioned cloud computing earlier – I think here we have the 
opportunity to make trusted identity management the core of a 
different way of approaching electronic applications.

Millions of German ID cards are in circulations, yet on 
the appli cation front, the offering is pretty thin. Are you 
disappoin ted in the lack of interest from the private  
sector and the public? 

Karsten ottenberg: Yes and no. We were hoping for more and 
faster. But I think this product has been on the road, it’s executed 
and rolling out. That’s the most important point. You know that 
our company specifically has been waiting a long time for another 
German ID-related project to finally roll out – the Health Card. 
So, compared to the time scale that we had with this project until 
now, the German ID card is a success story from the beginning. 
Of course, we all want to have more applications, and we have to 
stimulate that.

At the national IT summit which takes place every year, within 
the security group we are also discussing the level of government 
support required to stimulate more applications and to enable 
people to develop more applications. So, as I said, I’m sure we are 
all wishing for more and faster, but I’m absolutely sure we’re going 
to see that coming in the next couple of years. 

What is your opinion on the use of facial recognition in cloud 
applications and through social media? Do you think the 
current debate will harm the reputation of using biometrics 
in other applications, such as ID cards?

Karsten ottenberg: Well, it’s important to understand that 
people are getting more aware of protecting their own identity and 
their personal data. And I think this is something which is good, 
because the German IT security industry is well recognized and has 
a good brand for being a trusted partner on data security and data 
protection. So, these applications have to be critically revised, we 
have to make sure that consumers and users understand what’s 
going on there. I also believe that it’s an educational process, and 
that we will learn that what is happening with the use of biomet-
rics in governmental ID solutions is something different to what is 
happening in the commercial area in the cloud. 

What are the applications Giesecke & Devrient is going to 
focus on next? 

Karsten ottenberg: It is clear to us that there is a demand for 
security and trust in mobile applications. We call this moving from 
applets to trustlets. For security critical processes, both personal 
and professional, there is rising demand for a technology that 
enables trust. Our company has been recognised for a long time as 
a technology leader and a trusted partner around the world in the 
area of smart cards and bank notes. Now, Giesecke & Devrient is 
witnessing the move to being a trusted technology partner also in 
the mobile world. 

Karsten ottenberg: If you’re active in the business of govern-
mental ID – specifically in large projects that include infrastructure 
set-ups – you know that these projects will be going through ups 
and downs. One example: We have been discussing the China ID 
project since the mid-90s: coming… going… coming… going. We’ve 
been seeing other large countries where ID projects have been in 
discussion and then rejected. So, the fact that large investments in 
an ID project of that complexity can be subjected to discussions 
and rejections and reoccurrences is something quite natural to the 
industry. In my opinion, this is part of the eID development around 
the globe: Questions will be raised, questions will be answered and 
then we will see a reoccurrence of the project. The industry is used 
to that and I think there’s great hopes with it, as you said, not only 
by the public sector but also by the private sector, which is an inter-
esting and an important element of these projects. 

The latest innovations point towards more and more data being 
stored and secured independent of any physical form factor, such 
as smart card. Is the cloud the enemy of hardware based security?

Karsten ottenberg: No. I think cloud computing is a very 
important development, specifically for small and medium sized 



 It is unlikely that a mobile phone will replace our driver’s license, 
citizen ID card or any other government-issued credential, as issuing 
agencies will want to maintain control of and manage the security 
aspects of these credentials. However, small businesses will most 
likely allow and enable the use of NFC mobiles to access buildings  
or to sign on to company networks. Some larger businesses may 
follow – especially when employees’ mobile phones are company 
issued. The usage models are very compelling. NFC technology is 
simple, it is relatively easy and very cost effective to implement. NFC 
works at very short distances, normally less than few centimeters and 
does not need an app to be launched or a camera to be turned on. 
It is compatible with most existing contactless smart card or radio 
frequency identification (RFID) technologies. It is intuitive and 
easy to use – it just works! ™. Because of its attributes, low friction, 
simplicity and compatibility, NFC is certain to become pervasive, so 
we need to look at the implications for this wide spread use on the 
privacy of the users; the consumers, me, you, us!

What will wide adoption of NFc mean to our privacy? 
How is our privacy impacted when so much of what we do is inte-
grated into one credential: our mobile? It may be helpful to start 
out with a definition for ‘privacy’, which means different things to 
different people in different cultures and, of course, can be a highly 
politicized topic. Perhaps the most widely quoted definition for 
privacy is the very short and elegant definition put forward in 1890 
by US Supreme Court judges Brandeis and Warren; privacy is the 
‘right to be let alone’. Succinct indeed but is this broad definition 
sufficient to assess the impact of NFC technology on our privacy? 
A simple way to assess this could be to explore some possible NFC 
transactions and see if the use of NFC detracts or enhances our 
‘right to be let alone’.

applications that require mere possession  
of a credential
When we buy our daily Octopus, Charlie or Oyster pass in Hong 
Kong, Boston or london, we do so for cash or credit and we get 
a badge or card that we use then discard or recharge; a straight-
forward process. When we use cash we remain anonymous, if we 

pay with a credit card we divulge our identity to the mass transit 
operator and we also divulge our presence to the financial insti-
tution that issued the credit card. The same exact scenarios are 
possible with an NFC-enabled phone. It is important to remember 
that the NFC functionality of a phone is independent of cellular 
and GPS activation. NFC can operate in the equivalent of airplane 
mode. Thus, if we pay using an NFC cashcard application on our 
mobile and the phone’s communication function is deactivated, 
we remain anonymous. If we use a credit card linked to our NFC 

phone, we reveal our purchase to the seller and the card-issuing 
institution. CCTV cameras and other technologies widely deployed 
by mass transit systems remain the same in both cases. The ability 
of NFC to function regardless of cellular activation allows us the 
same level of anonymity and privacy that we would enjoy with cash 
or credit cards. Over time, features of NFC technology could further 
enhance privacy and allow for the purchase of a mass transit ticket 
from home downloaded to a different mobile or through the mobile 
operator, thus reducing the number of locations ‘keeping track’ of 
our activity.

The same rule applies for most loyalty or coupon exchange 
applications. The mere possession of a valid credential is all that 
is required. In other words, there is no requirement to prove that 
my Best Buy or Starbucks token belongs to me, I have it and all 
that is needed it to present the customer ID number. Much like the 
application with mass transit, the mobile could be in airplane mode 
and the NFC communication function is still active. To the extent a 
user wishes to relinquish anonymity through payment with a credit 
card or by keeping an account with a retailer that includes personal 
details and tracking of purchase history, the use of mobile NFC does 
not alter the level of privacy for the transaction.

applications that require the same person’s use
In certain applications we, as consumers, are required to prove 
that the credential we possess does indeed belong to us. This also 
applies to the use of an NFC mobile phone as a credential. The 
current pre-NFC practice often entails the collection of additional 
information above and beyond what is really needed for a transac-
tion, and there is no change with using NFC. A good example here 
would be a season pass for a ski resort or amusement park. Argu-
ably the service provider or retailer does not need to know my true 
identity to allow me on a roller coaster or ski slope, he only needs 
to know that the pass is being used by just one person. Retailers 
use different techniques for verification, normally a picture ID, 
sometimes asking for a university or government-issued ID card to 
validate the name. While most consumers and retailers do indeed 
treat such passes as personalized credentials, there is no real justi-
fication for this. This is an area where NFC use might require an 
additional badge with picture or a secure app for the retailer with a 
picture that pops up on presentation to allow for verification. Both 
the retailer’s revenues and the consumer’s privacy are at stake. The 
challenges posed by these kinds of transactions do not change with 
NFC. However NFC can offer a solution that matches current prac-
tice exactly with fewer plastic badges. The level of privacy or desire 
for anonymity may appear extreme in certain cultures but it is part 
of the ‘right to be let alone’. Why shouldn’t I be entitled to get a 
discounted annual pass for EuroDisney or St. Moritz slopes and yet 
retain my privacy?

The future of ID credentials  
and the role of privacy  
in an NFC world
By Ayman S. Ashour, Identive Group
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Market research suggests that in the next few years, Near Field Technology, or NFC, will be all around us. As 
consumers, NFC will become omnipresent in our lives and NFC-enabled mobile phones will likely become our 
primary consumer ID credential. When staying at a hotel, rather than swiping a magnetic card to access your 
room, you’ll tap your mobile phone to the NFC reader on the door. You’ll be able to use your mobile phone to 
pay for dinner or tickets to a movie. You’ll be able to store a metro card or bus pass on your phone. Instead of 
carrying a supermarket, drug store or other loyalty token, such as a Metro or M&S card, you’ll just tap your 
mobile phone to a tag near the register to get a discount or collect points. 

NFC can offer a solution that matches current practice  

exactly with fewer plastic badges.

The ability of NFC to function regardless of cellular activation 

allows us the same level of anonymity and privacy that we 

would enjoy with cash or credit cards.



Applications that require a specific person’s use
The applications that require verification of a specific person’s iden-
tity tend, in general, to be higher security applications, such as those 
allowing access to an office, network, bank account or to the making 
of a cashless payment beyond what is commonly referred to as a 
micropayment. Depending on the level of security and the desired 
speed for processing the transaction, different design options are 
available. For making payments or gaining access to a network 
or a building, an NFC-enabled mobile acts exactly as a smart 
card credential. So the mobile could be used alone, or with a PIN, 

entered either on the mobile itself or via an external PIN-pad. For 
some applications verification could require a mobile together with 
biometric identification, again with the biometric sensor built into 
the mobile itself or available externally. For access to high-security 
networks or bank accounts, the mobile could be used as the logon 
credential together with a separate, secondary credential from the 
bank such as a token for One Time Password (OTP) generation, as 
required in many European countries. In all of these higher security 
applications, we as consumers, or in some cases employees, have 
willingly surrendered our anonymity. The answer to the question of 
whether the use of NFC detracts from or enhances privacy is clearly 
that the effect is neutral.

Can NFC enhance our privacy?

location-based social networks and loyalty
At present many smartphone users take advantage of GPS loca-
tion services to ‘check-in’ to restaurants or clubs in order to share 
their status with friends or just to receive a loyalty discount from a 
retailer. NFC technology will enable achievement of the same goals 
offering users the choice of selective disclosure without the need 
for a GPS broadcast. So a user can receive a loyalty discount from a 
coffee shop without broadcasting to others her presence at a partic-
ular location, or indeed can choose to update her status without 
broadcasting her GPS location. The ‘near field’ aspects of NFC allow 
users to make a deliberate decision to check in at a particular tag 
and thus offer clear privacy advantages.

identity theft and passwords
Any time we can protect ourselves from identity theft, we enhance 
our privacy, and we enhance our ability ‘to be let alone’ and to mini-
mize intrusion into our accounts or our social networks. Govern-
ments and corporations issue their employees with smart cards that 

can be used as a secure credential or secure ID; the NFC-enabled 
mobile will be our very own smart card, a secure credential that 
belongs to us. It also liberates us from the many passwords we 
currently need with their increasing complexity, vulnerability and 
requirement for renewal. As a tool that potentially can enhance our 
security against identity theft, and thus our privacy, NFC is a posi-
tive development.

NFC, privacy and the future

The Haifa Center of law & Technology under the title Privacy in 
the Digital Environment proposed a new definition for the right to 
privacy: 

“The right to privacy is our right to keep a domain around us, 
which includes all those things that are part of us, such as our body, 
home, thoughts, feelings, secrets and identity. The right to privacy 
gives us the ability to choose which parts in this domain can be 
accessed by others, and to control the extent, manner and timing 
of the use of those parts we choose to disclose.” It is obvious how 
NFC can potentially help us be selective about what it is we want 
to reveal, when and to whom, it can empower us as individuals to 
control our own privacy.

Much work remains to be done to ensure privacy whenever 
databases are used to keep track of purchases, subscriptions, privi-
leges, membership, loyalty points, etc. Databases need to be purged 
of superfluous details unnecessary for delivering what the consumer 
specifically is seeking. This is an issue that requires government 
legislation, as the fascination with data mining and buying patterns 
as tools of commerce expands. 

A number of European countries have implemented laws that 
promote privacy and enhance protection for databases. In the 
U.S., smart card industry associations have put forward positive 
ideas, but ultimately privacy must be thoughtfully integrated into 
the design of a system and not offered as an optional extra or as a 
service. The mass introduction of NFC-enabled mobile phones in 
the coming years will offer an opportunity to enhance our privacy 
as consumers by empowering consumers with their own secure ID 
devices. Mobile phone manufacturers, carriers and governments 
will need to ensure that the privacy-enhancing features of NFC are 
not compromised for commercial advantage and the crucial issue 
of enhancing the architecture and security of databases as well as 
curtailing excessive storage of personal information is addressed; 
these are urgent issues. 

NFC can potentially help us be selective about what it is  

we want to reveal, when and to whom, it can empower us  

as individuals to control our own privacy.

The mass introduction of NFC-enabled mobile phones in  

the coming years will offer an opportunity to enhance our 

privacy as consumers by empowering consumers with  

their own secure ID devices. 



Smart cards have gradually pushed the level of security and 
functionality to new limits: a clear example is provided by the 
current German national ID card, which deploys one of the most 
sophisticated dual interface smart card programs encompassing 
many services and unique features.

For the last fifteen years, there has been rapid acceptance of 
contact, contactless and dual interface smart card technology. Many 
administrations around the world have prescribed smart card-
enabled government applications in their ID programs. The card 
connects to a reader with direct physical contact or with a remote 
contactless radio frequency (RF) interface or sometimes both. 

There is a growing need to leverage security technologies that 
maximize the memory size available for current and future applica-
tions. With an embedded microcontroller, smart cards have built-in 
tamper resistance and have the unique ability to securely store large 
amounts of data, carry out their own on-card functions (e.g. encryp-
tion and digital signatures), and interact intelligently with a smart 
card reader. Security mechanisms are typically implemented in the 

Multi-tasking is the norm – 
Streamlining the delivery  
of highly secure ID solutions
By Alex Giakoumis, HID Global Government ID Solutions

Escalating demand for security and utility in national ID programs, plus an increasing focus on the benefits 
of multi-tasking, and combined physical and logical access card-based solutions, have become key drivers of 
advanced ID solutions. As a result, sophisticated credentials featuring layers of visual, physical and digital 
security have become a key mechanism helping governments to protect their citizens and their borders and to 
streamline the delivery of a wide range of services. 

 Central to this development are multi-functional ID cards, 
which achieve economies of scale and administrative efficiencies by 
leveraging common IT infrastructures, databases and data capture 
capabilities. And, increasingly, cards currently being used solely for 
ID authentication are being designed to accommodate additional 
functions at later stages in their lifecycle. Countries such as Italy, 
Saudi Arabia, Costa Rica and Angola have built platforms for future 
initiatives in their ID programs.

By incorporating an appropriate technology or combination of 
identity technologies onto a single credential, government agencies 
are able to offer transactional services as well as secure identity 
and access. For example, all employees of the National Police Force 
of Italy (Carabinieri) carry a multi-technology card containing 
three machine-readable technologies — a contact chip, a contact-
less chip, and optical security media – along with other important 
security features. The card can be used to access the country’s 
police information system, serves as a highly secure citizen ID card 
and employee badge, and enables transactions services such as 
employee parking or food purchases. 

Evolution and development

The overall level of security associated with ID documents continues 
to evolve, from paper-based documents common in the 1990s to 
credit card-sized, multi-functional credentials built on materials 
such as PETG and polycarbonate that are capable of integrating 
a number of security features and technologies. Security printing 
features have also evolved to include optically variable inks, ultra-

violet inks, rainbow, microtext, guilloche and other background 
patterns. Figure 2 shows a sample of such features. 

Until the early 1990s, the security of an ID document was based 
on card body capabilities and features. By the middle of the 1990s, 
a new type of ID card began gaining traction. Government projects 
increasingly called for powerful multi-purpose ID credentials that 
maintain the highest levels of security while fulfilling functions 
such as entry into secure facilities, faster border crossing, driver 
license services, vehicle registration, ID for voting privileges, health 
care services and many more. This called for ID card solutions that 
surpassed the security available via card body options alone, and 
resulted in the more widespread use of specialized machine-readable 
technologies. Today there are two principle categories of advanced 
technology used in secure identity credentials: secure microcontroller 
IC chips (smart card chips) and optical security media (OSM). 

card and at the operating system (OS), software, and system levels, 
providing layers of protection against unauthorized access. 

Crypto-Controller government ID platform

Secure microcontroller IC chips verify and control information 
exchange between the credential and its outside world through the 
reader and may contain such information as biometric, personal, 
or account data that individuals need to effectively process transac-
tions. There are three types of secure IC chips that may be used on 
secure ID cards — contact, contactless and dual interface. While 
the capabilities of smart cards are only limited by the functionality 
and price of the selected secure micro-controller chip, there is one 
important limitation that comes from the perceived concern for 
privacy. With ID theft a growing concern, there is concern regarding 
the security of smart card connections and the privacy of personal 
information. In these instances, the powerful visual inspection 
features of OSM complement smart card technology. 

More than 90% of all government ID programs require the Java 
Card operating system for smart card systems. This offers the ability 
to implement future upgrades, applications or security improve-
ments and frequently support custom-designed applications.

Common Criteria and FIPS certifications

The U.S. and other national governments have mandated that 
their ID solutions suppliers must hold Common Criteria (CC) and 
FIPS certifications. CC EAL4+ for the secure micro-controller, the 
Java Card OS and the ICAO application together with the FIPS 
140-2 certification, is an essential qualification for any company 
committed to serving the government secure ID market. Possession 
of these certifications confirms that the Smart Card ID Platform 
meets the highest level of security in national ID technology, and 
highlights the vendor’s commitment to serving the Government ID 
market with a leading set of advanced, secure ID solutions.

Delivering the multi-technology credential

While the concept of a multi-functional card is simple, the reality 
is very difficult to achieve. Considerable industry knowledge and 
design skills, together with technical and manufacturing exper-
tise, must be employed to ensure that the end result conforms to 
international standards in terms of size, security, functionality, 
durability and interoperability. Nevertheless, when both cards 
and system are designed together, multi-technology solutions are 
ultimately a more cost-effective, efficient option than other existing 
IT or multiple single-purpose credential options. They enable ID 
program decision makers to ensure a uniformly high standard of 
the most advanced security across all designated functions. 

Figure 1: Multiple technologies enable the Carabinieri ID card  
to be used for a variety of functions

Figure 3: Card body security features

Figure 2: Government ID technology evolution.
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