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Who CONTROLS the
CONTROLLERS?
By Daniela Previtali, Wibu-Systems

Think product piracy is a matter for music bootleggers or knock-off designer handbags? Think
again: Theft, sabotage, reverse engineering, and other attacks on legitimate business are affecting
all sectors of the economy. As the most recent data from the German engineering association
VDMA reveals, the threat of product piracy shows hardly any signs of abating.
While the problem does not seem to have become more prevalent, the number of companies
victimized by product pirates remains at historically high numbers. And the nature of the threat
is changing: As more and more product features and properties are moving into the softer realm
of looks and designs or software and operating systems, many would-be pirates can ignore the
difficulties of copying complex proprietary hardware. Their targets are now more intangible in
nature – software code, product specifications, or machine operating systems – and their preferred
line of attack is now digital.
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WHO CONTROLS THE CONTROLLERS?

Companies invest untold hours of work and vast sums of
money into their products long before they can ever hope to reap
a return on their investment. At every stage in that long journey
from the drawing board to the finished product, their intellectual
assets are at risk of being lost, by inadvertent leaks or malicious
action. What the intelligence services term human intelligence
– using human actors as sources of information – will always
remain a soft spot in the economy, as former or current
employees, retailers, service personnel or many others can be
leaned upon or otherwise incentivized to pass on confidential
information. With the industrial world moving increasingly to
the connected, digital realms of smart factories and “Industrie
4.0”, new threats are appearing at other links in the chain: The
endpoints and lynchpins of connected industrial systems.

Hardening the Industrial Landscape with
Rockwell Automation
Rockwell Automation, the Fortune 500 listed maker of
industrial automation solutions, has turned to Wibu-Systems to
combat these new threats with robust protections in Rockwell
Software Studio 5000 Logix Designer. Its solution, License-Based
Protection, is based on the CodeMeter technology to encrypt and
decrypt the code to run on the systems with dedicated licenses,
that allow full control over which functions can be accessed
where, when, and by which users.

The process is simple, but robust: the source code of Rockwell
Software Studio 5000 Logix Designer is encrypted and protected
by separate licenses for separate features. Similarly, the code to be
executed on Rockwell’s PLCs Allen-Bradley-ControlLogix 5580,
CompactLogix 5380, and CompactLogix 5480 is encrypted.
The users are equipped with dedicated
master keys to create their very own
licenses according to the functions
they need, allow ing system
developers to work freely with
the specif ic modules they
have been entrusted with or
maintenance professionals to
test unencrypted functions,
monitor machine performance
data, or upload secure updates.
Time-based licenses can even set
specific expiry dates to restrict the
window of time even further in which the system has to let its
guard down. With full control over the licenses and encryption
keys, the system is sealed off against manipulation through the
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back door. On the shop floor, the user will experience these
new protections mostly in two of their specific expressions:
CmDongles and a dedicated Web Portal.

Built for Ease in the Real World
CmDongles are a specialized piece of secure hardware which
act as a physical token of authorized users. Different form factors
are supported, i.e. CmStick/M, CmStick/C, or CmCard/SD.
What they all have in common is their inclusion of an Infineon
smart card chip as the backbone of their encryption capabilities.
Symmetric and asymmetric AES (Advanced Encryption
Standard), RSA (Rivest-Shamir-Adleman), and ECC (Elliptic
Curve Cryptography) encryption are available, and Infineon has
secured its chip against side channel attacks to make the secure
hardware itself truly manipulation and tampering-proof. For
communication, CmStick/M and CmStick/C can be configured
as human interface devices (HID) to work even in environments
that need to ban regular USB for security reasons, as is common
in many industrial environments. CmCard/SD includes 4
GByte additional SLC flash memory on top of the regular 328
kByte provided by the smart card chip to store licenses and
entitlement rights of single or multiple vendors.
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In order to get the licenses they need onto their CmDongles,
the users of Rockwell Automation’s new solution use the
Web Portal as the front end of CodeMeter License Central
provided by Wibu-Systems. The portal manages and allocates
the licenses and entitlements for both the source code and
the actual operating code. When work needs to be done on a
specific machine, the portal can be used to assign the rights to a
developer or maintenance technician, with preset user profiles
available for different levels of protection, e.g. limiting access
to source code to authorized engineers or allowing access only
for a specific window of time. The web portal makes easy work
of coordinating these rights with full control over license types,
recipients, user profiles and other granular license information.

WHO CONTROLS THE CONTROLLERS?

With license-based protections, the makers
of automation solutions and the operators
of smart factories are stopping the constant stream
of manipulation, reverse engineering,
or hacking attacks in their tracks.

More Protection Pioneers
Rockwell Automation is not the only leading maker of
industrial automation solutions to avail themselves of the security
powerhouses made by Wibu-Systems and powered by Infineon’s
cryptocontrollers. The 14th version of Siemens’ Totally Integrated
Automation (TIA) Portal relies on CmDongles as safe repositories
of the passwords needed to access the highly confidential data
on the system. The versatile password management tool makes it
easy for passwords to be created and assigned offline or online, to
suit the security needs of the user. As the passwords never need
to leave the secure environment provided by the CmDongles,
their users can access the engineering projects and the data they
are entitled to, safe in the knowledge that their rights cannot be
compromised.
Other pioneers of industrial automation are also following
suit. B&R also opted for CodeMeter to secure their Automation
Studio development tools and the runtime of the automation
computers in the field; each unit is provided a CmStick that
protects the most valuable digital asset – the source code of B&R’s
automation technology – while also giving the user more freedom
with CodeMeter’s multi-vendor capabilities. The CmSticks are
not limited to carrying B&R’s own licenses, but also licenses from
other vendors to handle third-party components in the often
heterogeneous landscapes of modern connected factories.

With license-based protections, the makers of automation
solutions and the operators of smart factories are stopping the
constant stream of manipulation, reverse engineering, or hacking
attacks in their tracks. Not only are they ramping up the level
of protection at the essential core of automated industry; the
new licenses also give them and their users much more granular
control over the way their products and technology are used on
the ground – feature by feature and user by user.
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Powerful IT SECURITY for
the CAR OF THE FUTURE

The more electronics steer, accelerate and brake cars, the more
important it is to protect them against cyber attacks. That is why
15 partners from industry and academia will work together over
the next three years on new approaches to IT security in selfdriving cars. The joint project goes by the name Security For
Connected, Autonomous Cars (SecForCARs) and has funding of
€7.2 million from the German Federal Ministry of Education and
Research. Infineon is leading the project.
Vehicles already offer diverse communication interfaces and
more and more automated functions, such as distance and lanekeeping assist systems. At the same time, the automotive industry
is working on completely connected and automated models whose
electronics architecture will differ greatly from that of existing
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vehicles. It will have to record a lot more data and process it
reliably in a far shorter time. And it will be designed to directly
control all driving functions, which also increases security
requirements.
With its focus on self-driving cars, SecForCARs stands out
clearly from previous research initiatives relating to IT security
in automobiles. Connected cars have the potential to offer many
advantages in autonomous driving. For example, they improve
safety when they warn each other about road damage or black
ice. Yet the on-board electronics also need to be protected against
external attacks. To this end, the project partners aim to explore
and evaluate innovative mechanisms.

SecForCARs is looking at a wide range of questions: How can
connected and autonomous cars be developed so as to be more
secure? How can such vehicles be tested for security gaps? How
can car makers and technology partners ensure that gaps that
arise later are eliminated as quickly as possible?

the project. They include the University of Ulm, the Technical
Universities of Braunschweig and Munich, the Free University
of Berlin, the Karlsruhe University of Applied Sciences, and the
Fraunhofer Institutes AISEC and IEM. SecForCARs will run
until March 2021.

The project brings together experts from the fields of IT
security and autonomous driving. The car makers involved
are Volkswagen AG and AUDI AG. The supplier industry is
represented by Infineon Technologies AG and Robert Bosch
GmbH. ESCRYPT GmbH, Itemis AG, Mixed Mode GmbH and
SCHUTZWERK GmbH represent tool manufacturers and the
security industry. Selected research institutes and universities
ensure that the latest results from research are transferred to

9
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Thomas Rosteck
Division President Chip Card & Security
Infineon Technologies
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AN INTERVIEW WITH INFINEON’S THOMAS ROSTECK

An INTERVIEW
with Infineon’s
THOMAS ROSTECK
Thomas Rosteck joined Infineon Technologies AG back in 1998. Since 2017 he has been Division
President Chip Card & Security. What is less well know, is that Rosteck is one of the original
architects of The Silicon Trust, and as we run up to its twentieth anniversary next year, we thought
it would be interesting to hear his views on a variety of security-based topics; from hardware
versus software security solutions to open standard solutions, and from the Internet of Things to
regulations on the security market. Here’s what he had to say.

Hardware-based security in various verification and
secure solutions was very prevalent in the past ten years,
but now we seem to hear more about the importance of
software-based solutions. Is having a hardware-based
security solution still as important as it once was? Has it
been succeeded by software based security solutions?
Security involves more than just software or just hardware.
Our experience in security of more than 30 years tells us that
we need a system approach for security which involves all
the necessary elements – hardware and software included.
Hardware based security provides the critical element of root
of trust, which is missing in software-only security solutions.
Actually, we are experiencing a greater demand for hardwarebased security as a software-only approach is not enough in
many applications to ensure the right level of security required
in the system. The recent security attacks – be it hacks, data
breaches or identity thefts, the industries and customers are

more and more aware of the aspect of hardware-based security.
Additionally, the customers are aware of benefits beyond
just better security: hardware-based security provides key
advantages like time-to-market, scalability and even cost and
logistical benefits over a software-only security solution. With
this, the importance of hardware-based security is on the rise.

How can both hardware and software-based security
co-exist to form a successful system defence?
Security requires a system approach. Hardware and software
go hand in hand in making a system secure. Therefore, the
co-existence of these two elements of a system approach to
security is necessary. However, separating critical information
or secrets like keys from the main processing environment and
storing and executing them in a secure trust anchor eliminates a
lot of potential attack paths.
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Information is useful only when it is utilized.
Information has to flow across the ecosystem in a manner that
is readily usable, in a manner that is universally agreed with
and understood.

The market for hardware-based security has changed over
the past decade thanks to the Internet of Things. What is
the role of Infineon in this new area and what products
and solutions are being developed to address the security
of this growing market?
Infineon has been in the field of securing connected devices
long before it was called IoT - helping to safely authenticate,
store secrets and safeguard the integrity of the devices.
However, now as connectivity is also reaching devices that have
not been connected before, the number of applications and
customers in the field of IoT is rising. The main challenge for the
manufacturer of an IoT device, is that they usually have limited
knowledge about security and they cannot invest in research
of attacks and potential countermeasures, thereby protecting
devices for 3 to 10 years or more, depending on the device
type. Therefore, the customers in the area of IoT need easy-tointegrate, ready-to-implement security solutions. Here we can
help, as we put the experience of 30 years in security and the
research on new security concepts into our chips and provide
them to our customers as the basis for their IoT solutions. With
our products like OPTIGA Trust™ or OPTIGA TPM™, we offer
just that: a complete, easy-to-implement security solution
tailored to address the needs of specific markets of IoT.

The role of standardization remains a critical element
for the ID and security industry. Why is it so important
to continue to pursue standardisation within the ID and
security industry?
Standardization offers a couple of major benefits although
the word “standard” many not sound very appealing as a start.
Standards help critical elements of any system addressed
well enough, so that the system delivers a minimum level
of performance that is promised to a customer or end user.
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Standards are especially critical now in the connected world
– be it about authenticity, confidentiality or integrity of
data, personal identities or systems. The other advantage of
standards, which is often overlooked, is the advantage of timeto-market. Standards offer a consistent base of requirements
that are to be met before a product hits the shelves. This helps
a manufacturer provide the framework to play and hit market
sweet spots by concentrating on other aspects of differentiation
or features. Therefore, standards are and will remain important
for the connected world.

FIDO and CIPURSE are open standard solutions. What are
Infineon’s long term plans in these specific areas and what
are Infineon’s plans for pursuing open source solutions in
the future?
At Infineon, we are committed to open standards like FIDO
or CIPURSE, but also the Trusted Computing Group, as we
are aware of the benefits of these in protecting the interests
of fair market competition – be it about the choices that end
consumers have got to choose from or the level playing ground
that manufacturers compete with each other. We will continue
along this path and work actively to allow for more choices for
all market players and end users.

New market segments (such as IoT) will require a lot of
cross fertilization of information and communication
between different actors in the security value chain
who are offering solutions to these new segments. How
important is it to have a formalized structure (such as the
Silicon Trust) to help facilitate this?
Information is useful only when it is utilized. Information has
to flow across the ecosystem in a manner that is readily usable,

De La Rue is a leading provider of
sophisticated products, services
and solutions that help keep the
world’s nations, economies and
populations secure.
At De La Rue, we provide governments and commercial
organisations with the products and services that enable
countries to trade, companies to sell, economies to
grow and people to move securely around an ever-more
connected world. With a 200 year heritage, we work to
the highest ethical standards and stand firm in the fight
against counterfeit and fraud.
www.delarue.com
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in a manner that is universally agreed with and understood.
Organizations like Silicon Trust do just that – upholding the
interest of an industry and not pushing the particular agenda
of an entity or company. Therefore, the act of facilitation and
constructive, agenda-oriented dialog that these organizations
allow for, are so important for the new markets and the related
market players.

What would be the impact of regulations on the security
market?
Regulations can be helpful and regulations can be restrictive.
The fine line between these two extremes is what any regulation
needs to balance. This is true for all markets and the security
market is no exception here. As security is a critical topic with an
impact beyond the single device which can be used as an attack
path, regulations can help to set the appropriate level of security
that you need for a given infrastructure. In this case, regulations
also help to safeguard investments as the requirements are set. I
would expect regulations in the security market to be providing
a good base for protecting consumer interests. The regulations
need to be compatible across countries and regions of the world,
as well as security products are being used internationally and
therefore as interoperable as possible. Regulations therefore
should help to foster security.
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What do you see as future developments within hardware
for the ID and Security market?
For me it has two major aspects: First, security is a race. We
always need to stay ahead of attackers and their capabilities.
Therefore, a lot of research needs to be invested as the threats
are increasing. Secondly, we have to deliver this level of security
in an easy-to-integrate form factor to our customers who do
not have security as a core competence, but can build on the
delivered security components for their own solution. From
my point of view, security will be an important differentiation
factor for all connected devices in the future – at least a negative
one if you have not done it right!.

We create your
eID Solution
HSM

Personalization

Smart Card
Middleware

Java Card
Applications

Public Key
Infrastructure
Inspection
System

Flexible eID solutions for
enterprise and government
www.cryptovision.com
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“Integrity Guard”
– PROVEN security for
the NEXT DECADE

By Steve Atkins, Program Director, The Silicon Trust

A security chip must be able to store security-critical data – for example keys,
personal data or biometric information – and be able to protect the system in
a wide range of totally different application fields. Until now, companies have
focused on protecting on-chip data from criminal attack by concealing it. Sensors
have been used to recognize such attacks and to protect sensitive data from
consequent manipulation. However these methods no longer meet the very high
security requirements that exist today.

Back in 2008, to protect data more effectively, Infineon
developed a completely new approach to security with “Integrity
Guard”. This now proven technology is based on digital security
and displays two revolutionary innovations. Infineon engineers
have succeeded in creating a security technology that not only
encrypts the data on the security controller but can also process
the data while it is encrypted. Even if malicious attackers
“eavesdrop” on the data signals, they only receive encrypted,
and therefore incomprehensible, information.
“Integrity Guard” is a security technology that has been
inspired by the information storage and information processing
of a living cell; the actual inspiration for the concept was the
double helix of a human cell. The idea behind it is simple enough
- every biological cell is comparable to a “secure computer” that
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must safely store and process genetic information.
The technical realization of this innovation equips controllers
with robust digital mechanisms to protect secure data and to
monitor security conditions. Utilizing the “Integrity Guard”,
the controller reacts autonomously on security threats. At the
core of this self-checking design is a double CPU that performs
a continuous self-check of all operations. This self-checking
actually results in ‘integrity protection’ – hence the name
“Integrity Guard”.
Another key element of “Integrity Guard” is the comprehensive
encryption over the whole data path, leaving no plaintext on the
chip.

“Integrity Guard” encr yption goes much further than
conventional concepts and for the first time in chip card history,
even calculates with encrypted numbers in the CPU itself.
In addition to the complete encryption of the entire data
path (CPUs, memories, caches and buses), these high security
controllers have two CPUs and a refined error-detection system.
The two units continually monitor each other, and should a unit
detect that an operation has not been properly executed due to a
criminal attack, it initiates the corresponding countermeasures.
In this case, the chip immediately stops the ongoing processes
and triggers an alarm. This makes it possible to ward off the
most varied kinds of attacks.

New Digital Security features
Thanks to the totally new scope of their digital security
features, controllers with “Integrity Guard” meet very high
security requirements. Their robust design overcomes the
disadvantages of analog security technologies. Full on-chip
encryption, including encrypted calculation in the CPU itself
and full error-detection capabilities over the complete core
architecture, provides the basis for the efficient protection of
sensitive data against external attacks.

Full Error detection
“Integrity Guard” security chips are the first of their kind to be
equipped with a full error detection capability for the complete
data path. A dual CPU approach allows error detection even while
processing – the CPUs constantly check each other to establish
whether the other unit is functioning correctly. Relevant attack
scenarios can be detected, whereas things that would not lead to
an error are more or less ignored. Thus the risk of false alarms – a
significant disadvantage in conventional solution concepts – is
significantly reduced. The approach includes error detection and
correction throughout the entire system.

Total encryption
The security controllers with Infineon’s “Integrity Guard” are
equipped with full encryption over the complete CPU core and
the memories – meaning no more plain data is left on the chip.
It is the first time ever in commercial security controllers that
the two CPUs have utilized fully hardware-encrypted calculation,
and with different dynamic secret keys. This process is only
possible because Infineon, which allows the integration of real
encrypted operations, has implemented the CPUs from scratch.
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Signal protection

aim at finding secret keys in the very heart of a chip – the CPU.
Unencrypted CPUs make access to sensitive data easier; they can
be analyzed by an attacker using today’s state-of-the-art methods,
such as optical emission analysis or electromagnetic emanation
attacks. It has been shown that conventional, scenario-specific
countermeasures not only drive the cost spiral upwards, and
lead to tedious security updates, but also no longer serve the
requirements of applications with a high security demand.

In signal protection, the main objective is to reduce to the
minimum the attractiveness of the signals for the attacker.
This is done by means of full encryption. Attackers can neither
manipulate nor eavesdrop on encrypted signals. Nevertheless, in
every chip there are signals that are more important than others,
so an Infineon-specific shielding, combined with secure wiring,
has been developed. With this method, first all the signals are
classified according to their value for the attacker. In a second
step, during the design of the chip, the more interesting signals
are automatically routed under less valuable lines. Subsequently,
an intelligent shielding algorithm finishes the upper layers,
completing the so-called I2-shield (Intelligent Implicit shield).

“Integrity Guard” offers a multitude of important advantages,
which fully pay off in the development of secure products.

Towards durable security

Customer-friendly security

For the challenges on the path toward durable and lasting
security, a professional approach is necessary in order to evaluate
the future of attacks and suitable countermeasures. When
developing new product families, the planned and anticipated
lifetime needs to be kept in mind. As is the case for electronic
passport chips, there is often a span of ten to fifteen years
between the design and end of the product’s lifetime in the field.

Today, providing top-level security often means investing
great effort and high costs – not only for the chip manufacturer,
but also for the Operating System and application SW developers.
Adding security often decreases f lexibility in conventional
applications or is even decreasing the performance. In Infineon’s
security controllers with “Integrity Guard” technology, almost all
security features are automated. Infineon theorizes that because
of this self-checking (automated) feature there is approximately
30% less development time taken due to less coding requirements.
Once again reducing total cost of ownership.

Infineon’s own security laboratories therefore focus on
researching what will appear next in terms of known or even
completely new attack scenarios. Localized attack methods
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The advantages of “Integrity Guard”

“INTEGRITY GUARD” – PROVEN SECURITY FOR THE NEXT DECADE

Designing with Integrity Guard for a secure solution
reduces total cost of ownership through R&D efficiency for
application development and so ensuring a shorter time to
market for end customer products.

“Customer-friendly security” means that security features are
easy to use and ensure confidence along the entire value chain –
from chip manufacturer and chip card manufacturer to system
integrators and the customer. This customer-friendly security
results in significantly lower overall costs over the product life cycle.
Designing with “Integrity Guard” for a secure solution reduces
total cost of ownership through R&D efficiency for application
development and so ensuring a shorter time to market for end
customer products. Its open architecture will also accommodate
future hardware extensions leaving room for expansion of
products and their product life spans.
Thanks to their robust design, security chips with “Integrity
Guard” technology can also be used in difficult and demanding
environments. Their digital features neither have to be adjusted
nor calibrated, which makes the chips even more resistant.
Conditions that do not directly harm the chip itself will therefore
not affect its correct functioning.

Mathematically modelled security
Error-detection codes and digital security features can be
mathematically modelled. This facilitates the security evaluation
and certification both internally and when performed by third
parties.

Self-checking security
Security chips with “Integrity Guard” have self-controlling
security mechanisms. The most important element is the
comprehensive digital error detection over the complete core
architecture, including memories, buses, caches, and the dual
CPU.

Attack-repellent
The design of the security chips alone impedes attacks. Full
encryption is used for CPU, memories, and buses, covering all
stored, processed, and transferred data. These mechanisms are
automated and facilitate the software implementation and use.

Accreditation and testing
“Integrity Guard” security technology has been evaluated by
the accredited and internationally recognized TÜViT testing and
certification authority.
The Federal Office for Information Security (BSI) confirmed
the high security of Infineon's “Integrity Guard”-based security
chips according to "Common Criteria", the internationally
recognized standard for the rigorous assessment and certification
of security chips. Furthermore, the security controller meets
the security requirements for payment cards from EMVCo
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“INTEGRITY GUARD” – PROVEN SECURITY FOR THE NEXT DECADE

Integrity Guard” is one of the world’s most advanced
technologies for delivering a particularly high level of long- lasting
protection for the data on chip cards.

(Europay, Mastercard, Visa). More than 20 Common Criteria
EAL 6+ Certificates, maintenance certificates or reassessments
for security controllers based on “Integrity Guard” have been
achieved

“Integrity Guard” in end applications
Infineon's security technology was developed for applications
that require particularly high-level data security and resilience
for a particularly long term of life. Important application fields for
security controllers with “Integrity Guard” include governmental
identification documents, as well as banking and credit cards.
In these fields “Integrity Guard” already today sets the
technological standard for chip-based security.
Security controllers are also used increasingly in numerous
networked systems such as computers, IT infrastructures, and
industrial control systems, as well as critical infrastructure
systems such as smart grids – where “Integrity Guard” provides
the basis for overall system security.
In Germany, “Integrity Guard”-based security chips are,
for example, used in the electronic identity and healthcare
cards, as well as for contactless payment applications like
the German Bank ing Industr y Commit tee’s (Deutsche
Kreditwirtschaft) “girocard kontaktlos” project. This project
is currently one of Europe’s biggest contactless EMV payment
projects.
“Integrity Guard” is one of the world’s most advanced
technologies for delivering a particularly high level of longlasting protection for the data on chip cards. Examples of the
data involved in the German eHealth card with six-year validity
are the insured person’s name, date of birth, gender and address,
as well as insurance number and insurance status. As with all
“Integrity Guard”-based security microcontrollers, the data on
the eHealth card is not only stored in encrypted form but also
processed in encrypted form.

The inclusion of secure controllers using “Integrity Guard”
means that the eHealth card is already equipped for additional
applications that further raise the quality of patient care and
the efficiency of treatment. With the insurance holder’s consent,
additional personal data can be stored on the card, such as
emergency data, essential medication, allergies, drug intolerance
or indication of pregnancy.
Infineon has been supplying “Integrity Guard” technology
within their family of SLE 78 security microcontrollers for the
German eHealth card since 2011 and continues to supply the
majority of German eHealth microcontrollers.
Infineon is the only semiconductor manufacture to supply
chips to ten of the currently eleven national health card projects
in Europe. Apart from German e-health cards, Infineon’s chips
are also to be found in the e-health cards of Austria, Belgium,
Great Britain (without Ireland), Italy, Poland, Portugal, Slovenia,
Spain and Switzerland. Infineon is the global market leader in
security chips for e-health cards with a 60% market share.
The security technology “Integrity Guard” deployed in the
eHealth card has received multiple technological innovation
awards. It won the German Industry’s Innovation Award 2010
and the security industry’s “Sesame Award” 2008 and was
nominated for the “Deutscher Zukunftspreis 2012” – the German
Federal President’s Award for Innovation and Technology.
“Integrity Guard” puts forward indispensable hardware
security features that cannot be implemented effectively in
software and gives software providers an efficient environment
for truly secure, performance and feature rich applications.
Infineon will have sold more than 1.500.000.000 Mio pieces
of “Integrity Guard” products by the end of March 2018.
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Customers WORLDWIDE
rely on MELZER's
customised, high-quality
production EQUIPMENT
‘Made in GERMANY’.
By Dirk Melzer, Melzer maschinenbau

High-end machines and production technology for operational excellence

Using the powerful ‘Made in Germany’ brand, MELZER
maschinenbau, for more than 60 years, has been successfully
producing customised machines and production equipment,
including processing systems for smart products such as smart
labels, plastic cards, e-Government solutions, and special products
and labels, as well as ID cards, contactless cards, and RFID
inlays. Users benefit from patented machine technology, modular
processing systems, and pre-selection for the optimisation of
production processes.

High quality production equipment that
functions for decades
Customers around the world rely on individual solutions in
combination with the unique modular design that produces
high-quality products for the pharmaceutical, automotive,
telecommunication, microelectronic, public transport, and printing
industry. MELZER offer high quality support, and a steady
availability of spare parts for the entire life cycle of the machine –
regardless how long the machines are in production.

International success with customised solutions
Being a third generation family business, MELZER develops
individual production solutions together with their customers.
Every machine for the production of ID documents, smart tickets,
smart labels, and RFID technology is customised and exclusively
'Made in Germany'.
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The MELZER specialists produce everything in-house:
mechanical parts, control cabinets and software. MELZER is
especially successful internationally with its innovative solutions.
Long-term sales partners guarantee fast and reliable local
service, and ensure a continuously increasing number of satisfied
customers; for example in Asia, many RFID apparel tags for the
textile industry are produced with MELZER machines. Quality
consciousness is growing in China, where price had been the
primary concern until now. The label 'Made in Germany' is still
reputable, and the machines are considered reliable, durable and
economically advantageous.

Patented machine technology and pre-selection
optimise production processes
MELZER uses a patented transponder selection before
applying the transponder to the substrate. In mere fractions of
a second, a defective transponder is being removed from the
production process and replaced by a working transponder
immediately. The method does not only save time and materials
– it also ensures continuous product reliability. Luggage tags
or endless badges, where subsequent replacement of defective
products is not possible, are processed fully automated on just
one machine.
MELZER developed a pioneering solution for RFID chip
pre-selection. Chips are separated and tested individually,
allowing the rejection of faulty units. This automatic selection
process is patented, creating a USP that saves customers money.

CUSTOMERS WORLDWIDE RELY ON MELZER'S CUSTOMISED, HIGH-QUALITY PRODUCTION EQUIPMENT 'MADE IN GERMANY'

Chips are steadily becoming more reliable, but the error rates
are not yet low enough to produce without a preliminary control.
Once processed, chips cannot be removed or replaced. If a
manufacturer opts against pre-selection, they will have to throw
away a certain percentage of the final product.

High-end and fully automated production line for ID document

Leading machine manufacturer for secure ID
documents

The modular design of the SL-600 enables customisation as well as the future
integration of new modules and functions. With a maximum of 60,000 products per
hour, the Melzer MELZER SL-600 manufactures high-quality products through the
worldwide patented in-line selection technology.

High volumes of up to 60,000 labels per hour
MEL ZER of fers high-end customised machines and
production equipment for RFID inlays, smart labels, ID cards,
e-Government solutions, and many more applications. Customers
can select from different machine options:
• The SL-1 with up to 7,000 labels per hour is well suited as
an entry-level model, offering high flexibility at low investment costs, as well as the patented selection system.
• With up to 10,000 RFID labels per hour, the SL-100 is the
1-track solution.
• The multi-lane version SL-400 is well suited for the
ecomonic production of large volumes of up to 40,000
RFID labels per hour. Both systems are also available as
the ticket versions ST-100 and ST-400, respectively, for the
production of RFID tickets or other non- adhesive products.
The combination of label and ticket production is also available as single and multi-lane versions.
• With a maximum of 60,000 labels per hour, the MELZER
SL-600 manufactures high-quality products. The SL-600
also offers production options for miniaturized transponders. The parallel processing of six transponder tracks
creates a high production output.

The company has turned into the leading machine manufacturer
for ID and passport datapage production equipment. Production of
modern credentials poses unique challenges. It includes security
features such as RFID transponders, polycarbonate material,
DOVIDs, transparent windows, any kind of security threads, and
numerous others. These features have to be integrated into the
fully automated production process – reliably, in a forgery-proof
manner, and very precisely. There is a sizeable need for secure
documents in order to reduce the risk of misuse and forgery. In the
last ten years, the standard for secure documents has risen, and it
will continue to rise. Countries all over the world wish to produce
their own document instead of relying on foreign governments
or companies. The MELZER modular platform enables clients
to continue using this solution when they need to integrate a new
security feature. The material cost of a modern biometric passport
is several Euros. The reject rate is around one percent, compared
to two-digit reject rates for other manufacturing processes. This
means a quick ROI for the document manufacturer.

Also based on the modular system, Melzer offers the M4 line for inlay production either
ID-1 or ID-3 including cover lamination based on etched, wire or printed antenna types.
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Lamination Technology for
ID Documents with Security Features

Highest automation level for maximum
accuracy, security and yield rates
Shortest lamination times
Minimum demand of operators,
floor space and energy
Inline efficiency and flexibility

Patented Positioning System

MLI/CLI Lenses

Micro Lettering

Inlaying and raised Structures

Braille Lettering

Latent Image

INNOVATIVE MACHINERY SOLUTIONS SINCE 1956

Please visit us at: SDW · London, United Kingdom · Booth L 27 | 14 th ICAO TRIP
Symposium and Exhibition · Montreal, Canada | TRUSTECH · Cannes, France
more
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www.melzergmbh.com

INFINEON EXPANDS MOBILE-SECURITY PORTFOLIO WITH THE WORLD'S FASTEST SOLUTION

INFINEON expands
MOBILE-SECURITY
portfolio with the WORLD'S
FASTEST solution
Infineon Technologies AG is to expand its portfolio of mobile
security solutions. The embedded Secure Element (eSE) product
family now includes an entire system with Operating System
(OS), applications and NFC modem wrapped up in one.
The Infineon solution demonstrates an accelerated transaction
time, representing a significant breakthrough in mobile payment
applications. It supports a full range of applications, such as
identification, payment, ticketing and embedded SIMs (eSIM).
“At Infineon, we think about systems as awhole, not just
individual products,” said Thomas Rosteck, Division President
Chip Card & Security at Infineon Technologies. “With our
hardware-based solutions, we establish a strong foundation
for reliable and secured cellular connectivity and mobile
applications. Infineon has once again demonstrated technology
leadership and its ability to apply engineering excellence to
mobile applications.”

High performance solution by Infineon
increases customer satisfaction
Consumers in densely populated areas desire faster
transaction speeds and greater convenience. Thus, payments
through contactless-card and touch-and-go mobile technology
have been on the rise. This trend has especially left its mark on
retailers and public transportation.

convenient. As a consequence, consumers can get from point A to
B with nothing more than a quick tap of their mobile phone – a
luxury most who commute during rush hour know to appreciate.

More room for designers to think outside the box
The Infineon solution includes both the fastest security
controller and provides a very high NFC performance which
allows device manufacturers to realize smaller designs, leaving
more room for designers to think outside the box. This makes
things simpler and cheaper for manufacturers. Consumers
benefit from optimized solutions.

Across the globe, transport operators strive to implement
standardized contactless ticketing solutions that not only
reduce overall costs, but also make commuters’ daily lives more
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Alternative
FINANCING models
for eID PROJECTS
By Klaus Schmeh, cryptovision GmbH

As long as the consumer has no real concept of the worth
of his or her private data, there is no willingness to pay for its
protection. For operators of national ID schemes, it bears the
question whether there is a solution to both, adding value to an
identity scheme and sharing the investment. On the one hand,
this means that an ID operator needs to provide attractive
applications to the card holder, like an electronic payment
functionality, access to e-government services, or secure online
voting. On the other hand, consumers need to understand that
secure identification with an eID card has a tangible value that is
far superior to free social media logins. In the end, eID scheme
operators can profit, as well as card holders and application
providers – a win-win-win situation.

For governments
and operators of national ID scheme,
this bears the question whether
there is a solution to both, adding
value to an identity schemes and
sharing the investment.
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Wanted: Digital identities
In terms of promoting the role of personal identity data, there is
a lot happening right now: the latest European Data Protection
and ePrivacy regulations, eIDAS as well as international Know
your Costumer (KYC) regulations in the payment sector are so
stringent, that both consumers and businesses are finally forced
to recognize the importance and commercial value of personal
data.
This presents a real opportunity to the providers of eID schemes,
to not only safeguard its citizens’ data, but to add real value by
adding applications, such as voter registration, driving licences
and vehicle registration, health insurance, social security and
payment functionalities.
Leveraging the electronic features of an eID card can enable
unique economic models. What makes the eID card so
desirable for third parties? Banks and insurances, for example,
can add KYC and fraud reduction apps. Payment providers can
use the standardized card format to add credit card and other
payment applications. Health organizations have different
pain points that can be solved, such as the authorization of
access to personal health data. Online services can use eID
tokens as a means to strongly authenticate users and verify
their identity.

ALTERNATIVE FINANCING MODELS FOR EID PROJECTS

Adding applications of ten means inv iting other ser v ice
providers to join the scheme. Technically, this has been
deployed by cryptovision successfully in various ways, without
compromising security: modern eID tokens contain chip
systems so sophisticated that multiple applications can be
added without risking security implications or data crossover.

eID and KYC
Know your customer (KYC) policies are becoming increasingly
important to prevent identity theft, financial fraud, money
laundering and terrorist financing. At the same time, at the
core of customer conversion is a fast, seamless and secure
onboarding process. Identifying customers and verifying their
identity has become a pain point for financial institutions,
insurers and other regulated companies.
Cryptovision’s eID solutions solve this problem and create
revenue f low by enabling third parties, such as banks, to
securely purchase authorization certificates in order to get
secured access to the ID data stored on the eID card, to run
their KYC use cases.

Case Study Ghana
Ghana’s new multi-functional eID (Ghana Card) can be used as
a reliable verification step in a KYC process. The cardholder’s
identity data, which as securely verified when applying for
the card and includes attributes, such as name, address and
biometrics, can be retrieved to pre-fill applications online and
off line when opening, for example, a bank account.

eID and Payment
As a different refinancing concept, an eID authority can pool
resources with credit card companies and other payment
suppliers, by a payment function in the ID card. Combining an
eID card with a payment card provides interesting applications,
like granting discounts based on information stored on the
card. This model is promising because it presents a win-win
scenario: adding relevant applications to the card increases
its value to the user. It is also more convenient to only have
to go through the verification process once, as payment
and government application share similar strict guidelines.
Cryptovision offers the only common criteria evaluated multiapplication platform in co-existence with an EMV certified
banking platform.

Case Study Nigeria
The eID card forms a key component of the Nigerian Identity
Management System, deployed by NIMC as part of its mandate
to create, maintain and operate the country’s first central
National Identity Database and provide proof of identity to
Nigerians 16 years and older.
In the first phase, the Nigerian eID is used for three applications:
as a proof of identity, for digital payment (based on the EMV
standard), and for digital signature with biometrics. The
Nigerian eID is the first national project in the world that
combines eID functionality with a payment system, providing
millions of Nigerians – the majority of whom have never had
access to a banking product – with the security, convenience
and reliability of electronic payments.

Being able to use the eID card will provide a secure platform to
speed up account opening, onboarding for new products and
services and reduce processing cost for banks and financial
service providers.

Joining forces – and sharing cost
The value of peoples’ identities needs protecting and joining
forces can be a very smart way to do so. In the best case, it adds
both, functionality to the system and much needed funding to the
operator. The citizen profits from this especially if it makes the ID
card less expensive to purchase.
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th
July 4th – 5 2018
Gelsenkirchen,
Wissenschaftspark
Germany

eID and IT Security Conference

Mindshare 2018
Presentations on Government ID and Enterprise IT
meet
experts
share knowledge • enjoy keynotes
Engage
with• experts

Exhibition on eID
Legendary Cryptonite Party
Free admission

MEET THE EXPERTS

PRESENTATIONS

EXHIBITION SPACES

Mindshare 2017 had over 200 delegates from 16 countries. The special mix of customers, partners, vendors and families makes the Mindshare experience truly unique.

more details: www.cryptovision.com/mindshare

INFINEON EQUIPS JUNIPER NETWORKS WITH HARDWARE-BASED SECURITY

INFINEON equips
Juniper Networks with
HARDWARE-BASED
SECURITY
Routers and other network equipment face increasingly
sophisticated threats. Successful attackers can gain access to
critical systems, modify network configurations and access
customer data. That’s why Juniper Networks, an industry leader
in automated, scalable and secure networks, has invested in
enhanced security by adding hardware-based security solutions
to its already robust secure networking portfolio.
Juniper is using Infineon’s OPTIGA™ Trusted Platform
Module (TPM) in their routers, firewalls and other products.
"Network equipment is the backbone of our modern society and
must be well protected," said Thomas Rosteck, Division President
Chip Card & Security at Infineon. "Strong security needs reliable
hardware-based solutions as a solid foundation."

Juniper Networks is paving a new way in the
network industry
By further fortifying its products with hardware-based
security solutions, Juniper sets a new benchmark in the
networking industry to help customers secure their networks,
providing optimized protection against physical and logical
attacks. Juniper’s customers can now protect their network
routers and security gateways throughout their branches.

To further enhance protection and address customer needs,
Juniper has integrated strong hardware-based security into its
routers. Using an onboard OPTIGA™ TPM, the Juniper SRX300
series of routers now securely stores a hash of the authorized
configuration and compares it to a new configuration hash created
when the device reboots. Thus, the OPTIGA TPM protects the
router from rebooting with a manipulated configuration.
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What’s happening in the
WORLD of IT-SECURITY
right now?
By Admir Abdurahmanovic, Co-founder and VP Business Development PrimeKey

Insights from RSA Conference & ICMC.

The RSA Conference appeared to lose some relevance a
few years ago but has since resurrected itself as an important
IT security conference and exhibition. If you are a security
practitioner, this event is once again a must-go, just to see the
expo. The expo part of RSA conference is what a Comic Con is
for science fiction fans, or Eurovision is for schlager devotees. At
the expo floor, you see what is relevant and what wants to become
relevant in IT-security.
This year, there were many vendors in “hot areas”, such as
DevOps +Sec, securing containers and microservices, utilization
of Machine Learning and AI to prevent intrusions, Endpoint
protection detection and response. As usual, Clouds were
present – as well as everything else. This year, we did not hear
any new prevalent buzzwords though, most likely since Spectre &
Meltdown occupied many minds.
One nice thing we would single out is FIDO (Fast Identity
Online) evolving towards covering all types of user scenarios
with FIDO2 standards. In a nutshell, FIDO was created to
provide strong user authentication based on open standards
using public key cryptography. FIDO alliance is working in
collaboration with World Wide Web Consortium to provide a new
standard for Web Authentication. The ambition here is to enable
all browsers with standardized JavaScript API, and it seems that
all browsers and platforms are involved. Finally, we may have a
strong authentication from any device!
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For PrimeKey, this year’s RSA Expo was our best yet, both in
number of “leads” and in what we achieved. Besides our flagships,
EJBCA Enterprise and PKI Appliance, the team showed our
new EJBCA on AWS. We are very excited about interest shown.
Additionally, great news for us was how much interest was shown
in our SignServer – this year we saw a dramatic increase in
questions about code signing. Some software vendors discover
code signing only as a problem when the code signing keys
get stolen. This is where SignServer helps to do code signing
efficiently, controlled and in a centralized manner. Also available
on Appliance!
A less known but quite interesting event is the International
Cryptographic Module Conference (ICMC), held this year in
Ottawa, May 8-11. Initially, the conference was covering FIPS
and Common Criteria certification processes and best practices
on how to (successfully) validate a product. In only 5 years, the
ICMC conference has grown to cover several adjacent areas of
cryptographic modules – for instance, advances in quantum
safe computing. As usual, Clouds were present, and we will
reflect on this shortly. For a first-time visitor, we recommend the
Workshops during the day before the conference starts.
There is a good representation of open source related topics at
ICMC – from Linux kernel to OpenSLL and LibreSLL libraries.
We are very happy to have helped bring open source to a dedicated
track – so much of industry and governments relies on security
of open source projects, and we all owe great respect to engineers

WHAT’S HAPPENING IN THE WORLD OF IT-SECURITY RIGHT NOW?

around the world that make contributions and create open source
software. Looking at Linux and “bug lifetime”, the average time
between introduction and fix is about five years. Once a bug is
identified, the fix comes within weeks. If the five years scares
you, it should be noted that for proprietary/closed software, this
number is unknown and should be expected to be longer than
that. As for the fixes, well, politely put – “it depends”.
Two more themes caught our attention – the first one concerns
advances in Trusted Execution Environments. Intel and ARM
have addressed this area and today enable cryptographic modules
or entire applications be executed in a protected area on a chip
through SGX and Trustzone respectively. At PrimeKey, however,
we are bit more cautious – at the very minimum, several years
will pass before we will consider these technologies as mature.
Furthermore, it is unclear if a chip vendor can, for whatever
reasons, “turn off” some security provisions.
Consider Spectre and Meltdown; a CTO for a prominent
company recently remarked to us that IC’s have become so
complex no human being is able to have insight into all relevant
areas to be completely sure that the delivered technology is safe
and secure. From our point of view, we would add that some
regulations (for instance the CloudAct) raise concerns for some of
our customers. With this in mind, we think that PrimeKey’s new
product – Secure Execution Environment – is the right choice for
many organizations.

It was interesting to see how (some) Americans and
Canadians see the EU Cybersecurity Act. It appears that there
is a small degree of misunderstanding and surprise that the
EU have delivered two major pieces of legislation that impacts
our industry – GDPR (well, it impacts everybody) and the EU
Cybersecurity Act. We at PrimeKey are agnostic to politics and
always respect local regulations, even though we prefer global
and open standards. We could not avoid reminding ourselves
that FIPS 140-2 has not yet seen its successor and is many years
overdue (a standard from USA/Canada that de-facto governs
HSM field world-wide).
This year at ICMC, as PrimeKey we shared our experience with
the Common Criteria evaluation of EJBCA, that - as you probably
know - is an open source PKI developed and maintained by us.
We also shared our experiences with HSM technologies from the
perspective of advanced “users”. In the last 15 years PrimeKey has
been deploying PKI and in each of our PKI Appliance products,
there is a built in HSM. Hence, our engineers know very well both
what the HSM can deliver and what the customers expect. The
last two are not always the same.
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SILICON TRUST
DIRECTORY 2018

THE SILICON TRUST

ADVISORY BOARD

THE INDUSTRY’S PREMIER SILICON BASED
SECURITY PARTNER PROGRAM

The Silicon Trust Advisory Board supports the Executive Council
in defining the direction of the program in terms of public policy
and scientific relevance.

The Silicon Trust is a well-established marketing program for
smart card solutions with high visibility in the worldwide government and identification (ID) markets. With over 30 companies
along the value chain, the Silicon Trust forms a strong community
of like-minded companies.
THE SILICON TRUST PROGRAM FOCUSES
PRIMARILY ON:
– Educating government decision makers about technical possibilities of ID systems and solutions
– Development and implementation of marketing material and
educational events
– Bringing together leading players from the public and private
sectors with industry and government decision makers
– Identifying the latest ID projects, programs and technical trends

EXECUTIVE COUNCIL
The Executive Council has been the steering committee of the
Silicon Trust since 2008. It drives the Silicon Trust by defining
the topics and directions of the program’s publications, workshops and meetings.

INFINEON TECHNOLOGIES
Infineon Technologies AG is a world leader in
semiconductors. Infineon offers products and
system solutions addressing three central challenges to modern society: energy efficiency, mobility, and security.
In the 2016 fiscal year (ending September 30), the company reported sales of Euro 6,5 billion with about 36,000 employees
worldwide. Infineon is the world’s leading vendor of secure chip card
ICs used for passports, ID cards, payment cards, mobile subscriber
authentication (SIM cards), access cards and trusted-computing
solutions as well as being a technology driver in the hardwarebased security field.
www.infineon.com
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BSI
Bundesamt für Sicherheit in der Informationstechnik – The German Federal Office
for Information Security (BSI) is an independent and neutral authority for IT security. It has been established in 1991 as a high level federal public
agency within the area of responsibility of the Ministry of the Interior. The BSI’s ultimate ambition is the protection of information
and communication.
Especially in the area of smart card technology, BSI is responsible
for the design and definition of secure solution requirements for
governmental identification documents. The German ePassport
has been introduced in 2005, the second ePassport generation
followed 2007, and starting in 2010 the all-new German eID card
has opened a new trustworthy approach to Internet authentication
for all German citizens. Security of all these documents is based on
BSI specifications, developed in close collaboration with European/
international standardization bodies and leading industry partners.
www.bsi.bund.de

FRAUNHOFER AISEC
Fraunhofer AISEC supports firms from all
industries and service sectors in securing
their systems, infrastructures, products and
offerings. The institution develops qualitatively high-value security technologies, which increase the reliability, trustworthiness
and tamper-resistance of IT-based systems and products. The
approximately 80 members of the Fraunhofer AISEC scientific and
technical staff balance economic needs, user-friendliness, and
security requirements to develop optimally tailored concepts and
solutions.
The security test labs are equipped with state-of-the-art equipment, and highly qualified security experts evaluate and analyze
the security of products and hardware components as well as software products and applications. In our laboratories, functionality,
interoperability and compliance are tested to give clients targeted,

“

This is an event that is needed on the
calendar for parties interested in, or
working with crypto.
- Evaluation from attendee 2017

PrimeKey Tech Days
PKI, Crypto, IoT, Cloud, Open Source
...and more!

What: PrimeKey Tech Days is a unique hard core tech event, focused on PKI, Crypto and
related IT-Security topics.
Who: PrimeKey Tech Days are attended by IT-Security experts from all around the globe.
You’ll meet PKI-experts, engineers, CTO’s, solution architects etc. The networking is
outstanding and much apprecieated by previous attendees.
When: 18 - 19 September 2018
Where: Stockholm, Sweden
How: Read more and sign up at primekey.com/tech-days
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effective advice. Strategic partnerships with global corporations as
well as with internationally recognized universities guarantee scientific excellence as well as its market-driven implementation.
www.aisec.fraunhofer.de

SILICON TRUST PARTNERS
Partners of the Silicon Trust are a vital element of the program.
The partners represent all aspects of the value chain and are
international representatives of the ID industry. They all share
one common goal – to create awareness, to educate and to promote the need for silicon-based security technologies.

ATOS
Atos SE is an international information technology services company with 2014 annual revenue
of € 9 billion and 86,000 employees in 66
countries. Serving a global client base, it delivers IT services
through Consulting & Systems Integration, Managed Operations,
and transactional services through Worldline, the European
leader and a global player in the payments services industry. It
works with clients across different business sectors: Manufacturing, Retail & Transportation; Public & Health; Financial Services;
Telcos, Media & Utilities.
www.atos.net

AUSTRIACARD
ABNote
ABnote™ is a leading global supplier of secure documents, services and solutions. If
you have a credit card or an identity card, or
have received a gift or loyalty card, or any other plastic card,
chances are that you have used an ABnote product. If you have
interacted with a financial institution, or have used your smart
phone to make a payment, you have likely taken advantage of
an ABnote service.
We are proud of our legacy – over 200 years of manufacturing
high quality, tamper-resistant products to governments, financial
institutions, retailers and other organizations throughout the
world. Today, our products and technology encompass multiple
markets, keeping pace with today’s rapidly changing requirements for convenient and secure transactions.
www.abnote.com

AdvanIDe
Advanced ID Electronics – is one of the
leading silicon distributors, focused on
components for RFID transponders,
chip cards and RFID readers and terminals. Thanks to its optimized semiconductor supply chain, AdvanIDe can guarantee
manufacturers of smart cards, RFID transponders and readers the
most efficient access to the latest semiconductors.
www.advanide.com

Austria Card AG is a holding company
of businesses providing end-to-end
solutions and products in the field of
Digital Security and Information Management. The Group brings
together the century-long heritage in printing services and stateof-the-art digital data solutions (Information Management division) with the well-established production and personalization of
smart cards and the offer of cutting-edge digital payment solutions (Digital Security division). The combination of well-established industrial roots with an expanding services portfolio that
meets the needs of the increasingly digital and mobile economy
is at the very core of the Group’s confidence in its future.
www.austriacardag.com

BALTECH
BALTECH is specialized in ISO14443/15693/
NFC Reader technology. The core competencies are RF-Interface technology and sophisticated high level functionalities supporting the latest card technologies and security mechanisms. All products are 100 %
developed and manufactured in-house. This is the basis for customization capabilities offered to deliver application tailored, cost
optimized products from readers up to terminals with individual
functionalities for various applications.
www.baltech.de

CARDPLUS
AGFA
Agfa is commercially active worldwide
through wholly owned sales organizations
in more than 40 countries. In 2014 the
Group achieved a turnover of € 2,6 billion. Agfa develops, produces and sells special films for the card industry. PETix™ is a
range of high-performance polyester films, for cards with a lifetime above 10 years and a high chemical, scratch and thermal
resistance.
www.agfa.com
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CardPlus is a consulting firm with a focus on customized, enterprise level, Identity and Security
Management Solutions. We offer a full range of
Professional services to build, transform, implement and manage
our customized enterprise level security and identity solutions.
Due to our vast hands-on experience in designing and implementing secure travel and identification systems for governments
and large public sector customers, we are uniquely positioned to
understand your highly complex security requirements and
translate the same into practical, workable solutions.
www.cardplus.de

CHARISMATHICS
charismathics® has been pioneering
the global identity management
arena since 2005 and is offering
security products and services for a variety of industries ranging
from corporate to finance, from e-government to health services,
from e-education to telecommunications. The company delivers
PKI security solutions addressing traditional smart cards, convenient USB keys, handy soft tokens or even cutting edge mobile
applications.
www.charismathics.com

DIGITAL IDENTIFICATION SOLUTIONS
Digital Identification Solutions is a global
provider of advanced identification solutions,
specialized in secure government and corporate applications for ID cards and ePassports/Visa. By applying innovative technologies, they develop
unique, scalable credential solutions, which perfectly meet the
ever-changing demands of international customers.
www.digital-identification.com

HBPC
COGNITEC
Cognitec develops market-leading face recognition technology and applications for industry customers and government agencies
around the world. In various independent evaluation tests, our
FaceVACS® software has proven to be the premier technology
available on the market. Cognitec’s portfolio includes products for
facial database search, video screening, and biometric portrait
capturing.
www.cognitec-systems.de

Pénzjegynyomda Zrt. (Hungarian Banknote Printing
Shareholding Company) is the exclusive producer of
‘Forint’ banknotes, and is one of the leading security
printers in Hungary, specializing in the production of
documents and other products for protection
against counterfeiting. Currently, HBPC produces passports, visa,
ID documents, driving licenses, securities, duty and post stamps,
tax stamps and banderols, paper- and plastic-based cards, with or
without chip, and is aiming to provide complex system solutions.
www.penzjegynyomda.hu

HID GLOBAL
CRYPTOVISION
cryptovision is a leading supplier of innovative cryptography & public key
infrastructure (PKI) products. The lean
and intelligent design of the complete product range makes it
possible to integrate the most modern cryptography and PKI
application into any IT system. cryptovision PKI products secure
the IT infrastructures of diverse sectors, from private enterprise
to government agencies. The consultancy service spectrum
ranges from the risk analysis of subsystems or standalone systems to the design of complete cross-platform cryptographic
architectures.
www.cryptovision.com

HID Global Government ID Solutions is dedicated
to delivering highly secure, custom governmentto-citizen ID programs worldwide. HID Global
Government ID Solutions offers government customers an endto-end source for their most demanding state and national ID
projects. With Genuine HID™, customers benefit from the industry’s broadest portfolio of trusted, interoperable secure identity
solutions across all aspects of the government identification
market. Government ID Solutions offerings include expert consulting services, data capture, credential management and issuance
solutions, world-leading credentials and e-documents, readers,
inlays, prelaminates, LaserCard® optical security media technology, and FARGO® card printers.
www.hidglobal.com

DE LA RUE
De La Rue is a leading provider of sophisticated
products and services that keep nations, their
economies and their populations secure. At the
forefront of identity management and security,
De La Rue is a trusted partner of governments,
central banks and commercial organisations
around the globe.

HJP CONSULTING
HJP Consulting (HJP) with headquarters near Paderborn, Germany, is an
internationally operating firm of IT
consultants specialized in the planning, procurement and approval of smart card solutions with focus on e-identity and e-health
applications. The manufacturer-independent specialists at HJP
supervise large-scale projects for introducing e-passports and eID
systems at both the technical and strategic level. The firm’s consulting services encompass the areas of system architecture, software specification, tenders, quality and security management as
well as project management.
www.hjp-consulting.com
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THE IDENTIV GROUP
Identiv provides secure identification (Secure
ID) solutions that allow people to gain
access to the buildings, networks, information, systems and services they need – while ensuring that the physical facilities and
digital assets of the organizations they interact with are protect- ed. Based in Orange County, California, it is a technologydriven company with significant experience in diverse markets,
and is uniquely equipped to address the needs of customers
worldwide in an evolving technological landscape.
www.identive-group.com

MIKRON
MIKRON was founded in 1964. With
main activities in semiconductor manufacturing (Power Management Products
and RFID) MIKRON is an important player within the financial
strong industrial group of JSFC SISTEMA. MIKRON has about 1600
employees and is with a capacity of 50 Mio inlays and labels per
month and a chip capacity of about 100 Mio per month the largest
RFID manufacturer in Europe. Major activities are within the RFID
and Industrial/Consumer market. Joint Venture and cooperation
for technology will secure strong standing within the fast growing
future market.
www.mikron-semi.com

MASKTECH
MaskTech is the leading independent provider
of high secure system on chip designs, embedded ROM masked products, security middleware, certification and integration services
focused on human credential applications. MTCOS – MaskTech
Chip Operating System – is a high performance and high security
operating system, especially designed for secure semiconductors
with powerful crypto co-processor and RFID, dual interface or
contact interface. MTCOS is available on a unique variety of microcontrollers of different silicon vendors. MTCOS is a fully open
standard (ISO/IEC) compliant multiapplications OS, used in more
than 40 eID projects worldwide.
www.masktech.de

MELZER
With 60 years of experience MELZER
has been internationally recognised and
established as the leading equipment
supplier for the production of the most advanced ID documents,
Smart Cards, DIF Cards, RFID Inlays and e-Covers for Passports.
Customized solutions, the modular machine system and the lean
production approach ensure and maintain unsurpassed yield
rates, flexibility and profitability. The MELZER product portfolio
also includes a broad range of versatile RFID converting equipment.
www.melzergmbh.com

OPEN LIMIT
OpenLimit SignCubes AG (www.openlimit.com) was
founded in 2002 and is a wholly-owned subsidiary
of the publicly traded OpenLimit Holding AG. The
company is headquartered in Baar, Switzerland and
has a subsidiary in Berlin, Germany. The group currently employs more than 60 highly qualified employees.
www.openlimit.com

OVD KINEGRAM
OVD Kinegram protect government
documents and banknotes. More
than 100 countries have placed
®
their trust in the KINEGRAM security device to protect their high
security documents. OVD Kinegram is a Swiss company and a
member of the German Kurz group. The company has accumulated over three decades of experience in the protec- tion against
counterfeiting and maintains close contacts with police forces,
customs authorities and internationally reputed security specialists. OVD Kinegram offers a full range of services: consulting, design, engineering, in-house production, application machines and
support as well as after-sales service.
www.kinegram.com

PAV
MICROPROSS
Established in 1979, Micropross is the
leading company in the supply of test
and personalization solutions for the
business of RFID, smartcard, and Near Field Communication
(NFC). Micropross has proven expertise in the design of laboratory
and manufacturing test tools which are all considered as references in their domains. These tools allow users to fully characterize and test the electrical and protocol performance of products
such as smartcards and smartphones in design, conformance,
and production. In 2015, National Instruments acquired Micropross in order to accelerate their development and strengthen
them as the leader on their market, constituting a major milestone in the life of both companies.
www.micropross.com
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PAV Card is a German, family-run business
and one of the leading manufacturers for
smart cards and RFID solutions. PAV products
are used in many applications, ranging from
hotel access, airport and stadium technology to the use in retail
outlets and smart card applications, such as payment and health
insurance. PAV’s product range includes special heat resistant
and tamper-proof ID cards as well as smart cards using the latest
contactless technology for secure access solutions suitable for
corporate buildings or sensitive access areas, such as airports.
www. pav.de

PRECISE BIOMETRICS
Precise Biometrics is an innovative company offering technology and expertise for
easy, secure, and accurate authentication
using smart cards and fingerprint recognition. Founded in 1997,
Precise Biometrics today has solutions used by U.S. government
agencies, national ID card programs, global enterprises, and
other organizations requiring multi-factor strong authentication. Precise Biometrics offers the Tactivo™ solution, a smart card
and fingerprint reader for mobile devices.
www.precisebiometrics.com

ROLIC
Rolic Technologies Ltd. is an innovative Swiss
high-tech company headquartered in Allschwil
(Basel). Rolic modifies surfaces on a nano scale
with polarized light to achieve unique optical
effects and to manage light. New industry standards were set for
LCD TVs, forgery-proof security devices and efficient OLED lighting
products. Highly skilled staff in the Swiss headquarter continually
develop, refine and extend Rolic’s proprietary core technologies.
The subsidiary Rolic Technologies B.V. (Eindhoven, Netherlands)
engineers industrial solutions for the global customer basis.
www.rolic.com

PRIMEKEY
One of the world’s leading companies
for PKI solutions, PrimeKey Solutions
AB has developed successful technologies such as EJBCA Enterprise, SignServer Enterprise and PrimeKey PKI Appliance. PrimeKey is a pioneer in open source security
software that provides businesses and organisations around the
world with the ability to implement security solutions such as
e-ID, e-Passports, authentication, digital signatures, unified digital identities and validation.
www.primekey.com

PWPW
PWPW is a commercial company, entirely owned
by the Polish Treasury, with a long tradition and
extensive experience in providing security printing solutions. The company offers modern, secureproducts and solutions as well as highest quality services which
ensure the reliability of transactions and identification processes.
It is also a supplier of state-of-the-art IT solutions.
www.pwpw.pl

REINER SCT
REINER SCT Kartengeräte GmbH & Co.
KG, based in Furtwangen (Black Forest),
Germany, is a leading manufacturer of
OTP generators and smartcard readers for eCards, electronic signature and online banking in Germany. REINER SCT also develops
products for secure online authentication, time attendance and
access control. The technology company employs 45 staff and is
part of the global and family-owned REINER group.
www.reiner-sct.com

SMARTRAC N.V.
SMARTRAC is the leading developer,
manufacturer, and supplier of RFID and
NFC transponders and inlays. The
company produces ready-made and customized transponders and
inlays used in access control, animal identification, automated fare
collection, border control, RFID-based car immobilizers, electronic
product identification, industry, libraries and media management,
laundry, logistics, mobile & smart media, public transport, retail,
and many more. SMARTRAC was founded in 2000, went public in
July 2006, and trades as a stock corporation under Dutch law with
its registered headquarters in Amsterdam. The company currently
employs about 4,000 employees and maintains a global research
and development, production, and sales network.
www.smartrac-group.com

TELETRUST
TeleTrusT is a widespread competence
network for IT security comprising members from industry, administration, research
as well as national and international partner organizations with
similar objectives. With a broad range of members and partner
organizations TeleTrusT embodies the largest competence network for IT security in Germany and Europe. TeleTrusT provides
interdisciplinary fora for IT security experts and facilitates information exchange between vendors, users and authorities. TeleTrusT comments on technical, political and legal issues related to
IT security and is organizer of events and conferences. TeleTrusT is
a non-profit association, whose objective is to promote information security professionalism, raising awareness and best practices in all domains of information security. TeleTrusT is carrier of
the "European Bridge CA" (EBCA; PKI network of trust), the quality
seal "IT Security made in Germany" and runs the IT expert certification programs "TeleTrusT Information Security Professional"
(T.I.S.P.) and "TeleTrusT Engineer for System Security" (T.E.S.S.).
TeleTrusT is a member of the European Telecommunications
Standards Institute (ETSI). The association is headquartered in
Berlin, Germany.
www.teletrust.de
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T-SYSTEMS

WIBU-SYSTEMS

Drawing on a global infrastructure
of data centers and networks,
T-Systems operates information
and communication technology (ICT) systems for multinational
corporations and public sector institutions. T-Systems provides
integrated solutions for the networked future of business and
society. With offices in over 20 countries and global delivery capability, the Telekom subsidiary provides support to companies in all
industries. Some 50,000 employees combine expertise with ICT
innovations to add significant value to customers’ core business all
over the world.
www.t-systems.com

Wibu-Systems AG (WIBU®), a privately held
company founded by Oliver Winzenried and
Marcellus Buchheit in 1989, is an innovative
security technology leader in the global software licensing market. Wibu-Systems’ comprehensive and award
winning solutions offer unique and internationally patented
processes for protection, licensing and security of digital assets
and know-how to software publishers and intelligent device
manufacturers who distribute their applications through PC-,
embedded-, mobile- and cloud-based models.
www.wibu.com

X INFOTECH
UNITED ACCESS
United Access is focused on secure, high-end
smart card and RFID based solutions. We are
acting as a security provider with a broad
E
UNITED
range of standard and integration compoa n y t i m e - a n y w h e r e
nents. United Access is the support partner for
the Infineon smart card operating system SICRYPT. United
Access provides secure sub-systems to various markets like
public transport, road toll, logical access, logistics, parking systems, brand protection, physical access control and others.
www.unitedaccess.com

WATCHDATA TECHNOLOGIES
Watchdata Technologies is a recognized
pioneer in digital authentication and
transaction security. Founded in Beijing in
1994, its international headquarters are in Singapore. With 11
regional offices the company serves customers in over 50 countries. Watchdata customers include mobile network operators,
financial institutions, transport operators, governments and
leading business enterprises. Watchdata solutions provide daily
convenience and security to over 1 billion mobile subscribers,
80 million e-banking customers and 50 million commuters.
www.watchdata.com

WCC
Founded in 1996, WCC Smart Search &
Match specializes in the development of
enterprise level search and match software for identity matching. Its software platform ELISE delivers
meaningful identity matches using multiple biometrics and/or
biographic data from a wide range of sources at sub second response times. ELISE is highly scalable and extremely robust, and
is used by large health insurance companies and government
agencies for immigration, border security and customs control.
The company is headquartered in the Netherlands and has offices in the USA and the Middle-East.
www.wcc-group.com
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X INFOTECH, a leading systems integrator and a developer of software
suite Smarteo, delivers premium solutions for issuing, managing and verification of electronic ID
documents and smart cards. The company’s turnkey solutions
are fully independent and flexible, and in combination with unrivalled team expertise, allow smart card and eID programs to be
implemented easily, adapting to any environment by supporting any equipment and chip type. With successfully implemented projects in 45 countries already, X INFOTECH is now a trusted business partner and preferred solutions and services
provider for hundreds of customers.
www.x-infotech.com

CodeMeter stands up for Industrie 4.0

CodeMeter for Industrie 4.0 – Watch the full Video – www.wibu.com/40
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In its mission to deliver the most secure, unique, and
versatile technology, Wibu-Systems has developed
CodeMeter®, a comprehensive, award-winning suite
of hardware and software solutions for computers,
embedded systems, mobile devices, PLCs, and
microcontrollers that incorporates internationally
patented processes dedicated to protecting the integrity
of digital assets.
With its motto “Perfection in Protection, Licensing,
and Security”, Wibu-Systems supports ISVs and OEMs
in their fight to safeguard the intellectual property
of their applications against illicit and fraudulent use,
reverse engineering, tampering, sabotage, espionage,
and cyber-attacks, while generating new softwarefeature based business models fully integrated with
ERP, CRM, and e-commerce platforms.
The unparalleled lineup of hardware secure elements
(USB dongles, SD cards, microSD cards, CF cards, CFast
cards, ASICs) designed to withstand high fluctuations in
temperature, humidity, and vibration, coupled with the
support of all mainstream operating systems and M2M
communication standards makes CodeMeter the ideal
candidate for both brown and green field applications.

www.wibu.com | sales@wibu.com | +49 721 931720
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“Coil on Module” – chip module
with antenna at the rear-side
of the module
card body 100%
polycarbonate

radio communication between
card antenna and chip
module antenna

wired card antenna

Go contactless with Coil on Module (CoM)
› CoM is designed to simplify your transition from contact-based to
›
›

dual-interface card production
CoM delivers a new level of card body robustness and reliability
CoM is THE solution for 10 years life time – essential for ID documents

www.infineon.com/CoM
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